MIHICTEPCTBO OCBITH 1 HAYKH YKPAIHU
XAPKIBCbKUH HAIIIOHAJIbHUA YHIBEPCUTET
IMEHI B.H. KAPA3IHA

OCBITHBO-IIPO®ECIHHA ITPOTPAMA

«BE3NIEKA THOOPMAIIHHUX 1 KOMYHIKAHIﬁHHX
CUCTEM)»

Hpyrui (Marictepchkuii) piBeHb BUILIOT OCBITH

I'anmy3p 3HaHb 12 «lHGOpMALiiiHi TEXHOIOTI»

Creunianpnicte 125 - Kibepbesneka Ta 3axuct indopmarii
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JIMCT NOT'OJKEHHS OIIII

HayxoBo-MeTOAMYHOIO pagoro yHIBepcheTy

nporokon Big 1o 05 JpJANe 4
['onosa HMP
L'L p-#

/ O.J'leKCElHIlp I'OJIOBKO

Buena pana gakynbTeTy KOMI'IOTEPHHX HAYK

NPOTOKON Bif| g/ 7 AOA 3T Ne 4 :

I"onosa Buenoi paau dakynsrery =
77 Basneurun JIA3YPUK

r )(

MeronuuHa KoMicid GaKkyIbTeTy KOMIT I0TEPHHUX HAYK
IPOTOKON Bix ¢ 7 A4 75 Ne -
I'onoBa meToauyHOI KOMIcil hakyabpTeTy

Z /’-"f_g- ~ Jlapuca BACHJIBEBA

Kagenpa 6esnekn inpopmaniiamx chcTeM 1 TEXHOJIOT1H
IPOTOKON Bix £5 [/ A5 N ¢

B.O. 3aBiyBava Ka(peﬂpu "
7@@ Irop CBATOBCHKUIA




NEPEJMOBA
IIpu po3po6ui npoekty IlporpamMmu BpaxoBaHi BUMOIHK:

- OcBiTHROTO cTaHIapTy cnemiaabHocTl 125-« KibepOesneka Ta 3axuct
iHbopmariiy i Apyroro (MariCTepchbKoro) piBHS OCBITH, IO TOTOJKEHO
pimeHHsM HalioHalbHOTO areHTCcTBa 13 3a0€3IeYeHHs SKOCTI BHINOI OCBITH,
npoTokoa Big 23.02.2021 p. Ne 3, ta 3arBepIKeHO 1 BBEJACHO B JiI0 HAKa30M
MinicrepcTBa ocBiTH 1 Hayku YKpainu Big 18.03.2021 p. Ne 332.

- 3aKoH Ykpainu "TIpo BUIILY ocBiTy" —
http://zakon4.rada.gov.ua/laws/http://zakon4.rada.gov.ua/laws/show/1556-18.

— 3akon Ykpaiau "IIpo ocity" — http://zakon5.rada.gov.ua/laws/show/2145-
19.

- Hamionaneauii kiacudikarop Ykpainu: "Knacudikarop mnpodeciii" JIK
003:2010.

— HamionanpHa pamka KBaUTi (piKarii —
http://zakon4.rada.gov.ua/laws/show/ https://zakon.rada.gov.ua/laws/show/1341-
2011-%D0%BF#Text.

- [Tepenik rajgyseu 3HaHb 1 CIeliaJbHOCTEH —
http://zakon4.rada.gov.ua/http://zakon4.rada.gov.ua/ laws/show/266-2015-
nlaws/show/266- 2015-m.

- MeTtoanyuHi peKoMeHallil o040 po3pOoOJIeHHS CTaHAAPTIB BUILIOI OCBITH.

- 3atBepmxeHo Hakazom MiHiCTepCTBa OCBITH 1 HAyKH VYkpainu Bij
01.06.2017 p. Ne 600 (y penakiiii Haka3y MiHiCTEpCTBa OCBITH 1 HAYKHU YKpalHH
Bij 30.04.2020 p. No 584
https://mon.gov.ua/storage/app/media/vyshcha/naukovo-

metodychna rada/2020metod- rekomendacziyi.docx

Po3po06sieHo po0604010 rpynor y ckiajii:

. - . HaykoBmuii cTyninb, BueHe
IpizBuuie, im’#, mo HajimenyBaHHs mocaau
5ATLKOBI 3BaHH3, 32 SIKOIO0 kadenporo
(creniaJIbHICTIO) MPUCBOEHO
KepiBauk pobouoi rpynu
Ccin Bitamiii [Banosuu  [[Ipodecop kadenpu 6e3nexun [[lokrop TexHiunux Hayk (05.13.06 -
iHQOpMaIIfHUX CUCTEM 1 [HhopMmartiitHi TeXHOJIOTI1), JOIEHT 3a
TEXHOJIOT1H, rapaHT nporpamMu [Kadeaporo aBTOMATU30BAHUX CHUCTEM
YIIpaBIIHHS
Unenu pobouoi rpynu
CaroBcbkuil Irop B.o. 3aBigyBaua kadeapu Kanaunat TeXHIYHUX HayK,
IBaHOBHY Oe3nexniHGopMaIiTHIX CTapIIl.HAYK.CITIBP.
CHUCTEM 1 TeXHOJIOTi’
Komvan Cepriii [Tpodecop kadeapu 6e3nexkn  [[lokTop TexHiuHNX Hayk(05.13.05),
OnexcanIpoBUY iH(hOpMaLIIITHUX CHCTEM 1 moIIeHT
TEXHOJIOT1H!
KonoBanoBa €BreHis Jlonent kadenpu  Oe3nexkuKanaunar rexHiyHux Hayk(05.13.21)
[TaBniBHA iHpopMarifHuX  cucTeM 1
TEXHOJIOTI!




1. IIpod
«be3neka ingopm

UIb OCBITHHOI MpPOrpaMu
alifiHUX | KOMYHIKAWIHHUX CHCTEM)

3i cmeniagabHocTi 125 — KiGepOe3neka Ta 3axuct ingopmaiii

1-3aranbHa ingopmanis

IloBHa Ha3Ba BHIIIOTO
HaBYAJIbHOTO 3aKIany T4
CTPYKTYPHOTO HiAPO3ALTY

XapkiBChKUN HalioHANbHUU yHiBepcuTeT iMeHi B.H.
Kapasina, kadenpa 6e3nexu iHGOpMAIIHHUX CUCTEM 1
TEXHOJIOTIN

CryniHp BHINOI OCBITH Ta Ha3Ba
OCBITHBOI KBamigikari

Jpyruii (MaricTepcbKuil) piBeHb,
Marictp 3 kibepOe3neku Ta 3axuUCTy iH(OpMAIIii,
6e3meku 1HGOpMaIIMHNX 1 KOMYHIKAIITHUX CHCTEM

Tun aumaoMy Ta 00cAT OCBITHBO]]
IIPOrpaMu

Jluriom  marictpa, ommanuaui, 90 kpemutiB €KTC,
TEepMiH HaBYaHHS: IeHHa Gopma — | poku 4 micsIi.

Odiuiitna Ha3Ba Mporpamu

besnexn inpopmaniiHuX i KOMyHIKAIIIHHAX CHCTEM

HasBHicTh akpequTartii

2017 pix

HPK Vkpainu - 8 piens, FQ-EHEA - npyruii nuxn,

WKJI/piBEHB :

Huiovp QF-LLL - 7 piBeHs
Jlns 3m00yTTS OCBITHBOTO CTYIEHS Marictpa MOXYTh

[lepenymoBu BCTYMATH 0co0u, sIKi 37100y/H nepiuii (0akanaBpChKUid)
piBEHb BUIIIOI OCBITH

MoBa Buknaganas YkpaiHcbka

Tepwmin nii ocBiTHBOI mporpamu | 3 2023 no 2024 poky

[arepuer - anmpeca mocTiitHOTO| http://Www-

PO3MIIIICHHS OCBITHBOI|

IpOrpamMu

OTucy

csd.univer.kharkov.ua/navchannya/standarti-
osviti/osviti-programi/

2 - MeTa oCBiTHBOI IpOrpamMu

MeTta nporpamu

[TinrotoBka (haxiBIliB, 3IaTHUX BUKOPUCTOBYBATH 1
BIIPOBAKYBATH TEXHOJIOT1] iH(OpMaIlIiHOT O0e3neKu
TUIS PO3B’A3aHHA MPAKTHYHUX 3aBJIaHb KibepOe3neku Ta
npodiTakTUKU Kibep3arpos

3 — XapakTepucTHKA OCBITHbOI IPOrpaMu

IIpenmeTHa o01acTh (rajgy3b
3HAHb, CHEeLiaJbHICTD,
cneniasnizaiisi (3a HasIBHOCTI))

12 — Iadopmarniitai Texnomnorii; 125 — Kibepbesnexka.

OpieHTanis 0OCBITHBOIIPOrpaMu

HaykoBa, pynnamentanbHO-TipodeciiiHa.

OcHoBHUI (poKyc OCBITHBOI
NporpamMu Ta cuemiajizauii

besneka iHpOopMaIITHO-KOMYHIKAI[IHHUX CUCTEM 1
TEXHOJIOT1H

OcobuBOCTI Mporpamu

[TinroToBka mpodecioHanis, 3MaTHUX PO3POOIATH,
BUKOPHCTOBYBATH 1 BIIPOBA/KYBATH TEXHOJIOTIi
iHpopMarliiiHoi Ta/abo kibepOe3neku B iHpopMaIliitHO-
KOMYHIKaIlIHHUX CUCTEMaX.




4 — le/II[aTHiCTb BHHyCKHI/lKiB A0 MpaneBJAlITYBAHHATA MOAAJbBINOI0 HABYAHHS

I[IpuaaTHicTh 10
MpaneBJIAlITYBaHHS

006’ ekt ipodecitHOT AISITHPHOCTI BUITYCKHUKIB!

00'exkTn 1H(pOpMaTH3allli, BKIOYAIOYH KOMII'IOTEPHI,
ABTOMATH30BaHi, TENEKOMYHIKalilHi, iH(pOpMaIiiiHi,
iH(pOpMaIliitHO-aHATI THYHI, iH(pOpMaIiifHO-
TeJIEKOMYHIKAIIiHI CUCTeMH, 1HpopMaIiitHi pecypcH i
TEXHOJIOTT;

TEXHOJIOT11 3a0e3medenHs Oe3nexu iHdopmarii;

MpOIIeCU YIOpaBIIHHS iH(DOopMaIiiftHOIO Ta/abo
K10epOe3neKkor00’ EKTIB, IO MIATAI0Th 3aXUCTY.

Ilogannine HABYaHHSA

MO>KTHBICTh TPOJOBKUTH HABYAHHS 32 OCBITHBO-
HAYKOBOIOIPOTPaMOI0 T0KTopa (inocodii.

5 — BukJjagaHHd TAa OLiHIOBAHHSA

BuxkiaganHsi Ta HABYAHHS

BuBueHHSI KOMIIOHEHT OCBITHBOI (TpodeciiiHo)
nporpamu rnependadacTbes y Gopmi mpoBeneHHs
HaBUYAJBLHUX 3aHSITh, OpraHizallii caMoCTIHHOT poOOTH
3100yBayiB BHUINOT OCBITH, MPAKTUYHOI ITiITOTOBKH Ta
KOHTPOJIBHUX 3aX0/iB. HaB4anbHi 3aHITTS MPOBOIUTHCS
Yy BUI1: JEKIIIHHUX KypCiB, 30KpeMa MyJbTUMEINHUX,
CEMIHAPCHKUX, MPAKTUYHUX, 1HAUBITYaTbHUX,
1abOPaTOPHHUX 3aHSITh, KOHCYJIBTAIIN TOIIO.

OuiHIOBAHHSA

'YCHI, MUCHhMOBI €K3aMEHH Ta 3aJI1KU, KOMIT FOTEpHE 1
MMICHbMOBE TECTYBAHHS, ITPE3EHTAIlil, 3aXUCT KypPCOBUX
poOiT, MaTepiasiB MPAKTUKU, ATECTAIlis

3a 100 6a1bHOO Ta YOTUPHOX (JABO)PIBHEBOIO
HaI[IOHAJIBHOIO ITKAJIOI0

611

DOTPAMHI KOMIIETEHTHOCTI

IHTeI‘paJIbHa KOMIIETEHTHICTh

31aTHICTH 0COOM PO3B’SA3yBaTH 3a/1a4i JOCTITHUIILKOTO
Ta/ab0 IHHOBALIITHOTO XapakTepy y cdepi
iHpopMarliitHoiOe3mexn Ta/abo Kibepoe3nexu.

3arajibHi KOMIIETEHTHOCTI

K3 1. ['0TOBHICTh BUKOPHUCTATH CYYaCHI JOCSITHEHHS
HayK{ 1TIepeI0BUX TEXHOJIOTIH.

K3 2.31aTHicTh 3aCTOCOBYBATH 3HAHHS Y MPAKTUIHUX
CUTYaIlisIX; 3HaHHs Ta pO3YMIHHS MPEIMETHOI 00J1acTi Ta
po3yMmiHHs npodecii.

K3 3. 3gatHicTh CHITKYBaTHUCS 3 IPEACTaBHUKAMU
iHIIMX TpodeciiHuX TPyH Pi3HOTO PiBHA (3 EKCIepTaMu
3 1HIIKMX rajdy3eid 3HaHb / BUIIB €eKOHOMIYHOI
MISITBHOCTI), 3AaTHICTHITPOQECIHHO CIIIKYBaTHCS
NEp>KaBHOIO Ta IHO36MHOKO MOBAaMH SIK YCHO, TaK i
MUCHEMOBO.

K3 4. 3npartHicTh NPOBOAUTH  JTOCHIIPKCHHS  HA)
BIZIMIOBITHOMY piBHI. BMiHHS BHABISATH, CTaBUTH Ta
BUPIIIYBAaTH  HAYKOBO-  TEXHIYHI  3aBJaHHSI 34
podeciiHUM CIPSIMYBaHHSIM;

31aTHICTh TUIAHYBATHU Ta 3[[1HCHIOBATH BJIACHE HAYKOBE




ITOCJTIIPKEHHSI, PUCBSYEHE CYTTEBIHM MpoOIeMi CydacHOi
HayK{ y raixy3i iHpopMaIriitHO-KOMYHIKaIlIHHAX
TEXHOJIOTIH.

K3 5. 3gatHicTs 10 a0CTPaKTHOTO MHUCIICHHS, aHATI3Y Ta
CHUHTEe3Y.37aTHICTh JI0 TONIYKY, OOpOOJICHHS Ta aHATI3y
iH(OpMaIlil; TOTOBHICTh MPEACTABIATH PE3YIbTATH
MOCHIDKEHb y BUTIISAL 3BITIB 1 MyOumiKamiii Ha ep>KaBHIN
TAOHIH 3 1HO3EMHUX MOB;3JaTHICTh KOPUCTYBATHCS
HOPMAaTHBHOIO Ta 3aKOHOJAaBYOI0 0a3010 B cepi
IHTEeNEKTyaIbHOI BIIACHOCTI.

K3 6. 3naTHicTh peanizyBaTu CBOi IIpaBa i 000B’SI3KH K
YJICHA CYCIJIbCTBA, YCBIOMITIOBATH IIHHOCTI
rPOMAISTHCHKOTO (BUTBHOTO IEMOKPATHYHOTO)
CYyCIUIbCTBATa HEOOXIAHICTD HOTO CTAJIOTO PO3BUTKY,
BEPXOBEHCTBA MpaBa, Mpas 1 CBOOOI JIFOIUHH 1
rpoMajisHUHA B Y KpaiHi,

K3 7. Po3ymiTi rmo6ansHi mpobiaemMu Cyq9acHOCTI;
BOJIOJIITH 37IaTHICTIO 30€piraTé Ta NPUMHOXKYBaTH
MOpaJIbH1, KYJIbTYpPHI, HAYKOB1 IIIHHOCTI 1 JOCSITHEHHS
CYCITUTHCTBA HA OCHOBI pO3yMiHHS iCTOPIi Ta
3aKOHOMIPHOCTEH PO3BUTKY MPEAMETHOI 00acTi, 1i
MICIISI Y 3aTaJIbHIN CUCTEM1 3HaHb IPOTIPUPOY 1
CYCHUTBCTBO Ta y PO3BUTKY CYCHIJIbCTBA, TEXHIKH 1
TEXHOJIOT1/, BAKOPUCTOBYBATH Pi3Hi BUIH Ta (OPMHU
PYXOBOi aKTHBHOCTI JIsl aKTUBHOTO BiJTIOYUHKY Ta
BEJICHHS 3/JOPOBOTO CIIOCOOY KHUTTSL.

K3 8.3m1atHicTh oIliHIOBaTH Ta 3a0e31euyBaTH SKiCTh
BUKOHYBAaHUX POOIT. 3AATHICTH 10 BUKJIAJAHHS Y
BUIIIOMY HAaBYAJILHOMY 3aKJIaJl MPEIMETIB, 110
B1IHOCATBHCS /10 Tamy3iiHGOopMaIliiHO-KOMYHIKaI[IHHUX
TEeXHOJIOT'1H;3]aTHICTh

PO3pOOISITH METOMYHI MaTepiaiiu, 0
BUKOPHCTOBYIOThCSI BHABYAJIbHOMY TPOILIECI.

daxoBi KOMIIETEHTHOCTI

K® 1. 3naTHicTh OOTPYHTOBAHO 3aCTOCOBYBATH,
iHTeTrpyBaTH, PO3pOOIIATH Ta YIOCKOHAIIOBATH CYYacHI
iH(opMariifHi TeXHOIOT11, pi3MYHI Ta MAaTEMaTUYHI
MOJIeJI1, ATAKOK TEXHOJIOT1i CTBOPEHHS Ta BUKOPUCTAHHS
MIPHUKJIATHOTO1 CIIEIiali30BaHOTO MTPOTPAMHOTO
3abe3reueHHs 711 BUpilIeHHs npodeciiiHuX 3a1ad y
cthepi iHpopMmariitHOiOe3nekn Ta/abo KibepOe3neKH.
3IaTHICTh PO3YMITH 1 aHATI3yBaTH HAMPSIMU PO3BUTKY
po3noAiIeHNX 1HPOPMAIIITHO-KOMYHIKAIIIHHUX CHCTEM 1
MEpEeK, 3arajibHoi Teopii MoOYJ0BM MaTeMaTUYHUX
MOJIeJIeH 1 X peai3allii, Teopii 1 MpaKTUKU KePIBHUIITBA
MPOEKTAMH 31 CTBOPEHHSI 3aXUINEHUX PO3IIOIUICHIX
iHpopMaLIfHIX pecypcCiB.

K® 2.31aTHiCT po3p00JIaTH, BIPOBAKYBATH Ta

aHaJIi3yBaTH HOPMATUBHI IOKYMEHTH, MOJI0KECHHS,




IHCTPYKIIii 1 BAMOTH TE€XHIYHOT'O Ta OPraHi3aliifHOro
CIIPSIMYBaHHsI, @ TAKOXK 1HTETPYBAaTH, aHAJII3yBaTH 1
BUKOPUCTOBYBATH KpaIlli CBITOBI IPAKTUKH, CTAHAAPTH
y npodeciiiniil AisTbHOCTI B cdepi iHdopMariiHol
Oe3mneku Ta/abo KibepOe3neku. 3JaTHICTh BUKOHYBATH
pOOOTH 3 MPOESKTYBAHHSI CKIIQTHIX KOMILIEKCIB 3aC00iB
KiOepOe3neku 1ympaBiaiHHs 0e3nekoro iHpopMaIiiitHuX i
KOMYHIKAI[IHHUX CUCTEM BIAMOBIIHO 110 chepH ix
3aCTOCYBaHHS.

K® 3.31atHicTh T0OCTIHKYBATH, PO3POOIIATH 1
CYMPOBOKYBATH METO/IH Ta 3ac00u iH(opMaIiitHol
Oe3nexuTa/abo kibepoe3neku Ha 00’ eKTax
iH(pOpMaIiITHOT iTTFHOCTITa KPUTHYHOT
iHppacTPYKTypHu. 30aTHICTh 3A1MCHIOBATH Ta JAE€TAIBHO
OOTpYHTOBYBATH BUOIp CTPYKTYPH, IPUHITUIIIB
opraHizaiii, KOMIUIEKCiB 3aC001B 1 TEXHOJIOTIH
3a0e3neYeHHAKIOepOe3MeKH.

K® 4.31atHicTh aHamizyBaTH, po3poosaTy i
CYHPOBOI)KYBaTH CUCTEMY YIpaBIiHHS 1HPOpMAIITHOIO
Oe3mekoro Ta/abo kibepOe3nekoro opraHizaiii,
(bopmMyBaTHCTpaTETIIO 1 HOTITHKH 1HPOPMALIIHHOT
0e3MeKH 3 ypaxXyBaHHIM BITUM3HSHHUX 1 MDKHAPOIHUX
CTaHJAPTIB TABHMOT.

K® 5.31aTHiCTh 10 AOCTIKEHHS, CHCTEMHOTO aHaJIi3y
Ta 3a0e3redeHHs 0e3nepepBHOCTI Oi3Hec/onepamiiHnX
MPOIIECiB3 METO0 BU3HAYCHHS BPA3JIMBOCTEH
iH(pOpMAIIITHUX CHCTEM Ta PECYPCiB, aHATI3y PU3UKIB Ta
BU3HAYCHHS OI[IHKY iX BIUIMBY Y BIAMOBIIHOCTI 70
BCTAHOBJICHOI CTpaTerii 1 MOJITHKY 1HPOpMaIiitHOT
Oe3meku Ta/abo KibepOe3neKku opraHizariii.

K® 6.31atHicTh aHaTi3yBaTH, KOHTPOJIIOBATH Ta
3a0e3nevyBaTH CUCTEMY YIIPABIiHHS TOCTYIIOM JI0
iH(popMaIIHHUX peCcypCiB 3T1THO BCTAHOBJICHOI CTpaTeTii
imomituky iHpopManiiiHoi 6e3neku Ta/abo kibepodesnexn
oprasi3arii.

K® 7.31aTHICTh JOCTIIKYBAaTH, PO3POOJISATH Ta
BITPOBAKYBATH METOJIU 1 3aXO0/H IPOTHIIi
KiOepiHIIMIEHTaM, 311iCHIOBATH MIPOLEAYPH yIIPABIiHHSA,
KOHTPOJTIO Ta PO3CIIiTyBaHHSA, @ TAKOXK HAJaBaTH
PEKOMEH/IaIlii 111010 TIOTIEPEHKCHHS Ta aHaJTi3y
KiOEpIHIMICHTIB B IJIOMY.

K® 8. 3natHicTh JOCTiIKYBaTH, PO3POOIISTH,
BITPOBA/KYBATH Ta CYIIPOBOKYBATH METOJIU 1 3aC00H
KpUINITOTpadigHOTO Ta TEXHIYHOTO 3aXUCTY 1IHPOopMarii
Ha00’ exTax 1H(POPMAIIHHOI AISUTBHOCTI Ta KPUTUIHOT
iHppacTPyKTypH, B iIHPOPMALIHUAX CHCTEMAX, a TAKOX
3IaTHICTh OIIHIOBATH €()eKTUBHICTh 1X BUKOPUCTAHHS,
3TiTHO BCTAHOBJIEHOI CTPATETil 1 MOJITHKU




iHpopMariitHoi0e3neku Ta/abo kibepOesnexu
opraHizarti.

K® 9. 3naTHiCTh aHaMI3yBaTH, pO3POOIATH i
CYIIPOBO/KYBATH CHCTEMY ayJUTY Ta MOHITOPHHTY
e(heKTUBHOCTI (PYHKIIIOHYBaHHS 1HGOPMAIIHHUX CUCTEM
i TEXHOJIOT1H, Oi3Hec/onepariiHuX MpoIieciB B Tary3i
iH(popMarliiftHo1 6e3neku Ta/abo kidbepOe3nekn
opraHizarii BIIIOMY.

K® 10. 31aTHICTh IPOBAIUTH HAYKOBO-TIEIaTOT1UHY
NiSUTBHICTB, MJIAHYBAaTH HABYAHHS, KOHTPOJIIOBATH 1
CYIIPOBO/IKYBATH POOOTY 3 MEPCOHAIIOM, a TAKOXK
npuitMaTy e(h)eKTUBHI PIllIEHHS 3 MUTaHb 1HGOPMaLIHHOT
Oe3mexu Ta/abo KibepOe3neKu.

K® 11. 3gaTHiCT 3/1ilICHIOBATH HAYKOBI Ta/ab0
MPUKJIATHI JOCTIKEHHS Y Tany31 iHhopMaIiiHoi
Oe3meku Ta/abo KibepOe3neKH 13 3aCTOCYBaHHSIM
Cy4aCHUX €KCIICPUMEHTAIBHHX 1 TCOPETUIHUX METO/IiB
MO/ICITIOBAaHHATIPOIIECIB, (OPMYBaTH HAYKOBO-TEXHIYHY
3BITHICTb.

K® 12. 3xatHicTh 3a1licHIOBaTH TPOQECIHY AiSITBHICTD
Ha OCHOBI1 BIPOB/KEHOT CUCTEMH YIPABIiHHS
iHpopMmariitHoTa/ab0 KibepOe3neKoro.

7 —IIpor

aMHi PE3YyJAbTATH HABYAHHS

IIporpamHi pe3yJabTaTu
HABYAHHS

ITPH 1.BinpHO CHiNIKYBAaTUCH IEP/KABHOIO Ta
iHO36MHOIO MOBAaMH, YCHO 1 TUCHBMOBO JIJIS
MpeACTaBICHHS 1 0OTOBOPEHHS PE3YJIbTaTIB JOCIIKECHb
Ta IHHOBAIIiH, 3a0e3neueHHs Oi3Hec\omepariiHux
NPOIIECiB Ta MUTaHb MPOGECiHOI TiSTHHOCTI B ramy3i
iHpopMariiftHoi 6e3meknTa/abo KibepOe3neKH.

IMPH 2.IaterpyBatu ¢QyHmaMeHTanbHI Ta CHeUiajibHi
SBHaHHS Ui PO3B’A3YBaHHS  CKIAOHHX  3ajad
iHpopMmariitHoi  Oe3meku Ta/abo  KiOepOe3meKu |
MIMPOKHUX 200 MYJIBTUIUCIMILTIHAPHUX KOHTEKCTaX.
ITPH3. [IpoBaauTy 1OCIiTHUIBKY Ta/a00 IHHOBAIIIHY
NisUTbHICTE B cdepi iHpopMarliitHoi 6e3neku Ta/ado
KiOepOe3neku, a TaKoX B chepi TEXHIYHOTO Ta
KpUITOTpadiqHOTO 3aXUCTy iHPOpMAIii y
KiOeprpocTopi.

I1PH 4. 3acTocoByBaTH, IHTETPYBaTH, PO3POOIIATH,
BIIPOBA/KYBATH Ta YAOCKOHAIIOBATH CyYacHi
iH(pOpMaIliitHi TeXHOIOT1i, (pi3WYHI Ta MAaTEeMaTUYHI
MeTOAM 1 Mozieni B cepi inpopMmariiitHoi Oesnexu Ta/abo
KiOepOe3neKu.

INMPH 5. KputnuHo ocMuciioBatd — 0podieMy
iHhopmariitHoi 6e3neku Ta/abo kibepOe3mneku, y ToMy
YUCII Ha MDKTally3eBOMY Ta MIKIUCIUIIIIIHAPHOMY]
PiBHI, 30KpeMa Ha OCHOB1 pPO3yMIHHS HOBUX pEe3yJbTaTiB

IHKeHEepHUX 1 (i3WKO- MaTeMaTHYHUX HAayK, a TaKOX




PO3BUTKY TEXHOJIOTi CTBOPEHHS Ta BHUKOPHCTaHHS
CIEIiaT130BaHOr0 IPOTrPaMHOro 3a0€3MeUEeHHS.

ITPH 6. AHanizyBaTy Ta OIIHIOBATH 3aXUIICHICTh
CHCTEM, KOMILIEKCIB Ta 3ac00iB KiOep3axucTy,
TEXHOJIOT1i CTBOPEHHSITA BUKOPHCTAHHS
CIEIiaTi30BaHOTO MPOTPAMHOTO 3a0e3MeYeHHS.

ITPH 7. O0rpyHTOBYBaTH BUKOPUCTAHHS,
BIPOBA)KyBATH TaaHaJli3yBaTH Kpalli CBITOBI
CTaHJAPTH, PAKTUKU 3 METOIO PO3B’sI3aHHS CKIIAIHUX
3asaq mpo¢eciitHol TisUTbHOCTI B rairy3i iHpopMariitHoi
Oe3mekn Ta/abo KibepOe3neku.

I1PH 8. [locnimxyBaTH, po3po0sTH 1 CyIPOBOKYBaTH
CHCTEMH Ta 3acobu iHpopMalliitHoi 6e3mexu Ta/abo
KiOepOe3nekn Ha 00’ ekTax iHpOpMaIliitHOI iSITFHOCTI Ta
KPUTUYHO1 1HQPACTPYKTYPH.

ITPH 9AHanizyBaT, po3po0JIATH 1 CYIIPOBOIKYBATH
CHCTEMY YIpaBIiHHS iHPOpMaIiifHOIO Oe3MeKor0 Ta/abo
KiOepOe3neKoro opranizaiii Ha 6a3i cTparerii 1 HOTITHKH
iHpopMariiftHOT Oe3meKH.

[MPH 10. 3abe3neuyBaTu 0e3nepepBHICTH
Oi3Hec/omepariiHuX TPOIECiB, a TaKOX BUSBISTH,
ypa3nuBOCTI 1HGOPMAIIHHUX CHUCTEM Ta PECypCiB,
QHaJI3yBaTH Ta OI[IHIOBATH PU3UKH JJIA 1H(OpMaIiifHO]]
Oe3meku Ta/abo KibepOe3nekn opraxizaimii.

ITPH 11. AnanizyBaTu, KOHTPOJIOBATH Ta
3abe3neuyBaT edeKTUBHE (PYHKITIOHYBAHHS CUCTEMU
YIIPaBIIHHS TOCTYHIOMIO iHPOPMAaLiHHUX PECYPCiB
BiJIMTOBITHO O BCTAHOBJICHUX CTPATETil 1 O TUKH
iHpopMariitHoi O0e3neku Ta/abokidepOe3nexu
opraHizarii.

IMTPH 12. JlocnimkyBaTu, po3po0isTH Ta
BIIPOBAKYBATH METOIH 1 3aX0/TU MTPOTUIIT
KiOepIHIIMICHTaM, 31HCHIOBATUIIPOIICAYPH YIIPABIIHHSA,
KOHTPOJTIO Ta PO3CIIIyBaHHSA, @ TAKOXK HaJaBaTH
peKoMeHaMii 00 MOTEePEeKEHHS Ta aHaJI3y
KIOCpIHIIUICHTIB B I[IJIOMY.

ITPH 13. JlocaimkyBaTH, po3po0JIsTH, BIPOBAKYBATH
Ta BAKOPUCTOBYBATH METOJH Ta 3aCO0U
KPUMITOTPaiqHOTO TATEXHIYHOTO 3aXUCTY iH(pOopMarii
Oi13Hec/onepalifHuX MPOIECIB, a TAKOXK aHATI3yBaTH 1
Ha/1aBaTH OLIHKY €(EKTHBHOCTI iX BUKOPUCTAHHS B
iHpOpMaIiITHUX cucTeMax,Ha 00’ €KTax iHPpOpMAaiiHOT
MISTTBHOCTI Ta KPUTUYHOI 1HPpaCTpyKTypH.

I1PH 14. AnanizyBaTH, po3po0JIsATH 1 CYITPOBOKYBATH
CHCTEMY ay/IUTy Ta MOHITOPUHTY €(EKTUBHOCTI
(byHKIIOHYBaHHS 1HQOPMAIIITHUX CUCTEM 1 TEXHOJIOT1H,
Oi3Hec\omepaniifHuX MporeciB y chepi iHpopmMariitHoi
Ta\abo KibepOe3neKn B LIJIOMY.




ITPH 153po3ymisio i HEIBO3HAYHO JOHOCHUTH BJIACH1
BHCHOBKH 3 Mpo0OJieM iHpopMaliiiiHoi 6e3neku ta/abo
KiOepOe3neKku, a TAKOK 3HAHHS Ta MOSICHEHHS, 1110 1X
OOIPYHTOBYIOTH JI0 TIEPCOHAITY, TAPTHEPIB Ta 1HIINX
oci0.

ITPH 16.1IpuiimaT oOTpyHTOBaHI PillICHHS 3
OpraHi3aliiHO-TeXHIYHUX MUTaHb iHPOPMAIiITHOT
Oe3meku Ta/abo KibepOe3neKku y CKIaHMX 1
Herepea0auyBaHUX YMOBaX, y TOMY YKCII 13
3aCTOCYBaHHSIM Cy4aCHUX METO/IIB Ta 3aCO0iB
onTUMi3allii, IPOTHO3yBaHHS Ta MPUHHATTS PIllICHb.
ITPH 17MaTu HaBUYKH aBTOHOMHOTO 1 CAMOCTIIHOTO
HaB4aHHA y chepi iHpopmamniiinoi Oeznekn Ta/abo
KiOepOe3neKy 1 JOTHIHUX Tady3el 3HaHb, aHAII3yBaTH
BJIACHI OCBITHI MOTpeOH Ta 00’ €KTHUBHO OILIHIOBATH
pe3yNbTaTh HaBYaHHS.

ITPH 18IlitanyBaTn HaB4aHH:, a TAKOXK
CYIIPOBO/IKYBAaTH TAKOHTPOIIOBATH POOOTY 3
MepCOHAIOM y HanpsMy iHGopmMaIlliiiHoi 6e3neku Ta/abo
KibepOe3neKu.

ITPH 19. O0upatu, aHanizyBaT i po3po0ATH MpHUIATHI
TUIIOB1 aHAJIITUYHI, pO3PaxXyHKOBI Ta €KCIIEPUMEHTAIBH]
METOAM KiOep3axucTy, pO3pOOJIATH, peali30ByBaTH T4
CYIIPOBO/KYBAaTH TMPOEKTH 3 3aXUCTy iH(popmarii |
KiOepIpocTopi, iHHOBALIWHOI IiSUTBHOCTI Ta 3aXHCTY)|
IHTEJIEKTYaabHOI BIACHOCTI.

ITPH 20. CtaBuTH Ta BUpIIIyBaTH CKIIaIHI IHKEHEPHO-
NPUKIIAIHI Ta HAYKOBI 3a7a4i iHpopMaIiifHoi 6e3nexn
Ta/ab0K10epOe3eKH 3 ypaxyBaHHIM BUMOT BITYU3HIHUX|
Ta CBITOBUX CTAHIAPTIB Ta KPAIIUX MPAKTHUK.

ITPH 21.BuxkopuctoByBaTh METOAN HATYPHOIO,
(b13UIHOTO 1KOMIT IOTEPHOTO MOJECITIOBAHHS JIJIS
ITOCJTIIPKEHHSI TIPOIIECIB, IKI CTOCYIOThCS 1H(OopMaIiitHO1
Oe3mexn Ta/abo kibepOe3neKy.

ITPH22. [InanyBaTi Ta BUKOHYBAaTH €KCIIEPUMEHTAIIbHI
1 TEOPETUYHI JOCIIKEHHS, BUCYBATH 1 IEPEBIPATH
rinote3u, ooupatu Jyis 1[bOTO MPUAATHI METOIH Ta
IHCTPYMEHTH, 31CHIOBATH CTATUCTUYHY OOpPOOKY
NAHWX, OI[IHIOBATH IOCTOBIPHICTh PE3yIbTATIB
OCIPKEHb, apTyMEHTYBAaTH BUCHOBKHU.

ITPH23. O6rpyaToByBaTH BUOip MPOTPAaMHOTO
3a0e3nedeH s, yCTaTKyBaHHs Ta IHCTPYMEHTIB,
IH)KEHEPHUX TEXHOJIOTIH 1 MPOIIECIB, a TAKOK 0OMEKEHB
1110/10 HUX B rany3i iHpopMarliitHoi 6e3meku Ta/abo
KiOepOe3neKkr Ha OCHOBI Cy4acHUX 3HAHb y CYyMIKHUX
ramy3six, HayKOBOT, TEXHIYHOI Ta IOBIAKOBOI JIiTepaTypu
Ta 1HII01 JOCTYITHOI 1H(pOopMaIIii.




8 — PecypcHe 3a0e3nevyeHHs peaJisauii nporpamu

Cnenndiuni
XapaKTePUCTUKHU KAJPOBOI0
3ade3meYeHH

Buknaganas haxoBuX IUCHUILUIIH 3a0e3meqye
npodecopchKO-BUKIIAMANBKUH CKiIan Kadenpu: 6
TOKTOPIB Ta 8§ KaHIANIATIB HAYK, SKi € IMTAaTHAMH
CIIBPOOITHUKAMH YHIBEPCHUTETY.

CneundivyHi XapaKTepUCTUKHA
MaTepiaJibHO-TEXHIYHOI 0
3a0e3ne4yeHHs

J1J11 HaBYaHHS BUKOPHUCTAIOTHCS 8 KOMIT IOTEPHUX KJIaciB
Ta HaBYaJIbHA JJAbopaTopis paKyIbTeTy KOMIT IOTEPHUX
HayK, HaBYaJIbHO-HAYKOBHM LIEHTP cepTHQIKALIT KIIOUiB
ELII1, BupoOHMUa Ta TIEpeAIUTIIIOMHA MPAaKTHKA
3niticHIoeThest Ha 6a31 KH ta 3-0x HaykoBO-
BUPOOHUYMX T1IPHUEMCTBAX.

CrnenndiuHi XapaKTepUCTHKHU
inpopmaniiHoro ra
HAB4a1bHO-METOAMYHOI 0
3a0e3neYeHHs

Bukopuctaetbcs HaBuasibHUHN (o 610mioTekn XHY,
[13 qucranmiitiux GopM HaBYAHHSA, MIPYIHUKH Ta
HaBYaJIbHI MOCIOHMKHU po3poOKH Kadeapu Ta MpOBITHUX
CBITOBHMX YHIBEPCHUTETIB.

9 — AkageMiuHa MOOIJILHICTD

HauionanibHa KpeauTHA
MOOLJILHICTH

CTyAeHTH MalOTh MOXJIMBICTh 31HCHIOBATH MEepeXia 10
iHmux BH3 Ta/abo crienianbHOoCTel (3T1HO 10
MOJIOKEHb 3aKOHY MPO OCBITY Ta BIAMOBITHUX PIlICHb
BH?3) 3 ypaxyBaHHSIM HAKOITUYEHOTO OOCSTY KPE/IUTIB
HaBYaHHS.

MiskHapoaHa KpeauTHA
MOOIIBHICTH

CTyIeHTH MatOTh MOXJIMBICTh 3/IIICHIOBATH HABYAHHSI B
BH3 inmmx kpaiH y BiMOBITHOCTI 3 JOMOBIEHOCTSIMH
YHIBEPCUTETIB B paMKax MIKHAPOIHUX MMPOTPaM
CIIBpOOITHUIITBA Ta aKaJAeMI4YHOT MOOITLHOCTI.

HaBuanHs iHO3eMHHX
3100yBa4iB BUIIIOI OCBITH

MOKITUBUM € HaBYaHHS 1HO3EMHUX CTY/ICHTIB 3a JAHOIO
MPOrpaMoI0 3 BUKOPUCTAHHSM JIEP>KaBHOI, aHTTHCHKOT

a0O01HIIINX MOB BUKJIaJaHHS.




2. Ilepesiik KOMIOHEHT  OCBITHLO-POdeciiHOI  /HAYKOBOI
NMPOrpamMM Ta iX JIOTIYHA MOCJIII0OBHICTH

2.1 ITepenik kommoneHT OII
KommnonenTu ocBITHROI TporpamMu dopma
Kon v/n  (HaB4ambHI JUCHMILTIHH, KyPCOBI IPOESKTH KifbKicTb 1ICYMKOBOTO
paKkTHKH, KBaJi(ikalliiiHapoOoTa) KpPEINTIB KOHTPOJTIO
1 2 3 4
O00B’s13x0Bi kKoOMnoHenTu OI1
OK 1.  ['moGanbpH1 mpo6iemMu Cy4acHOCTI 3 3aik
OK2. MaremMaTnyHiOCHOBH TPOEKTYBAaHHS Ta
onTuMizallii iHpopMaIiHO-KOMYHIKAIlIHHUX 11 Icnut (2)
cuctem (Kypc. p.)
OK 3. |Po3poOka Ta cCympoBin MmpoOIeMHO- 7 [couT (2)
opieHTOBaHMX nporpamuux cucreM (Kypc.p.)
OK 4. Metomomoris 1 opraHizailis HayKOBHX 3 3aiik
nociipkers (Kype. p.)
OK 5.  [Teopis HaAitHOCTI MPOrpPaMHUX 1 TEXHIYHUX 5 [cniut
CHUCTEM
OK 6.  |Crammaptu3zariis B chepi kibepoe3neku 4 [cniut
OK 7. HaykoBo-mociiiHa npakTuka 10 3aiik
OK 8. [TepenaumniomMHa NpaKkTUKa 10 3anik
OK9. |Bukonanns xkBamdikaiiiHoi poOOTHMaricTpa 10 3axuct
3araJnLHui 00CcAT 000B’AI3KOBHUX JUCIUILTIH 65

BubipkoBi komnonentu OIT*

Bubipkosuii 6ok 1

Bb 1.1. (OcHOBM maTeHTO3HABCTBA 3 3amik

Bb 1.2. YuHHUKM yCHIIIHOTO MpaleBIallITyBaHHS 32 3 3anik
haxom

Bb 1.3. |Kpunrorpadiuni MeToau B Kibepoesrmeri 6 Icniut (2)
(Kype. p.)

Bb 1.4. |be3neka 6e3[pOTOBUX MEPEK 7 Iciut

Bb 1.5. [Teopis posnoaineHuxinGopMaiitnux
ecypciB, 3axucT 0a3 naHux ta 3HaHb (Kypce.p.) 6 Icniut
Bubiprosuii 610k 2

Bb 2.1. |OxopoHa iHTeNEeKTyaIbHOI BIACHOCTI 3 3anik




iHpopmartiiixmapuux cepaicis (Kypc. p.)

Bb 2.2. |Cyu4acHi renaeHiii puaky IT 3anik
Bb 2.3. MoniTopuHr Ta ayaut O0e3neKu Ta sIKOCTI
iHpopMaIIiHUX CUCTEM Ta MPOrPaMHOTO Icniut
3a0e3neyeHHs
Bb2.4. |OcHOBM  TecTyBaHHA MPOrpPaMHOIO Icniut
3a0e3neyeHHs
Bb2.5. Mopeni, MmeTonu Ta mporpamMHoO-anapartHi
3aco0u KOMIUIEKCY 3aXHUCTY Iciut

3arajnbHuM 00cAT BUOIPKOBUX U CIUILIIH

25

BATAJIBHAM OBCAT OCBITHBOI

90

2.2 CtpykrypHo-noriyHa cxema OII

Pik HaBuaHHA

Cemectp

OK 1.
OK 2.
OK 3.
OK 4.

OK' 5.
OK 6.
OK 7.

OK 8.

OK 9.

Bb 1.1.
Bb 1.2.
Bb 1.3.
Bb 1.4.
Bb 1.5.

Bb 2.1.
Bb 2.2.
Bb 2.3.
Bb 2.4.
Bb 2.5.




3. ®opma arecranii 3100yBa4yiB BHIIOI OCBIiTH

Dopmu
aTecTramii
3100yBaviB
BHUIIOIOCBITH

ATecrarss 3OIHCHIOETHCS €K3aMEHAIIMHOK KOMICIEIO
BIIMOBITHO /0 BHUMOT IHOTO CTaHJAPTy TICIS BUKOHAHHS
CTYyJICHTOM HaBUYAJILHOTO IIJIaHY.

Ha arecranito BHHOCUTBCS CYKYIIHICTh 3HaHb, YyMiHb,
HAaBUYOK, IHIINX KOMIIETEHTHOCTEH, HAOyTHX OCO00I0
Mpoleci HaBYaHHS 3a JaHOIO MPOTrPaMoOr0

TepMmiH mOpoBeneHHs aTecTallli BU3HAYAETHCS HABYAIBHUM
MJIaHOM TarpagikoM OCBITHHOTO MPOILIECY.

ATtecTallisl 3M1HCHIOETHCS y (OpMI MyOIIYHOTO 3aXUCTY
KBaidikariitHOI MaricTepchkoi poOOTH.

Jlo arecrtarlii JOMYCKarOTHCS CTYJICHTH, SKi BUKOHAIW BCI
BUMOTHIIPOTPAMH.

Bumoru o
KBaJi(ikaniiiHoi
PoO0OTH/TIPOEKTY

Kpamidikariiiina po6oTa Mae po3B’si3yBaTH CKIIAJHY 3a7a4uy
iHdopMaIliiftHoi 6e3rexku Ta/abo0 kidepOe3reku 1 nepeadoadaTu
MPOBEJICHHS JOCHIPKeHb Ta/a00 3M1MCHEHHS 1HHOBAITIH.
Kpamnidikariiitna po6oTa He MOBUHHA MICTHUTH aKaJeMI4HOT'O
riariary, Gadpukarii, ganbcudikari.

Ksamidikariitna pobota mae Oyt po3mimieHa Ha opiiiHOMY
caiiTi (abo y penmo3uTopii) 3akiaay BUIOI OCBITH a00 HOTO
IM1IPO3 LY.

OnpuirogHeHHs KBaTipiKaiiHUX poOIT 3 00MEKESHUM
TTOCTYTIOM 3MIIMCHIOETHCS BIATIOBIAHO 0 BUMOT 3aKOHOJ/IaBCTBA.




4. MaTtpuus BiAlOBITHOCTI NPOrPAMHUX KOMIIETEHTHOCTE KOMIIOHEHTaAM
OCBITHBOI IPOrpaMu

;eS| eS| e |e e e e
S| | | | | | | o | | | | | | o | | | o | | |
OK 1. ['moGanpHi mpobiemu H K + |+
Cy4acCHOCTI
MaTemMaTudHi OCHOBU
OK 2. [opoektyBaHHS Ta onmTuUMizaIi | H + +| H+H +
iHpOopMaIifHO-KOMYHIKaIIHHUX
CHCTEM
OK 3. [Po3poOka Ta cympoBin ++ + H+ + H +| H
MPOOJIEMHO-OPIEHTOBAHUX
MPOTPAMHUX CHCTEM
OK 4. [Metomosoris 1 opranizaris + + + +| +H
HAYKOBHX JOCIIPKEHb
OK 5. [Teopist HamIHOCTI TPOTPaAaMHUX + H H
| TEXHIYHUX CHCTEM
OK 6. (Cranmaptusaiiisi B cdepi H+ + + H H H+ +
KiOepOe3nexu
OK 7. |HaykoBo-mociigHa mpaKTHKa H |+ |+]|+ + + +
OK 8. [[lepenmurniiomMHa mpakTuKa + + + +
OK 9. |BuxkoHaHHs kBamiikamiiHOi H+ |+ + +
000TH MaricTpa
Bb 1.1. |(OcHOBM maTeHTO3HABCTBA + +
Bb 1.2. [UuHHHKYK yCTIITHOTO + + +
npareBJalTyBaHHA 32 (paxom
Bb 1.3. [Kpunrorpadiuni meToau B H+ H |+ H + +
KibepOesmerri
Bb 1.4. |be3neka 06e31p0OTOBUX MEpex + H + H
Bb 1.5. (Teopis po3noiieHnx + + + +
iHpOpMaLitHIX pecypciB,
3axucTOa3 JaHUX Ta 3HAHb
Bb 2.1. |OxopoHa iHTeNneKTyanbHOi + +
BJIACHOCTI
Bb 2.2. (Cyvacni Trenaenii puaky [T + + + +
Bb 2.3. [MOHITOPHHT Ta ayuT O€3MeKH + + +
Ta AKOCTI 1HhOpMAIIITHIX
CUCTEM TaIMpOTrPaMHOTO
3a0e3neyeHHs
Bb 2.4. |(OcHOBU TeCTyBaHHS H+ + +
MPOTrpaMHOT03a0€3MCUCHHS
Moeni, METOIH Ta IPOTPaMHO-
Bb 2.5. lanmapatHi 3ac00M KOMIUIEKCY + + + + +
3axucTy iH(opMaIlii XMapHUX
CEepBICiB




5. Martpuus 3a0e3ne4eHHs NPOrpaMHux pe3yJbTariB Hap4aHHsa (IIPH)

BiIMOBITHUMH KOMIIOHEHTAMH OCBITHBOI POrpaMu

OK 2
OK 3
OK 4
OK 5
OK 6
OK 7
OK 8

Bb 1.1

Bb 1.2

Bb 1.3

Bb 1.4

Bb 2.1

Bb2.2

Bb2.3

Bb 2.5

ITPH 1

TloK 1

+|0K9

+ BB 1.5

+[BB2.4

ITPH 2

+

+

+

ITPH 3

IIPH 4

IIPH 5

IIPH 6

ITPH 7

IIPH 8

ITPH 9

ITPH 10

ITPH 11

IIPH 12

ITPH 13

IIPH 14

ITPH 15

ITIPH 16

ITPH 17

ITPH 18

ITPH 19

ITPH 20

+| o+ | +H|

+| o+ | +H|

+| o+ | +H|

ITPH 21

B o o B I B S

ITPH 22

ITPH 23




