








BCTYII
Po6oua mporpama HaB4ainbHOT AUCHUILTIHE «BeTyn 10 daxy» ckiazeHa BiImoBiiHO 10
OCBITHBO-TIPO(ECiHHOT MpOrpaMu  MIATOTOBKM  mepmoro  (0akajgaBpChKOTO) pIBHA  3a
crnenianbHicTiO 125 «KibepOesnekay.

1. Onuc HaBYAJBLHOI AUCHHUILTIHU

1.1. Mera HaBYQJIbHOT AUCUUILTIHY.

OCHOBHOIO METOI0 € HaJaHHs YSBIECHHS MPO OCHOBH 3a0e3MeueHHs iHpopMamiiHOT
Oe3rekn, 0coOMMBOCTI sikocTel (axiBIiB y Taimy3i 3axucTy iHdopMarii sK 0COOHMCTOCTI sKa
MOBMHHA MATH 3HAHHS Ta NMPAaKTUYHI HABHYKH II0JI0 HOPMATHBHO-TIPAaBOBHX OCHOB, METOJIIB Ta
3ac00i1B 3aXUCTy 1HQOpMaIi.

Hapuanpna nucnmmiiHa BigoOpakae B €001 OCHOBHI B1IOMOCTI HIOAO TEPBHUHHOTO
ySBJEHHSI CYTHOCTI 1H(QoOpMauiiiHoi Oe3neku aepxasu, mianpuemcTtBa ((ipmu), ocoOUCTOCTI.
Hapnaerbcst anani3 1 XxapakTepuCcTHKa KOMIT IOTEPHUX CUCTEM, SIK HAaHOUIbII ypa)keHHX 00’€KTiB
iH(popMaIliitHOT Oe3MeKn Cy4acHOTO CYCHUIBCTBA. TakoX HAJA€ThCA aHal3 Ta Kiacudikarlis
MOXJIMBUX 3arpo3 Oesmeni iHGopMmalii, a TaKoxX PO3IISAAIOTECS  MOKIIMBI - MOJEN1
MPOTUCTOSIHHS IIUM 3arpo3am, METOJIM Ta 3aco0u 3aXUCTy 1HdOpMaIrii.

1.2. OcHOBHI 3aBIaHHs JUCLUILTIHU:

dbopmMyBaHHS y CTYAEHTIB 3HaHb Mpo: iHGOpPMaIio, i1 KUIBKICTh 1 SIKICTb, OCHOBHI
BJIACTUBOCTI CTOCOBHO 3aXHUIIEHOCTI, MOJIEN 3aXUCTy iH(opmallii, OCHOBHI METOJM Ta 3acO0Hu
3axucty iH(popmanii. CTyIeHTH MaroTh OBOJIOMITH TIEPBUHHUMHU YMIHHSMH: TIPOBOJUTH
kiacudikaiiro Ta paHmKUpyBaHHS iHGOpPMAIlli 1O BIIMOBIIHUM MpHU3HAKAM, BU3HAYATH OCHOBHI
KUTBKICHI Ta SIKICH1 XapaKTepUCTUKH 1H(opMallii, MpoBOAUTH aHAII3 3arpo3 Oe3merri iHdopmartii,
BHOMpATH METOIM 3aXUCTY 1HHOPMAILii.

Busuenns xkypcy "Berym no daxy " 6a3yerbcs Ha 3HaHHSIX, OTPUMAHUX B IIKOJII Ta TIPH
BUBYCHHI Takux KypciB sk "lHpopmaruka", "Buma maremarmka", "dizmka", "JuckperHa
MaTreMaTuka' ToIloO.

1.3. KiabkicTh KpeauTiB — 5.

1.4. 3araneHa KuIbKicTh Toaud — 150.

1.5. XapakTepucTrKa HaBYaJIbHOT TUCIUTITIHN
Hopmarusna
Jlenna popma HaBUaHHS | 3aoyHa (qucTaHuiiiHa) popma HaBYaHHS
Pik nigroroBxu
1-it | -t
Cemectp
1-it | -t
Jlexmii
32 rog. | roJ.
[TpakTHuHi 3aHATTA
32 rog. | ToJ.
Camocriitna po6ora
86 ro. | ro/.




1.6. 3annanoBaHi pe3yIbTaTH HABYAHHS:
MATU KOMIIETEHI]JII:

3araabHo — npodgeciiiui:

- 06a30B1 YSBJICHHS PO OCHOBHU NMOOYA0BU iHPOPMALIHHUX CUCTEM, KOMIT IOTEPHUX CUCTEM Ta
MEpexX, CUCTEM 3aXUCTY iHPOpMaIii;

- 3/IaTHICTh HABYATHCS B BUIIIOMY HaBYAIBHOMY 3aKJIa/Il.

VY pe3ynbTari BUBYCHHS JAHOTO KYPCY CTYJIEHT MOBHHEH
3HATH:

1. OcHOBHIi NPUHIINIK YSBJICHHS Ta 0OPOOKH JaHUX B KOMIT IOTEPHUX CHCTEMaXx.
CrpykTypH Ta 3arajibHi IpUHIMIN 0OY10BU 1HPOPMALIITHIUX TEXHOIOTIH.
MatemaTuuHi MOJIEN1 3aXUCTY JTaHUX.

Kpurepii cTifikocTi IHPOpMALIITHUX CUCTEM.
VYsBIeHHS Npo MONITUKY 1HPOPMaLIHHOT OE3EKH.
OCHOBHI BIZJOMOCTI PO peai3aiiiro CUCTEM 3aXHUCTY BiJ] HABMUCHUX Ta HEHABMUCHUX
3arpos.
BMITU:

— 31IICHIOBATH ysBJIEHHS Ta apu(METHYHI 1 JIOTIUH1 OTNepallii B KOMII I0Tep1;

— BUOIp TUMOBUX CTPYKTYpP MIABUILEHHS HAIIMHOCTI OOpOOKH JaHUX;

— 3aCTOCOBYBaTH MaTe€MaTH4H1 METOJM 3aXUCTy JaHUX B1JI HABMUCHUX Ta HEHAaBMUCHUX
3arpos;

ook wh

— 3MIACHIOBATH aHaJI3 Ta MOOYJIOBHU €JIeMEHTAPHUX KPUTITOTpadIYHUX MPUMITHBIB;
— MPOBOJUTH MPAKTUYHUN PO3PAXYHOK MOKA3HHKIB SIKOCTI CHCTEM 1H(GOpPMAIIfHOT Oe3MeKH.

2. TemaTHYHWIi IJIAH HABYAJIbHOT AU CIMILTiHH

Po3aia 1. 3araapni npuHuunu 0e3nexku iHpopManiiiHUX TEXHOJIOTI.

Tema 1. [IpeameT Ta 3aBIaHHS TUCHUTLIIIHY 11 MICIIE Y CHCTEMI ITIATOTOBKH (haXiBIIiB.
Tema 2. KinbkicHa 1 siKicHa oOIliHKa 1H(OpMAaILii.

Tema 3. 3arposu iHdopmaliiiHiid 6e3merri.

Tema 4. 3araibHa XapaKTepUCTHKA MOJIECIII 3aXUCTY 1HGOpMaIrii.

Tema 5. OpranizaniiiHo-1paBoBe 3a0€3MeYCHHS 3aXUCTy iHpOopMaIrii.

Po3ain 2. 3acodu Ta MeToam 3axucry iHdpopmaumii.

Tema 6. 3axuct iHbopMallii B KOMIT'IOTEPHUX CUCTEMaX BiJl BUIIaJKOBUX 3arpo3.

Tema 7. Oxopona 00'ekTiB iH(pOpMALIHHUX CUCTEM Ta 3aCO0M 3axHUCTy iHdopmalii Bix
BUTOKY T10 TEXHIYHUM KaHaJIaM.

Tema 8. 3axuct iHopMaLiifHUX cUCTEM Bil HECAHKLIOHOBAHOTO BTPYYaHHS.

Tema 9. Kpuntorpagiuai MeToau 3axucty iHdopMariii.

Tema 10. AHTUBIpYCHMII 3aXHUCT B iIHPOpPMaLIHUX cHCTEMaX.

Tema 11. KommuiekcHuit 3axuct iHdpopmalii B iHGopMmalifHuX cucremax.



3. CTpykTypa HABYAJBHOI IMCUMILTIHA

No HasBa po3ziniB i Tem OO6csr roguH
/11
YCROIO | JI [ 1 | CP
PO31JI 1. 3aranbHi npuHImMnH Oe3neKH iHOpMAIIfHUX TEXHOJIOTIH
1 Tema 1. [Ipeamer Ta 3aBIaHHS JUCIHUILTIHA 10 2 2 8
ii MicIie y cucTeMi MiAroToBKY (haxiBIliB
Tema 2. iHpOpMaITiiTHi TEXHOJIOTIi.
2 |KUIBKICHI Ta SKICHI  XapaKTePUCTHKHU 16 4 4 8
1HbOopMmartii
3 |Tema 3. 3arpo3u iHdopmariiHii Oe3rmerri 16 4 4 8
Tema 4. 3aranpHa XapaKTepUCTUKA MOJIEN1
4 . JAPAIETED 8 16 4 | 4 8
3axucTy iHpopMaIii
Tema 5.  OpranizamiiftHo -  TpaBoBe
5 prafam’ TP 14 4 | 2 8
3a0e3rmeueHHs 3aXucTy iH(opmarrii
PO31JI 2. 3acoOu Ta MeToM 3aXHUCTy iHPOpMaIii
Tema 6. 3axucr iH}opmarii B
6 |KOMITTOTEPHHX CHCTEMaXxX BiJl BHUIAJKOBHX 14 4 4 6
3arpo3
Tema 7. 3axuct iHbopmarrii B
KOMI'IOTEPHUX CHUCTEMaX BiJi HaBMHCHHUX
7 N o 10 2 2 6
3arpo3. Kpunrorpadivsi i creranorpadiusi
METOJIU 3aXKCTy iH(popMarii
8 Tema 8. 3axuct iHGOPMAIMHUX CHCTEM 10 5 9 5
BiJl HECAHKI[IOHOBAHOTO BTPYYaHHs
Tema 9. Oxopona 00'ekTiB iHPOPMAITIITHUX
9 |cucrem Ta 3acobu 3axucty iH(popMalii Bif 12 2 4 6
BUTOKY 10 TEXHIYHUM KaHaJaM
Tema 10.  AHTHBIpYyCHUH  3aXUCT B
10 |, . Py 10 2 | 2 6
iHpOpMaIIHHIX cCHCTeMaXx
Tema 11. Kommekchuit 3aXUCT
11 . . .\ 10 2 2 6
iH(opMallii B iHpOpMaIifHIX cCHCTeMax
BCbOI'O 150 32 | 32 86
4. TeMu NPAKTUYHHUX 3aAHATH
Ne KinpkicTs
3/m HasBa remu rouH
1. | BxigHuit KOHTPOJIb. 2
2. | Indopmartiiini TeXHOJIOTI. 2
3. | EnemenTu teopii iiMoBipHOCTEH 1 Teopii iHGopmarii. 2
4. | OcHoBHi BU3HaueHHs Teopii iHdopmarii. CucTeMH YnCIEeHHS. 2




5. | Apudmerunka nporpamicra. 4
6. | AnreOpa JIOTIKH. 2
7. | 3axucT BiI BUNAIKOBUX 3arpo3. 8
8. | 3axuct Bix HaBMHCHHX 3arpo3. [lepectaHoBOYHI UG pH. 2
9. | 3axucT Bim HaBMHCHUX 3arpo3. [lincranoBoyHi mudpu. 2
10. | bararo andasirui mudpu. 2
11. | Metoau otpumanns [ICII. 2
12. | EnemenTn creranorpadii. 2
32
5. 3aBaaHH4 /151 caMOCTiliHOI po6oTa
No KinbkicTs
o/ Hasga Temu —
1 | ITinrotoBKa J10 JIEKITIi. 12
1.1 | BuBueHHS OCHOBHUX I0JIOKEHb Teopii iH(popmallii 1 BiporiqHocTen 4
1.2 | BuBueHHs OCHOB MallTMHHOT apUPMETHKA 4
1.3 | BuBueHHs OCHOBHUX Aili OyieBoi anreOpu 4
1.4 | BuBueHHs npUHLUIIIB 3a0e3nedeHHs iH(opMalliifHoi 6e3neKu 4
2 | ITlinroToBKa M0 MPaKTUYHHUX 3aHATH Ta Ja0OPATOPHUX POOIT. 30
2.1 | [ToBTOpEHHS MPAaBHII OOYHCIICHD Y IPSIMOMY, 3BOPOTHOMY Ta 4
JI0JTATKOBOMY KOJax
2.2 | BuBueHHs 6IHOMIaJTLHOTO 3aKOHY PO3IOALUTY ITIOMHIIOK 3
2.3 | IloBTOpEHHS MPUHIIMITIB 3aXUCTY BiJl TPUPOTHUX TTOMHIIOK 3
2.4 | BuBYeHHS NPHUHIMIIB TOOYI0BH TaOIUYHUX MHUDPIB 3
2.5 | BuBYeHHs METO/IiB KOMII FOTEPHOI Ta JIHTBICTHYHOI cTeraHorpadii 3
3 | UuTaHHs 701aTKOBOT JIITEpaTypH. 12
Pazom 86

6. InquBinyaJjbHi 3aBIaHHSA

[HauBigyanbHi 3aBHaHHS  BHKOPHCTOBYIOTHCS 3a IHAWMBiAYyadbHUMH BapiaHTaMH IIPH
BUPILICHHI TPAKTUYHUX 3aBJIaHI Ha KO)KHOMY 3 TIPAKTHYHUX 3aHSTh .

7. MeToay HABYaHHA

SIk ipaBUIIO JICKIiiHI Ta MPAKTUYHI 3aHSATTS MPOBOIATHCS ayuTOpHE. B ymoBax mii
KapaHTHHY 3aHSTTS TIPOBOJATHCS BIMIOBIIHO 110 Haka3y pekropa XapKiBCbKOTO HAI[IOHATEHOTO
yHiBepcuteTy imeHi B.H. Kapasina (ayauropue abo auctaiiino 3a gonomororo miardopm Google
Meet abo Zoom).

8. MeToau KOHTPO.II0

Jlisi  omepaTHBHOTO KOHTPOJIO CTENEHI 3aCBOEHHS Marepialy MpOTATOM CEeMECTpy
3aCTOCOBYIOTHCSI HACTYITHI 3aX0/IH:
— KOHTPOJIb MPUCYTHOCTI CTYJEHTIB (IIPOMYCK JIeKIii 6e3 MoBakHOT MpUYUHK — "MiHyC"
OJIvH Oan);
— KOHTpOJIb 1 OLIHKAa BUKOHAHHS IHAMBIIyaldbHOTO 3aBJaHHS IMPAKTUYHOTO 3aHATTS —
nepeBipka poOOT Ta ycHa ciiBOecina;



— KOHTPOJIb IOBHOTHU Ta AKOCTi 0(popMIIeHHs KOHCTEKTiB (10 10 GaiiB);

— KOHTpOJIb 3aCBO€HHA CTYAGHTAMH HAaBUYAIBHOTO MaTepiany
KOHTPOJIBHIN pOOOTI, 10 NependaueHa HaBYAIbHUM IIJIAHOM.

3IACHIOETHCA  HA

MakcuManbHa KUIBKICTh OalliB 3a pe3ylbTaTaMH KOHTPOJIO IOTOYHOI YCIINIHOCTI

ckianae 60 oaiis.

[TimcyMKOBHIT KOHTPOJIb 3AIHCHIOETHCS IIIJISIXOM MIPOBEACHHS ICITUTY.

Ex3aMeHamiiHuii KBUTOK BKJIIOYA€ JBa TEOPETHYHUX 1 OJHE TNPAKTUYHE IUTAHHS.

TeopernyHi mUTaHHS OLIHIOIOTHCA B 15 OaniB koxkHe, mpakTudae - B 10.

MaxkcuManbHa KUTBKICTh OaTiB 3a pe3ynbTaTaMH icTIUTy ckiaaae 40 Oaiis.
MakcuManbHa KUTBKICTh OalliB 32 pe3yibTaTaMl BHBUEHHS AUCHUILTIHI ckiaxae 100

OaiB.
9. Cxema HapaxyBaHH# 0aJiiB
ITincymkoBH
i
[ToTouHe TecTyBaHHS Ta caMOCTiiiHa poboTa cemectpoBuii | Cyma
KOHTPOJIb
(ex3aMeH)
Monyns | Monyns 2 KOHTPOJIbHA
T1 | T2 | T3 | T4 | TS | T6 | T7 | T8 | T9 |T10|TI11 pobora 40 100
5 |5 |5 |5 |5 5 |5 |5 |5 |5 |5 5

Kpurepii oninioBanus

Kpurepii o11iHIoBaHHS 3HaHb CTYJCHTIB 32 BUKOHAHHS MTPAKTUYHOTO 3aBIaHHS

Busnauenus

KinekicTs OaniB

3aBgaHHS MO TPAKTUYHOI pOOOTI BUKOHAHE CAMOCTIHHO B TIOBHOMY
00cs131. 3BIT 0OPMIICHHI aKypaTHO BIIMOBIAHO O BUMOT METOIUYHHUX
BKaziBok. Ilpm 3axmcti poOOTHM TOKa3aHO PO3YMIHHS CYTI 1 3MICTy
MIPOBEACHUX JOCIIPKEHb

5

3aBiaHHs 1O MPAKTUYHOI pOOOTI BHUKOHAHE CAMOCTIHHO B TIOBHOMY
00cs31. 3BIT 0OpMIICHHH TOCTaTHHO aKypaTHO BIAMOBIAHO 10 BHUMOT
METOJIUYHUX BKa3iBOK. [Ipu mepeBipiii Ta 3axucti poOoTH OyiIu BUSBIICHI
HE3HAYHI MOMMJIKH Y 3HaHH1 TEOPETUYHOTO MaTepiary

3aBnaHHs TO MPaKTUYHOI PoOOTI BUKOHaHE B IMOBHOMY 0O0cCs3i. 3BIT
opopMIIeHHH JOCTaTHBO aKypaTHO, B OGOpMIJIEHHI PoOOTH € He3HauHi
negomiku. [Ipu 3axucti poOoTH Oynu BUSBICHI HE3HAYHI TOMUJIKU Y
3HAHHI TEOPETUYHOTO MaTepiany

3aBlaHHs MO MPAaKTUYHOI poOOTI BHMKOHaHe. 3BIT odopMieHU 3
noMuiKamu 1 Hepomikamu. [Ipu 3axucti 3BiTY OyiaM BUSBIEHI CYTTEBi
TIOMUJIKY Y 3HaHHI TEOPETUYHOTO MaTepiaiy

3aBaHHs MO MPaKTHYHOI poOOTI BUKOHAHE HE MOBHOMY 0OCs3i. 3BIT
odopmIIeHHH 3 CYTTEBUMH NMOMMIKaMH 1 Hejomikamu. [lpu 3axucti 3Bity
Oynu BUSIBJICHI CYTT€B1 HOMMJIKH Y 3HAHHI TEOPETUYHOTO MaTepiany

Kpurepii ouiHiOBaHHS 3HAHDb CTY/ICHTIB 32 BUKOHAHHS KOHTPOJIbHI po6oTH




Busnauenusa

Kinbkicts OaniB

JlaHi MOBHI BiANOBiNI HAa KOXXHE NMPAKTHYHE MUTAHHS IMMOKA3aHO TBEPIIE
3HAaHHS HABYAJIBHOTO MaTepially, pO3yMIiHHS CyTi MOCTaBJIEHUX MHTaHb,
3po0IIeHi MOBHI 1 MPaBUJIbHI BACHOBKU

5

VY BIANOBAAX Ha IOCTAaBJICHI NMPAKTHYHI MHUTAHHSA MOKAa3aHO 3HAHHS
HAaBYAJBHOTO MaTepiady, PpO3YMIHHS CyTi TOCTaBJICHHUX IUTaHb 3a
HAsBHOCTI HE3HAUYHUX MOMMIOK 3po0JIeHI TOCTaTHHO MOBHI 1 MPaBUIIbHI
BHCHOBKH

VY BIiONOBIASAX HA TOCTaBIICHI MPAKTHYHI MUTAHHS TOKAa3aHO JIOCTATHHO
3HAHHS HABYAJILHOTO Marepialy NpH HAIBHOCTI CYTTEBUX TOMHUIIOK,
3p00JIeH1 BUCHOBKH

VY BIANOBIIAX MOKa3aHO pO3YMIHHA CYyTI IOCTaBJICHMX IMHUTaHb 3a
HasiBHOCTI MPUHLMIIOBUX MOMMJIOK HPH PIIIEHHI MPAKTUYHUX 3aBJIaHb,
B1JICYTHI BUCHOBKH

VY BIANOBIASX NOKa3aHO cjabKi 3HAHHA HaBYAJBHOTO Marepiany MpH
HasBHOCTI MPUHLMUIIOBUX MOMMJIOK MpPH PINIEHHI MPAKTUYHUX 3aBJIaHb,
B1JICYTHI BUCHOBKH

KpuTepii ouiHioBaHHA ek3aMeHaliliHUX POOIT cTyIeHT

iB

Busuauenusa

KinekicTs Oaiis

[Ipu BigmoBimi Ha eK3aMEHAIIMHMK KBUTOK TEOPETHYHI MHUTaHHS
OCBITJICHI MOBHICTIO, 3aBJAaHHS BUPIIICHE MPAaBWIBHO, 3p00JIeH1 BHUCHOBKHU

40

[Ipn BiamoBimi Ha eK3aMEHAIIMHWN KBUTOK TEOPETUYHI THUTAHHSI
JIOCTaTHBO OCBITJICHI, 3aBJaHHs BUPIINICHE MPABHUIHHO 3 HE3HAYHUMH
TTOMUJIKaMH, 3pO0JICHI BUCHOBKH

35-39

[Ipu BigmoBimi Ha eK3aMEHAIIMHMK KBUTOK TEOPETHYHI MHUTaHHS
OCBITJICHI 3 MTOMMJIKAMHM, 3aBJIaHHS BHpIIICHE MPABUILHO 3 HE3HAYHUMU
MMOMUJIKaMH. 3po0JIeHI HETTOBHI BUCHOBKH

25-34

[Ipu BigmoBimi Ha eK3aMEHAIIMHMK KBUTOK TEOPETHYHI MHUTaHHS
OCBITJICHI 3 CYTTEBHMH IOMMJIKAMH, 3aBJAHHS BHPIIICHE 3 MOMUIKAMHU.
3po0IieH] HeTTOBHI BUCHOBKH

15-24

[Ipn BigmoBimi Ha eK3aMEHAIIMHMK KBUTOK TEOPETHYHI MHUTaHHS
OCBITJICHI 3 CYTTEBUMH ITOMIJIKAMHU, 3aBJIaHHS BHpILIEHE YaCTKOBO ab0 He

1-14

MOBHICTIO. BUCHOBKYM HEMOBHI 200 BIACYTHI

MIxana oniHIOBAHHSA

Owika

Cyma GauiB 3a BCi BUAM HaBUAIBbHOT

(icriut)

JUSIIBHOCTI IIPOTATOM CEMECTPyY JUIs1 YOTUPUPIBHEBOI IIIKAJIU OL[IHIOBAHHS

90 — 100 BIIMIHHO

70-89 no0pe

50-69 3a10BUILHO

1-49 HE3aJ10BUILHO

10. PexomeHngoBaHa JiTeparypa
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