





BCTYII

[Iporpama  HaBYaybHOI  AUCHUIUIIHKM  «3axuCcT  iHpopMamii B  iH(OpMaIiiHO-
KOMYHIKaI[ifHUX CHUCTeMax» CKJIJeHa BIIMOBIIHO 0 OCBITHbI HMPOrpaMu MiATOTOBKU (haxiBIA
nepiroro (6akagsaBpChKOT0) piBHS BUIIO1 OCBITH 3a crieriaibHicTIo 125 — «Ki6epbe3nekay.

1. Onuc HaBYAJIBHOI JMCHUILTIHHA

1.1. MeTa BUKIIaJaHHg HaBYaJIbHOI JUCIIAILTIHA

Metoro  BUKJIAaJaHHS HaBYalIbHOI JUCHMIUIIHM € 3aKIaJeHHd Yy CTYACHTIB
TEPMIHOJIOTIYHOTO (YHJAMEHTY CYYaCHUX IPHUHLUIIB OpraHizamii 3axucty iHpopmamii B
iHopmMmariitHo-koMyHikariitHux cuctemax (IKCM), 3aGe3nedenns 6e3meku mporeciB 00pooOKH,
30epiraHHs Ta MOIIUPEHHS iHpopMalii B eNEeKTPUYHMX, PAAio 1 ONTUYHHUX iHPOpPMALIHHUX 1
KOMYHIKAI[ITHUX Mepekax 3 ypaxyBaHHSM Cy4aCHOTO CTaHy Ta IPOTHO3Y PO3BUTKY METOJIB,
cHCTeM 1 3ac00iB 3/1IHCHEHHS 3arpo3 3 00Ky NOTEHI[IHHUX MOPYIIHUKIB.

1.2. OcHOBHI 3aBIaHHS BUBYEHHS JUCIIAILIIHU

OCHOBHMMHM 3aBJIaHHSIMU BUBYCHHS JTUCIUILTIHA € (DOPMYBaHHS y CTYJCHTIB TEBHHUX
3HaHb Ta BMIHb 3 Teopii Ta MPaKTHUKU opraHizauii 3axucty iH(opmauii B iHpopmaliiiHo-
KOMYHIKAI[IHHUX CUCTEMaX.

3azanvni komnemenumnocmi (K3):
— 3HaHHS Ta PO3yMIHHS MpeAMETHOI 001acTi Ta po3yminus mpodecii (K32);
— BMIHHS BHSBJISTH, CTaBUTH Ta BUPINIYBAaTH MPOOIeMH 3a MPpodeCiHHUM CIPSIMYBaHHIM
(K34).

Daxoei komnemenmuocmi (KD):

— 3JaTHICTh J0 BUKOPWUCTAaHHS 1H(OPMAIIMHO-KOMYHIKAIIIHHUX TEXHOJIOT1H, Cy4YacHHX
METO/IB 1 MoJienelt iHpopMaliliHoi Oe3neku Ta/abo kibepoesneku (KD2);

— 3JaTHICTh JI0 BUKOPUCTAHHS MPOTPAMHHUX Ta MPOTPaMHO-aMapaTHUX KOMIUIEKCIB 3ac001B
3axucty iHpopMalii B 1H(OpMalLiIHO-TeNTEeKOMYHIKAIIIHHIUX (aBTOMAaTU30BaHUX) CHUCTEMax
(KD3);

— 3JaTHICTh 3a0e3leuyBaTH HEMEPEePBHICTh OI3HECY 3T1IHO BCTAHOBJICHOI TOJITHKH
inpopmariitnoi Ta/abo kidepoesmeku (KD4);

— 3JaTHicTh 3a0e3nedyBaTH 3axucT iHpopmarlii, mo o0pobnseTbes B iH(pOpMaliiHo-
TEJICKOMYHIKalIHUX (aBTOMAaTU30BaHUX) CHCTEMaX 3 METOIO peaii3allii BCTAaHOBJICHOT MO TUKH
inpopmariitnoi Ta/abo xidepoesmeku (KD5);

— 3JaTHICTh BIJHOBJIIOBAaTH IITaTHE (YHKUIOHYBAaHHS iH(pOpMaUidHUX, iHPOpMaLiiHO-
TEJICKOMYHIKAllIHUX (aBTOMAaTU30BaHMWX) CHUCTEM TICHs peaiizamii 3arpo3, 3A1iCHEHHS
KibepaTak, 3001B Ta BiJMOB Pi3HHX KJIaciB Ta moxopkeHHs (KD6);

— 3JaTHICTh BUKOHYBaTH MOHITOPUHI TpoleciB (YHKIIOHYBaHHS i1HpOpPMaLiHHUX,
iH(OpMaIIifHO-TETIEKOMYHIKAI[IfHNX ~ (aBTOMAaTU30BaHUX) CHCTEM 3TITHO  BCTAHOBJICHOI
noJTITHKH iH(OpMaIliitHoi Ta/abo kibepoesneku (KD11).

1.3. Kinbkicts kpeauTiB — 13
1.4. 3aranpHa KinbKicThs ToguH — 390

1.5. XapakTepucTrKa HaBYaJIbHOT AUCITUTLUTIHI

HopmatusHa / 3a Bu60pOmM

Jlenna gopma HaBuaHHS | 3aoyHa (qucraHmiitHa) hopMa HaBYAHHS

Pix miaroroBxu

3-

=




Cemectp
6-it |
Jlexmii
48 ron. |
[TpakTruHi, ceMiHAPCHKI 3aHSITTS
16 ron.
JlaGopaTopHi 3aHATTS
32 rom.
CamocriitHa poboTa

54 ron. |

[HMBiNyaNbHI 3aBIaHHS

VY T.4. iHIuBiAYyaIpHI 3aBAaHHS (KypcoBa podoTa) 20ro.

Pix miaroroBxu

4-ii |
Cemectp
7-if |
Jlexmii
48 ron. |
[TpakTruHi, cCeMiHAPCHKI 3aHITTS
24 ron.
JlaGopaTopHi 3aHATTS
24 ron.
CamocriitHa poboTa
54 ron. |
[HMBiNyaNbHI 3aBIaHHS
Pix miaroroBxu
A-ii |
Cemectp
8-it |
Jlexmii
24 ron. |
[TpakTHU4Hi, CEeMIHAPCHKi 3aHATTS
12 rox. |
JlaGopaTopHi 3aHATTS
12 rox.
CamocriitHa poboTa
42 ron. |

InuBiTyanbHi 3aBIaHHS

VY T.4. inAMBIAYyaNbHI 3aBAaHHA (KypcoBa pobota) 20ro.

1.6. 3arutanoBaHi pe3y/IbTaTH HABYAHHS

3HATHU:
—MOJIeNi JaHuX, apxiTeKTypy nmooynosu CYB/I;
—OCHOBHI MOJIOKEHHS, MIXOJM Ta €TAalH MPOEKTYBaHHA 0a3 JTaHMX;
—OCHOBH MPOEKTYBaHH pelisaiiHuX b/l 3 BUKOpUCTaHHSAM MOJEN «CYTHICTh-3B'SI30K»;
—ocHOBHU MoBH SQL;
—OCHOBHM MapajieabHo1 00poOKkH TpaH3akiiii B BJI, ki po3paxoBaHi Ha 6arato KOpUCTYBaviB,;
—ocHoBu Oe3nexu b/ Ta meroau aaminicTpyBaHHs 6e3nexu b/1;
—MexaHI3MH 3axXucTy iHpopMallii, ski peanizoBani 3acobamu CYB/I;
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—Oprasizamito 3IIHCHeHHs 3axUCTy iH¢opmalii B onepauniiHUX CHCTEMax, Mepekax Ta
CHUCTeMax yIpasJiiHHs 0a3aMu JaHUX BIAMOBIHO 0 CTaHAPTIB 3 OIIHKHU 3aXUIICHUX CUCTEM;
—OCHOBH 33aXHCTy aBTOPCHKOTO MPaBa 1 IHTEIEKTYaIbHOI BIACHOCTI;
—OCHOBH aBTOPCHKOT'O IIPABO HA KOMI'IOTEPHI MPOrpaMu;
—OCHOBHI M€XaHi3MH iH(opMaIliiiHoi 6e3MeKkH B MporpaMHOMY 3a0e3Me4eHH], JJOKAIbHUX Ta
rIo0aTbHUX MEpeXkax, CHCTeMax Iepeaadi JaHuX Ta 3B s3KY.
BMITU:
— opranizoByBatn 3actrocyBaHHs [IK y Oynp-axiii iHGOpMaIiitHO-KOMYHIKAI[iHHINA
CHCTEMI;
— BUSBJISITH HECIIPABHICTh B €JIEMEHTAx Ta MPUCTPOsX 1H(HOpPMAIiHHO-KOMYHIKAIIMHIX
CHCTEM IIiJ1 4ac eKCIuTyaTallii, BAOUpaTH ONTUMaJIbHI PEKUMH €KCILTyaTallii;
— peanizoByBaTu cucteMu 3axucty iH(opmarnii B IKCM BiAmoBigHO 10 CTaHAApTIB 3
OI[IHKHU 3aXMIIICHOCTI CHCTEM;
— mpoektyBat 0a3u nanux ta IKCM, mo maroTh HEOOXigHI XapaKTEPUCTHKU Oe3MeKu
JAaHUX BIAMOBIHO 0 BUMOT MIXXHAPOJHHX 1 BITYU3HSHHUX CTaHIApTIB iH(OpMaIliiiHOT Oe3meKH,
3 ypaxyBaHHIM MoJuBocTel pizaux OC;
— BHABIATH [ii BIpyCiB Ta 1HIIOTO HIKIIJIUBOTO MPOTPAMHOT0 3a0€3MeYeHHSI.

2. TeMaTHYHHII IJIAH HABYAJIBHOI JUCIUILIIHA

Po3zoin 1. Bcmyn 0o 6a3 oanux.

ITepeBaru 1 Henoniku CYB/I. OcHOBHI cdepu 3aCTOCYyBaHHS CHCTEM 3 0a3aMu JIaHUX.
TpupiBuesa apxitekrypa ANSI-SPARC. Mogaeni ganux. @ynkiii, mo peanizoByroThes B CYB/I.
Komnonentu CYB/I. Texnomnorist «kiieHT/cepBep».

Po3zoin 2. Pensayitini CYB/I.

Pensuiiina monens. Ilinxoau g0 npoektyBanHs 0a3zu naHuxX. [IpoekTyBaHHS pensuiiHUX
0a3 MaHWX 3 BUKOPHUCTaHHSIM MOJeNl "CyTHICTB-3B'sI30K”. MeTOH0JI0TisI KOHIENTYaIbHOTO 1
JIOTIYHOTO TIPOEKTyBaHHA 0a3 maHux. DisMuHe MpoeKkTyBaHHS 0a3u naHux. Hopmamizamis sk
METOJ MPOEeKTyBaHHsA 0a3 maHux. [IpusHadenHs i crpykrypa moBu SQL. OcHOBHI omepaTopu
MOBHM BU3Ha4YeHHs AaHuX. OCHOBHI onepaTOpy MOBH MaHIMY/IIOBaHHS JaHUMHU.

Po3z0in 3. Ocnosu NoSQL 6a3 oanux.
OcnoBri kmacu NoSQL, NewSQL 6a3 mganux, ix XapakTepuUCTHKa, OCOOIUBOCTI,
MO>KJIUBOCTI, TIEPEBArk Ta HEIOIIKH.

Po30in 4. Ocnosu nobyoosu ma ocobnusocmi excniayamayii cydachux CYBJ[, saxi
PO3paxosani Ha 6a2amo KOpucmyeayis.

VYnupasninusa Tpanzakiisimu B bB/I, siki po3paxoBani Ha 6arato kopuctyBadiB. [lapanensHa
00poOka Tpan3akiiii. BigHosnenns 6a3u qanux. OcaoBu CYBJ] Oracle.

Po3zoin 5. Ocnosu 3axucmy ¢ CVB]/].

OcnoBu Oe3neku bBJI. OcHoBu cucremu 3axucty Microsoft Access. 3abe3nedyeHHs
oesnekn mganux 3acobamu CYBJI Microsoft Access ocrammix Bepciii. OCHOBHI MeXaHi3MH
3aXHCTy JaHuX, siKki BukopuctoByloThesi B CYBJ] Oracle. Meroau aBrenTHdikamii, sKi
BukopuctoByioThcst B CYBJ] Oracle. Meroau aBropusanii B CYBJ] Oracle. AnminictpyBaHHS
oesnexu CYB/] Oracle. OcuoBu mmmdpysanns 8 CYB/] Oracle.

Po3zoin 6. 3axucm npoepam ma oanux.

3arpo3u Oesmerli mporpaMHOMY 3a0e3mneueHHIo iHGopMaliiHuX cucteM. Metoau i
3aco0M 3aXWMCTy BiJl MIKIJIMBOTO TMpOrpaMHOro 3abesmeueHHs. OpraHizailisi CHCTEMH
AQHTHUBIPYCHOTO 3aXMCTy. 3aXUCT aBTOPCHKOI'O MpaBa 1 IHTENEKTYaJbHOI BIACHOCTI B CBITI 1 B
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VYkpaini. ABTOpPCbKE MpaBO Ha KOMIT'IOTEpHI mporpamu. Komm'torepHe mipaTcTBO i OCHOBHI
MeToan OopoThOM 3 HHM. KOHTPOJIH JKUTTEBOTO MHMKJIY MPOTPAMHOTO 3a0e3MEeUeHHS.
Ocob6nmBocTi MoOynoBH 1 (PyHKI[IOHYBaHHS NMPOTPaMHUX MPOJYKTIB 3 TOYKU 30py OE3MEeYHOro
mporpamMyBaHHs. Y pa3duBICTh NEPENOBHIOBaHHS Oydepa, psaaka Qopmary, IiJI€UUCETHHOTO
NEPENOBHIOBAHHS.

Po3zoin 7. 3axucm 6 onepayivinux cucmemax.

Tema 1. Mooeni be3nexu 0CHOBHUX ONEPAYIUHUX CUCTIEM.

Posrnsimatoreest ocHOBHI Mozeni Oesneku omnepariiiinux cucreM (OC), iX Bpa3iauBOCTI;
OCHOBHI MOHATTS 3axuiieHocTi OC Ta MexaHi3Mu 3a0e3MeYeHHS] KOHTPOIIO JOCTYITY J0 HUX.

Tema 2. Ananiz 3axuwjeHoCmi Cy4acHux onepayitiHux CUCmem.

PosrisinaroTbess OCHOBHI TepMiHU Ta MOHSATTS B 00nacti 3axuiieHnx OC; aHaMi3yIOThCS
¢bynkmii 6esnexn OC Ha mMpUKIaAl OAHIET 3 HUX Ta 3aCO0M MIABUIIICHHS 3aXUIIEHOCTI Cy4acHHUX
OC.

Tema 3.IIpunyunu nob6y008u 3axucHux mexanizmie onepayitinoi cucmemu Linux.

PosrnsaaroTeest 001iKOBI 3alIMCH KOPHCTYBayiB, MpoIlelypa peecTpailii, mpaBa JAOCTYILY
no (daiuriB, po3MexXyBaHHS JOCTyNy, BHKOpucTaHHsS wMexaHismMy SUDO, mnoBokeHHS 3
00’extamu (haliIoBOi CHUCTEMHU, MOHTYBaHHS (DaiiioBOi cHCTEMH, KOMIIOBaHHS Ta 3alUC JaHUX,
daiinoBi mocwianHs, Oesneka QaitioBux cucteMm ext*fs, Oesmedne ympaBiiHHS TPOIECAMH,
CHOCOOM aBTOMATHYHOTO 3allyCKy 1 3yNMHKHM Iporpam, 3aco0M B3aeMOAil MK IMpoliecamH,
MPUXOBYBAHHS MPOIIECIB, KOHCOJIbHI aTaKH, ayIUT MOJii 1 Horo Oe3meKa,MepekeBl MOKIUBOCTI
ormeparniiHux cucrem Linux.

Po30in 8. 3axucm inpopmayii 6 mepesicax ma KoMnoHeHMax mepedxic.

Tema 1. 3acobu 3ab6e3neyents Oe3nexu 8 0OYUCTIOBATLHUX MePENHCAX.

Posrnsimatorbest  3aranbHl  MPUHOANKA ~— TOOYAOBH  OOYMCITIOBAIBHMX  MEpEeX, iX
kiaacugikamiss, MOAEIl Ta OCHOBHI HPOTOKOJIM B3a€MOJIii, MOHATTS MEPEXeBOi omepariiHoi
CHUCTEMH, IPUHITUIIN 3a0€3TMEUCHHS CTPYKTYPHOI Ta (PYHKITIOHAIBHOI O€3TMeKN MEpEK, IepeBary 1
HEJI0JIIKM OCHOBHHMX METOJIiB KOMYTallii, MapIIpyTHU3alii Ta J0CTyIy.

Tema 2. 3acobu 3axucmy JOKANbHUX MePedHC.

PosrnsinaroTbess mpUHIUNK TOOYIOBH JIOKAIBHUX MEPEeX, iX OCHOBHI KOMIIOHEHTH IS
CErMEHTHOI OpraHizaiii Mepex, METOAM IOCTYNy Ta CTEKH KOMYHIKAI[IWHUX MPOTOKOJIIB,
0c00IMBOCTI TOOYAOBU OE3IPOTOBUX MEpEX Ta IX CTAaHAAPTH, OCHOBHI BPa3JIMBOCTI Ta 3aXOH
1o 3a0e3MmeueHH0 0e3neKn B 0€3[pOTOBUX MEpexkKax.

Tema 3.Memoou 3abe3neuenns b6e3nexu mepexc npu ix nPUEOHaAHHi 00 meperci
Iumepnem.

Posrmsinatotbes TpaaMiliiiHi METOAM 3aXHCTYy MEpEeX BiJ] THIIOBHX aTaK, aHAN3yHOThCS
TUIIOB1 3arpo3u B Mepekax 1 METOU iX HeUTpasizallii, po3riisiIaloThCs METOIU MIKMEPEKEBOTO
EKpaHyBaHHS Ha PI3HUX PIBHAX B3a€MOJII MEpEeX Ta IepeBard 1 HEAONIKH PI3HUX CXeM
OpaHaMayepiB, a TAaKOX METOJIU IiIBUIICHHS e(EKTUBHOCTI 3aXHCTy 3 BUKOPUCTaHHsM stealth-
peXHMY, MDDKMEpEKeBUX eKpaHiB HOBOro mokominHa NGFW, GacTioHHUX BYy31iB Ta METOJIB
IHTerparii MDKMEpEKEBUX €KpaHiB B PO3IMOAUICHI MepekeBi IHPPACTPYKTYPH.

Tema 4. Ocnosu mexnonozii gipmyanbHux npusamuux mepedxc VPN.

Posrasnarorbest mpuHIMnu oprasizaiii ta kinacudikamiss VPN, ocHoBu iX moOymoBu Ta
BUKOPHUCTAaHHS, OCHOBHI IMPOTOKOJIH, 10 3aCTOCOBYIOThCS Ipu moOynoBi VPN, 1 0co01MBOCTI iX
peaizailii Ha KaHaJTbHOMY, MEPEKEBOMY, TPAHCIIOPTHOMY Ta MPUKIATHOMY PIBHSX.

Po30in 9. Memoou ma mexuonoeii 3axucmy ingpopmayii 6 iHghopmayiiHo-KOMYHIKAYIUHUX
cucmemax.

Tema 1. Mepeorcesi amaxu.

PosrasimaroTbest cydacHui cTaH Ta TEHACHINT PO3BUTKY MEPEKEBUX aTak, TUIIOBI ClIeHapii
ix opranizaii Ta eTanu peasnizalii, OHTOJOTISI MEPEKEBHUX aTaK Ta MOXKIIUBUX iX HACIIIKIB.

Tema 2. Ocrosu no6yoosu cucmem UABLEHHS AMAK [ 6MOPSHEHb.
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Po3rnsaaroTbess Mozeni CHCTEM BUSIBICHHS aTak 1 BTOPTHEHb Ta KJACH(IKaIlis Takux
CHCTEM, OCOOJIMBOCTI peami3ailii CUTHATYpHOTO aHaJi3y Ta CHUCTEM BHSBJICHHS aHOMAIIMH,
QIbTEPHATUBHI METO/AM BUSBJICHHS aTak 1 BTOPTHEHb 3 BUKOPUCTAHHSAM TEXHOJIOTIH IITYYHOTO
IHTETIEKTY, CHCTEeMH aHaIi3y 3axuIileHocTi, oomanHi cuctemu (paddingcells) 1 xocTu-npumanku
(honeypot), peamizamis KOMEpLUIHHHX CHCTEM BUSBICHHS BTOPTHEHb HAa TPHUKIAAI PIllICHb
KoMITaHii Symantec.

Posoin 10. Ynpasninna mepescesoio beznexoio.

Tema 1. 3abesneuenns saxucmy iHghopmayii npu UKOPUCAHHI XMAPHUX MEXHOI02TH.

Po3rnsaaroTbess 0cOOIMBOCTI 3aCTOCYBaHHS METO/IB 3a0e3MedeHHs 3aXucTy iH(opmarii

Tema 2. Ynpasninus cucmemoro mepedxcesoi 6e3nexu.

PosrasimaroTbest OCHOBHI 3aBAaHHS MOOYAOBH 1 YIpaBiIiHHS KOMIUIEKCHOIO CHCTEMOIO
MepexxeBoi Oe3meku, iHTerpamii 3aco0iB  MepexeBoro abo CHCTEMHOrO YIpPaBIiHHA 3
MeXaHI3MaMU yIpaBJIiHHS 3ac00aMH 3aXHCTY.

3. CTpyKTYypa HABYAJBHOI IMCUMILTIHI

HazBu po3zinis Kinekicts roguu
neHHa hopma 3ao4yHa hopma

yCbOI'0 y TOMY YHCII yCbOI'0 y TOMY YHUCIIi
A | m | mab. | iHA. | C. p. n| m | nab. | O | C. p.
1 2 3 14| 5 6 7 8 9110| 11 | 12 | 13

Po3aia 1. Beryn o 6a3 qanux
Pazom3aposgimom! | 8 | 6| | | | 2 | || ] \ |
Po3aia 2. Pemsiitini CYB/]
Pasom3aposginom?2 | 66 [18] 8 | 22 | | 18 | || ] \ |

Po3ain 3. OcuoBu NoSQL 6a3 gannx

Pasom3aposminom3 | 10 | 4 [ | | | 6 | I | |

Po3zaia 4. OcHoBu nobynoBu Ta ocobauBocTi excruryaTanii cyuacanx CYB/I, siki po3paxoBaHi
Ha 0arato KOpUCTyBaviB

Pa30M3ap03;[in0M4| 22 | 8 | 6\ | | 8 \ \ \ | ‘ |

Po3ain 5. Ocuosu 3axucty B CYB/]

Pasom 3aposminom5 | 44 [12] 2 | 10 | | 20 | I | |
Po3ain 6. 3axuct nporpaM Ta 1aHUX
Pasom3aposminom6 | 34 [14[6 ] 2 | | 12 | I | |
Po3ain 7. 3axuct B onepaniiiHux cuctemax
Pasom 3aposminom7 | 116 [34[18] 22 | | 42 | I | |
Po3ain 8. 3axuct iHpopmalii B Mepekax Ta KOMIIOHEHTaX MEPex
Pasom3aposminom8 | 62 [18] 6 | 12 | | 26 | I \ |

Po3aia 9. Meroau Ta TexHosorii 3axucty iHdopmariii B iHpopMaIiiftHO-KOMYHIKaI[iHHAX
CUCTeMax

Pazom 3a po3izom 9 | 18 | 4 | 4 \ | | 10 \ \ ‘ | ‘ |




Po3aia 10. YrpaBniHHS MepeKEBOIO OE3MEKOI0

Pazom 3a po3nizom 10| 10 2 | 2 6
Yevozo cooun 390 [120|52 | 68 150
4. Temu ceMiHApCbKHX (IPAKTHYHUX, JJA0OPATOPHHUX) 3aHATH
No Ha3sa Temu KinbkicTs
3/ TOIMH
1 | KonnenryanpHe i JOTi4HE NPOEKTYBaHHS 0a3H JaHUX 6
2 | Ocuoswu po6otu B cepenounii CYBJ] Microsoft Access 2
3 | IlpoekryBanHs 6a3u JaHUX HA OCHOBI IPUHITUIIIB HOpMaUTi3allii 4
4 | BukopucTaHHs ONlepaTopiB MOBHM BU3HAYEHHS AaHUX MOBH SQL 2
5 | BukopucranHs onepaTopiB MOBH MaHINyJIOBaHHS JaHUMUA MOBH SQL. 4
6 | Po3poOka ekpanHux QGopm s poOdOTH 3 0a3010 JaHUX B CEPEIOBHIII 4
Microsoft Access
7 | Po3poOka 3BiTiB y cepenoBuii Microsoft Access 4
8 | Ycranoska Oracle Server i Oracle Client nza OC Windows 2
9 | Ocuosu poboru 3 PL/SQL Developer 4
10 | Cucrema 6e3nexku Microsoft Access 4
11 | AnminictpyBanns 6e3neku CYB]] Oracle 4
12 | Hludppysanns 8 CYB/] Oracle 3a qonomMororo cran1apTHHX MaKETiB 4
13 | Cnocobu BUSBIICHHS BIpYCIB 2
14 | Mogeni 6e3neku OCHOBHUX OTEPALIHHUX CHCTEM 4
15 | Anaii3 3axXHMIIEHOCTI Cy4acCHHX ONEpalliiHIX CHCTEM 6
16 | [IpuHnunu moOyaOBHM 3aXMCHHX MEXaHI3MIB OIEpaIliiHOl CHCTEMHU 36
Linux
17 | 3acobu 3abe3nedyeHHs O€3MeKH B 00YMCITIOBAILHUX MEPEKax 2
18 | 3aco0u 3axHCTy JOKATbHUX MEPEK 2
19 | Meroau 3a0e3nedeHHsT OE3MEKU MEPEXK MPH iX NMPUETHAHHI 10 MEpPExKi 10
InTepuer
20 | OCHOBH TE€XHOJIOT11 BIpTyaJIbHUX MPUBATHUX Mepex -VPN 4
21 | MepexeBi aTaku 2
22 | OcHOBU OOYJIOBY CHCTEM BHSIBJICHHS aTakK i BTOPTHEHb 2
23 | 3abe3rneueHHs 3axuCTy 1H(MOpMaIli NpH BUKOPUCTAHHI XMapHHUX 1
TEXHOJIOTIH
24 | YrpaBiiHHS CHCTEMOIO MEPEKEBOiI OE3MEKH 1
Pazowm: 120
5. 3aBaaHH4 AJ15 caMOCTiliHoI po6oTa
No B . VI Kinbkictsb
UM, 3MICT CaMOCTIHOT poOOTH
A/ TOJIMH
1 |Bcrym no 6a3 maHux 2
2 |OcHOBM NPOEKTYBaHHA 0a3 TaHUX B
3 |OcHoBu moBu SQL 8
4 |Beryn 1o NoSQL 6a3 nanux 6
5 |OcHoBu noOymoBu Ta 0coOaUBOCTI ekcruryaTarii cyqacanx CYB/], ski 8
po3paxoBaHi Ha 6araTo KOPUCTYBayiB
6 |Ocnosu 3axucty B CYB]] 5
7 |KypcoBa poboTta 20
8 |3axmcT mporpam Ta JaHUX 12
9 |Mogpeni 6e3nekn OCHOBHUX OIEpaIliiHUX CUCTEM 8




10 |AnHami3 3aXMIIEHOCTI CYyYaCHUX OMEPAIIHUX CUCTEM

11 |[Tpunumnu noOyn0BH 3aXMCHUX MEXaHI3MIB onepaliifHoi cuctemu Linux

12 |3aco6u 3abe3nedeHHs 6€3MeKn B 00UMCITIOBAILHUX MEpeKax

13 |3aco0u 3axHCTy JTOKATBHUX MEpex

DO OO0

14 |Metonu 3abe3rneueHHs OE3MEeKH MEPEX MPH iX MPUETHAHHI IO MEPEXK1
Intepuer

15 |OcHoBU TeXHOJIOTI BIpTyadbHUX IpuBaTHUX Mepexk VPN

16 |[MepexeBi aTaku

17 |OcHoBU OOYOBU CHCTEM BHSIBIICHHS aTak i BTOPTHEHb

18 |3abe3nedenHs 3axucty iHGOpMAaIIii TPH BUKOPUCTAHHI XMapHUX TEXHOJIOTIN

WW|o |00

19 |YnpaBiiHHS CHCTEMOIO MEpEKeBOi Oe3neKu

20 |Kypcoa pobota 20

Pazom: 150

6. InauBinyanbHi 3aB1aHHs

[nauBimyanbHe 3aBaaHHs — 2 KypcOBl pOOOTH 3 AUCIUILIIHY y 6, 8 cemecTpax.

VY 6 cemecTpi KypcoBa poOoTa, OB’ s13aHa 3 TeMaTHKOI «P0o3po0ku 0a3u TaHUX KOMITaHii
(opranizaiiii, ycTaHOBH) i3 3a0€3MEYCHHSM 3aXUCTY 11 TaHUXY.

CyTb 3aBaaHHs, 110 BUKOHYETHCS B KYPCOBIii po00Ti, mossirae y po3po6iri b1 st motped
KOMITaHii (opraHizaii, yCTaHOBH), JOCHIPKEHHI 3MICTY €JIEMEHTIB CUCTEMH 3aXUCTY JAaHUX 0a3u
1 OOTpYHTYBaHH1 BUMOT JI0 1X BUKOPUCTaHHS B KOHKPETHUX YMOBaX (PyHKI[IOHYBaHHSI.

VY 8 cemecTpi KypcoBa poboTa, OB’ s13aHa 3 TEMATHKOIO «MeTou 1 3aco0u 3a0e3neYeHHS
Oe3IeKu Py Mepeavi TaHuX B JOKAIBHUX 1 II100aTbHUX MEPEKax».

CyTb 3aBIaHHs, 10 BUKOHYETHCSI B KYpPCOBii poOOTi, MOISrae y MpOBEACHHI aHaJi3y,
CHCTEMaTH3yBaHHI Ta y3arajibHEHHI 1H(pOpMaIlii 3a 00paHOI0 TEMAaTHKOK, OOTPYHTYBaHHI Ta
dbopMyITIOBaHHI MPOTMO3HUIIINA 3 HAWKPAIIIOTO BUPIIICHHS 3a/1a4i, 0 PO3TISAA€THCS.

7. MeToay HABYaHHA

S mpaBUIIO NEKIIiHHI Ta MPAKTUYHI 3aHATTS IPOBOATHCS ayIuTOpHE. B yMoBax fii kapaHTHHY
3aHATTS MPOBOJIATECS BioBiIHO 10 Hakasy pekropa XapkiBChbKOro HaIliOHATBHOTO YHIBEPCHTETY

imeni B.H. Kapa3zina (aymutopae abo auctaHiiiitHo 3a gonomororo miardopm Google Meet abo
Zoom).

8. MeToam KOHTPO.JII0

KoHTponb 3acBO€HHSI CTyA€HTaMM HAaBYAJBbHOIO MaTepialy Ha JEKIIHHOMY 3alHATTI
3MIMCHIOETHCSA IIISAXOM KOHIIGHTpAIli yBard CTYACHTIB IMOCTAaHOBKOIO IUTaHb 3a paHilie
BUBYECHHUM MaTepiajioM, MOB'SI3aHUM 3 TEMAaTHKOIO JIEKIIi.

Ha naGopaTopHMX Ta TPAaKTHYHHX 3aHATTAX KOHTPOJIb 3aCBOEHHS CTYACHTaMH
HABYAIILHOTO MaTepialy 3MIMCHIOETbCS IMUISIXOM OLIHKH SKOCTI o(OopMIIeHHS 3BIiTY 1 HOro
3axucTy. PiBeHb 3HaHb, TPOJIEMOHCTPOBAHUH CTYJ€HTaMHU MPU OPOPMIICHHI 1 3aXUCTI 3BITIB 3
1abopaTOpPHUX Ta MPAKTUYHUX 3aHATH OIIHIOETHCS OKPEMO JJII KOXKHOTO 3aHSTTS KUIBKICTIO
OaJTiB BIAMOBIIHO 10 HABEAECHOI HIKYE TAOIHUILL.

KoHTpons 3acBO€HHSI CTyIEHTAaMU HAaBUAIBHOIO MaTepiany 3MIHCHIOEThCS Ha 3-X
KOHTPOJIbHHX  po0oTax, 10 mependadeHi HaBYAIBHUM  IUIAaHOM. PiBeHb  3HaHb,
MIPOJIEMOHCTPOBAHUN CTYICHTaMH HAa KOXXKHOI KOHTPOJBHIA POOOTI OIMIHIOETHCS KUTBKICTIO
OaJTiB BIAMOBIIHO 0 HABEAECHOI HIYKYE TAOIAIL.

[Ipy BUKOHAHHI KypCOBUX pOOIT KOHTPOJIOETHCS pIBEHb 3aCBOEHHS CTYACHTaMH
CHUCTEMHOTO pO3yMiHHS TpoOjemMu. bamm 3a KOXHY KypcOoBY pOOOTY CKIaIarlOThCsA 3
po3paxyHky: 12 0GamiB 3a 3MICT 1 aKypaTHICTh O(GOPMIICHHS PO3pPaxyHKOBO-TIOSICHIOBAILHOT
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3amucky (BiAMOBIAHO 10 BUMOT METOJUYHHX BKa31BOK MO O(OPMIIEHHIO KypCOBOi poboTH) i 8
OaJTiB 3a 3aXHCT KypcoBOi poboTH. MakcuMaiabHa KUIBKICTh OaliB 3a KOXKHY KypCOBY POOOTY
cknanae 20 6amis.

MakcumanbHa KUIBKICTh 0ajIiB 3a pe3ybTaTaMH KOHTPOJIIO MTOTOYHOT YCHIITHOCTI CKJIAae
60 GautiB.

Ta6muist 8.1 — Po3nozin 6aniB, Siki OTPUMYIOT CTYJICHTH 32 pe3yJbTaTaMUi KOHTPOJTIO
MOTOYHO{ YCIIIITHOCTI

Bun 3aHATTS / KOHTPOILHMI 32Xi] Oninka O,,,,

6 cemecTp

Ipaxmuuni 3anamms
KonuenTyanpHe i JorivHe NpoeKTyBaHHs 0a3u JaHUX | 6
Jlabopamopni 3anamms

OcHoBu po6otu B cepenosuiii CYBJ] Microsoft Access 2
IIpoexTyBanHs 6a3u JaHUX HA OCHOBI MPUHITHIIIB HOpMaJTi3arlii 4
BukopucTaHHs onepaTopiB MOBU BU3HAYeHHs JaHUX MOBH SQL 3
BukopucTaHnHs onepaTopiB MOBH MaHIyJl0BaHHA AaHUMH MoBH SQL. 3
Po3pobka expanHux Gopm it podoTH 3 0a3010 JaHHUX B cepenonuini Microsoft | 3
Access
Po3po6ka 3BitiB y cepenoButii Microsoft Access 3
Cuctema 60e3nexu Microsoft Access 2
Anminictpysanns 6esmexu CYB]] Oracle 3
Mudpysanus 8 CYBJ] Oracle 3a momomMoroio craHgapTHUX ITaKeTiB 3
Koumponvna poboma
Kontponsna pobora 1 | 8
Kypcosa poboma

Kypcosa pobota 1 20

Bcwvoeo 3a cemecmp | 60

7 cemecTp
Ipaxmuuni 3ausmms

Crioco0u BUSIBJICHHS BipycCiB 10
Monesi 6e3rekr OCHOBHHX OIEPaIlitHUX CHCTEM 10
AHaJi3 3aXUIIEHOCTI CYJaCHUX ONEPAIIHIX CUCTEM 10

Jlabopamopni 3anamms
[punnynu noOyA0BH 3aXMCHUX MEXaHi3MiB onepauiiHoi cuctemu Linux | 60
Koumponvna poboma
KonTponbHa poboTa 2 10
Bcwvoeo 3a cemecmp | 100

8 cemecTp

Ipaxmuuni 3anssmms
3acobu 3a0e3meueHHs Oe3MeKH B 00UMCIIIOBAITFHIX Mepekax
3aco0u 3aXUCTy JOKATBHUX MEPEK
OcHOBH TeXHOJIOT11 BipTyaJIbHUX npuBaTHUX Mepexk VPN
OcHoBH 100YJOBH CHCTEM BUSIBICHHS aTaK 1 BTOPrHEHb
3abe3neueHHs 3aXUCTy iH(opMalii mpyu BUKOPUCTaHHI XMAaPHUX TEXHOIOTIH
YrpaBiHHS CHCTEMOIO MEPEKEBOI OE3ITeKH

Jlabopamopni 3anamms
Mertou 3a6e3meueHHs 6e3MeKn Mepex TIPH iX IpUeIHAHH] 10 Mepexi [uteprer | 16
Kypcosa poboma

Kypcosa pobora 2 | 20

R RO
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Bcwboeo 3a cemecmp | 60

3rimHo pimeHHIO Kadenpu Oe3mexku iHPOpPMAIIMHUX CHUCTEM 1 TEXHOJOTIH A0 ICTIUTY HE
AOMYCKAIOTBCA CTYACHTHU, IO HC 3aXUCTHIIU 3BiTI/I 3 MPAKTUYHUX, HaGOpaTOpHI/IX 3aHATh, HC
Opanu yJacTh Y BUKOHaHHI KOHTPOJIBHUX POOIT 1 HE 3aXUCTHIIM KYPCOBY POOOTY.

[TincyMKOBHIT KOHTPOJb 3A1MCHIOETHCS IUIIXOM MPOBEICHHS ICITUTY.
Ex3amenaniifHuii  Oi7IeT BKJIIOYAE JBa TEOPETUYHUX 1

OJHE TIPAKTHUYHE MHUTAHHS.

TeopeTnuHi TUTaHHS OLIHIOIOTHCS B 13 OaniB KoXKHE, MPakTUYHUN — B 14 Gauis.
MakcumanbHa KUTBKICT O0aJliB 3a pe3yJibTaTaMu iICIUTY ckiianae 40 Oais.
MakcumManbHa KUIBKICTh OalliB 3a pe3ylbTaTaMd BHBYCHHS MUCHUIUIIHH ckiagae 100

OautiB.
6 cemecTp
Pazom cyma
N . KonTpoasHa poboTa, famie y 3aranpHa
Banu 3a noToyHUit KOHTPOJIb 3HAHB MO PO3/ILTIAM Kypcosa . |Icout
nepeabdaveHa cemecTpi cyma
MPOTSITOM CEMECTPY pobota .
HABYAIBHUM IUIAHOM OamiB
Po3nin 1,2 Po3nin 3, 4,5
24 8 8 20 60 40 100
7 ceMecTp
. . KonTpoasHa poboTa, 3aranpHa cyma
banu 3a noToyHU KOHTPOJIb 3HAHB MO PO3/ILTIAM Kypcoga | Pazom cyma .
nependadeHa . OautiB
MIPOTSATOM CEMECTPY poboTta GamiB y
HaBYAIBHUM TIAHOM .
cemecTpi
Po3nin 6 Po3nin 7
10 80 10 100 100
8 cemectp
K 6 Pazom cyma 3
. . OHTPOJIBHA PO0OOTA, i arajbHa
Banu 3a moToYHUIT KOHTPOIH 3HAHB IO PO3/iIaM P P Kypcosa OB Y | formr
Hepeﬂ6aqena CEeMeCTp1 cyma
MPOTSITOM CEMECTPY pobota .
HAaBYILHUM TUIAHOM OatiB
Po3nin 8 Po3nin 9 Poznin 10
18 10 4 8 20 60 40 100

Kpurepii oniHoBaHHA
Kpurepii oriHtoBaHHS 3HaHb CTYJEHTIB 32 BUKOHAHHSI MPAKTUYHKX, JJa00paTOPHUX 3aHATH

Busnauenus

KimbkicTs 6amis”

3aBmaHHS 3 MPAKTUYHOTO, Ta00PaTOPHOTO 3aHSATTS BUKOHAHO CAMOCTIHHO B
moBHOMY 00cs3i. 3BiT OQOpMIICHHH aKypaTHO BIANOBIIHO IO BHMOT
METOAMYHUX BKa3iBOK. [Ipu 3aX¥CTi 3BITY IOKa3aHO PO3YMIHHS CYTI 1 3MiCTy
MPOBEICHUX JOCII[KCHD

N max

3aBmaHHS 3 MPAKTUYHOTO, Ta00PaTOPHOTO 3aHSATTS BUKOHAHO CAMOCTIHHO B
MMOBHOMY 00cs3i. 3BIT 0pOpMIICHUI JOCTATHRO aKypaTHO BiATIOBIAHO 0
BHMOT METOAMYHHUX BKa3iBOK. [Ipw 3axmcTi 3BiTY OynH BUSBIICHI HE3HAUYHI
MMOMIJIKY y 3HaHHI TEOPETUIHOTO MaTepiany

N
Nmax — rzax

3aBHaHHS 3 MPAKTHYHOTO, JaO0OPATOPHOTO 3aHSATTS BUKOHAHO B TIOBHOMY
00cs3i. 3BiT O(OPMIICHHH IOCTaTHBO aKypaTHO, B O(OPMJICHHI 3BITy €
He3HadHI HemomiKH. [1pu 3axucTi 3BiTy OYyJIM BUSBIICHI HE3HAYHI TIOMUJIKA Y
3HaHHI TEOPETUYHOTO MaTepiany

N max

Nmax — 2% 7]

3aBmaHHS 3 TPAKTHYHOrO, Ja0OpaTOPHOTO 3aHATTS BUKOHAHO. 3BiT
odopMIIeHHH 3 TOMIIKaMU 1 Hefolikamu. [Ipr 3axucTi 3BITY OyJIM BUSBIICHI

N
NmaX—BX%
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CYTT€BI MIOMUJIKH y 3HAHHI TEOPETUIHOTO MaTepiany

* Nmax — MakcHMMaJlbHa KUIBKICTb OaJliB JUls BIIIOBIIHOIO 3aHATTS BIANOBIAHO 10 Tabnuni 7.1.

Kpurepii omniHtoBaHHS 3HaHb CTYJEHTIB 32 BUKOHAHHS KOHTPOJIBHINA POOOTH

Buznauenns KinpkicTs OamiB
Kontponsna | Kontponsna | KoHTponasHa
pobora 1 pobora 2 pobora 3
JlaHi mOBHI BIAMNOBIAI HA KOXKHE MHMTAHHSA ITOKA3aHO 8 10 8
TBEpJIe 3HAHHS HABYAJIHLHOTO MaTepially, pO3yMIiHHS CYTi
TIOCTaBJICHUX TIMTaHb, 3pPOOJICHI TOBHI 1 TIPaBHIbHI
BHUCHOBKH
VY BIiANOBiAAX Ha MOCTABIIEHI MUTAHHS MOKA3aHO 3HAHHSA 5-7 7-9 S-7
HAaBYAJILHOTO MaTepially, PO3yMiHHS CYTi MOCTaBJICHUX
MUTaHbh 32 HAABHOCTI HE3HAYHWX TOMWJIOK 3pOOJcHI
JIOCTaTHHO TTOBHI 1 IPaBHIIbHI BUCHOBKH
YV BIANOBIASX Ha IIOCTaBJEHI IHWTAHHS IIOKAa3aHO 2-4 4-6 2-4
JIOCTaTHBO 3HAaHHS HABYAIBHOTO  Marepialy mpH
HasiBHOCTI CYTTEBUX MTOMIIIOK, 3p00JICHI BHCHOBKH
VY BiANOBIAAX MOKa3aHO PO3YMIHHS CYTi IOCTaBICHUX 1 2-3 1
MUTaHb 3a HASIBHOCTI TPUHIMIIOBUX TMOMMJIOK IIPH
pileHH] TPAaKTUIHHUX 3aBJIaHb, BIICYTHI BUCHOBKH
V BIANOBIAAX HAa MOCTAaBJIEHI HUTAHHS I[IOKA3aHO CilIa0Ki 0,5 0,5-1 0,5
3HaHHSA HABUAJLHOTO Marepiary TpH  HasIBHOCTI
MIPUHITUTIOBUX ITOMIJIOK, BIICYTHI BUCHOBKH

Kpwurepii oriHIoBaHHsI 3HaHb CTY/IEHTIB 32 BUKOHAHHS KYypcoBOi poOOTi

Busnauenns

KinpkicTes Oanis

3aBmaHHSA Ha KypcOBY poOOTy BHKOHAHO aKypaTHO B TIOBHIH BIAIOBITHOCTI 3
BUMOT' METOAMYHHX BKa3iBOK. CTYIEHTOM IMOKa3aHO TBEP/i 3HAHHS HABYAJIHHOTO
MaTepiany, BMiHHS YiTKO 1 CTHCIIO BHKJIQJIaTH OCHOBHI PE3YJIbTaTH AOCIiIKEHHS.

20

3aBmaHHSA Ha KypCOBY POOOTY BHKOHAHO JOCHTh aKypaTHO, ajic HE B IOBHIU
BIAMOBIMHOCTI 3 BHUMOTaMH METOAMYHHMX BKa3iBOoK. CTyIEeHTOM ITOKa3aHO
JIOCTATHHO TBEP/Ii 3HAHHS HABYAIILHOTO MaTepialy i BMIHHS CTHUCIIO BHKJIAIaTH
OCHOBHI PE3yJIbTaTH JOCTIIKCHHSI.

12-19

3aBgaHHsA Ha KypcoOBY poOOTYy BUKOHAHO HE B IOBHIM BiAIOBIITHOCTI 3 BUMOTaMHU
METOAWYHUX BKa3iBOK. CTyACHTOM II0Ka3aHO HE JOCTaTHHO TBEPAlI 3HAHHS
HaBYAJILHOTO MaTepiay i BMiHHS BUKJIaJIaTH OCHOBHI PE3yIbTaTH JOCHIKCHHSL.

4-11

3aBnaHHA Ha KypcOBY poOOTY BUKOHAHO HE B TMOBHill BiANOBIAHOCTI 3 BUMOTaMH
METOAMYHHUX BKa3iBOK. CTyZEHTOM IIOKa3aHO CJIaOKi 3HAaHHSI HaBYaJbHOTO
MaTepially 1 HEBMIHHA BHKJIAJAaTH OCHOBHI pe3yJdbTaTH HOCHIDKEHHS. Y
PO3paxyHKOBO-TIOSICHIOBAJIbHIH 3aMUCLi € CYTTEBI TOMUIIKH

Kpurepii oriHtoBaHHS eK3aMEHaIIHUX POOIT CTYACHTIB

Busnauenns KinpkicTs OainiB
[Ipu BiamoBimi Ha eK3aMEHAIIMHUN OlJE€T TUTAaHHA BUCBITIICHI 40
MIOBHICTIO, 3aBAAaHHs BUPILIICHO NMPABUIbHO, 3p00JICHI BUCHOBKHU
[Ipu BignoBiml Ha ek3aMEHAlIMHWK O1M€T TWTaHHS JOCTAaTHHO 35-39

BHUCBITJICHI, 3aBJaHHS HE3HAYHUMU

BUPIIICHO TMPABWIBHO 3
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MTOMUJIKaMH, 3p00JICHI BUCHOBKH
[Ipu BigmoBimI HAa eKk3aMeHAIifHWI OileT MUTaHHS BUCBITICHI 3
MMOMUJIKAMH, 3aBIaHHs BHUPIIIEHO TNPABWIBHO 3 HE3HAYHUMHU 25-34
NOMUJIKaMH. 3po0JieHi HETTOBHI BUCHOBKHU
[Ipu BiamoBimi Ha ek3aMeHAIIMHUN OlE€T MWUTAaHHS BHUCBITIICHI 3
CYTTEBUMH MTOMMIIKAMH, 3aBAAHHS BUPIIIEHO 3 TOMMWIKaMH. 3pobJeHi 15-24
HEMOBHI BUCHOBKH
[Mpu BigmoBimI Ha ek3aMeHAI[ifHWI OilleT MUTaHHS BUCBITJICHI 3
CYTTEBUMH TIOMWJIKAMH, 3aBJaHHS BHUPINIEHO YacTKOBO abo He 1-14
MOBHICTIO. BUCHOBKY HEMOBHI a00 BiJICYTHI
IIIxana omiHIOBaHHSA
) . . Orminka
Cyma 6aiiB 3a BC1 BUAM HAaBYAIHHOT : _ :
I[iHHBHOCTi MPOTATOM CEMECTPY AJI1 YOTUPBOXP1BHEBO1 IIKaJIW OIL[IHFOBAHHS]
(icruT)
90-100 BIIMIHHO
70-89 no6pe
50-69 3aI0BUILHO
1-49 HE3aI0BIIBHO
Cyma 6aiiB 3a BC1 BUAM HABYAJIbHOT Origka
TiSUTBHOCTI IPOTSATOM CEMECTPY JUTSL TBOPIBHEBOI IITKAIH OI[iHIOBAHHS
50 -100 3aI0BUILHO
1-49 HE3aI0BIIBHO

10. PexomeHn0BaHaTiTEPaTypa

OcHoBHa JiTeparypa
Hetit K. BBenenne B cucremsl 06a3 maHbIX, 8-¢ uzmanue / K. Jleit. — M. : 3marenbckmii
oM "Buiesmc", 2005. — 1328 c.
Konnommu T. ba3el nanusix. [IpoekTupoBanue, peanusanusa U COpoBOxAeHUE. Teopus
u nipakTHka. 3-¢ m3ganue / T. Konnomnu, K. bBerr. — M. : M3garensckuii qoM "Bunbsamc",
2003. — 1440 c.
Connolly T. M. Database systems: a practical approach to design, implementation, and
management. Sixth edition / Thomas M. Connolly, Carolyn E. Begg. — Harlow, Essex,
England : Pearson Education Limited, 2015. — 1329 p.
Hukput3uc JI. Monenn manssix / [I. [lukput3uc, ®. Jloxocku / Ilep. ¢ anrm. — M. :
duHaHCch ¥ cTaTUCTHKA, 1985. — 344c.
[Taciunuk B. B. Opranizamis 6a3 ganux ta 3HaHb / B. B. [1aciunuk, B. JI. Pe3niuenko. —
K. : BunaBunua rpyna BHV, 2006. — 384 c.
I'pobd . P. SQL: momHoe pykoBoacTtBo, 3-¢ m3xa. : Ilep. ¢ aumrm. / I'podpd . P.,
Baiin6epr I1. H., Onmens 3. JIx. — M. : OO0 "U. . Bunbsamc", 2015. — 960 c.
®uaiinu K. SQL. Ilep. ¢ anrn. / K. ®@uaitm. — M. : JIMK TIlpecc, 2003. — 456 c.
P. I'punBanbg Oracle llg. OcuoBsl, 4-¢ w3nanuwe. — Ilep. ¢ anrn. / P.punBanbm,
P. CrakoBbsik, [Ix. CtepH. — CII6. : CumBon-Iltoc, 2009. — 464 c.
®aynep M. NoSQL: HOBast MeTO0JIOTHS pa3pabOTKH HEPEISAIMOHHBIX 0a3 JaHHBIX. :
Ilep. ¢ anrn. / M. ®@aynep, Caganamx [Ipamoakymap. — M. : OOO "W. JI. Bunbsmc",
2013.-192 c.
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CwmupnoB C. H. be3zonacnocts cucrem 6a3 nannbeix / C. H. Cmupnos. — M. : I'enmoc
APB, 2007. - 352 c.

11.TlonsikoB A. M. be3onacHocts Oracle rnazamu ayauropa: HamajaeHue H 3amuTa. — M.:

12.

13.

14.

15.

16.

17.

18.

19.

20.

21.

22.

JAMK Ilpecc, 2010. — 336 c.

Oeiteprreiin C., [Ipubsut b. Oracle PL/SQL. Ins mpodeccuonanos. 6-e uzn. — CIIO.:
[Tutep, 2015. — 1024 c.

Paspymaromue nporpaMMHBIE BO3JACHCTBHA: YueOHO-MeToauueckoe nocooue / [A.b.
Baspeniok, H.I1. Bacunwes, E.B. Beabmsikuna u np.; mox pea. M.A. NUBanosa.] — M. :
HUAY MUDU, 2011. — 328 c.

€cin B. 1. besneka iHpopMaIifHIX CUCTEM 1 TEXHOJIOTIH: HaBUAIbHUN MOCIOHUK [
CTYJICHTIB BHIIMX HABYAIBHUX 3aKJIaMIB, SKI HABYAIOTHCA 3a HANpPsIMaMU TiATOTOBKH
«be3neka iHpopmaniiiaux 1 KoMmyHikamiiHux cucrem»]| / B. L €cin, O. O. Ky3Henos,
JI. C. Copoxka. — X. : XHY imeni B. H. Kapazina, 2013. — 632 c.

[Ipockypun B.I'. 3amura B onepanvoHHbIX cuctemax. — M.: I'opsuas nunaus — Tenekom,
2014. - 192 c.

®opoysan b. A. Kpunrorpadus u 6e3onacHoCTb ceTeil: yueOHoe mocodue / mep. ¢ aHri.
noxa pen. A.H. bepnuna. — M.: Uatepuet-YHauBepcuter Nndopmanmonusix TexHomormit
: BUHOM . Jlaboparopus 3nanuii, 2010. — 784 c.

Tanenbaym 3., boc X. CoBpemeHHBIC onepaliuoHHbie cucteMbl. 4-¢ uza. - CII6.: [Tutep,
2015.-1120c.

Omneparmonnsie cucteMbl U cpensl / A. B. baraes, H.}O. Hamorun, C. B. Cunutbia. —
M. : U3narenbckuii neHTp «Akanemus», 2014. — 272 c.

Tanenbaym 3., Yazepomn JI. Komnerotepusie cetu. 5-¢ uza. - CIIO.: Tlurep, 2012. —
960 c.

[[Manprun B. @. 3ammra nadopmaimu B KOMIBIOTEPHBIX cucTeMax u cetax. — M.: JIMK
[Ipecc, 2012. - 592 c.: un.

Kodmep M. Linux. ¥YcranoBka, HacTpoika, aaMmuHHCTpupoBanue. - CII6.: ITutep,
2014. - 768 c.

Applied Network Security / Arthur Salmon, Warun Levesque, Michael McLafferty -
Packt Publishing, 2017.

Jonomizkna Jiteparypa
INapcua-Momunaa I'. Cucrembr 6a3 pannbix // I'. I'apcma-Monuna, Jl. [. Yibemas,
. Yugom. — M. : U3narensckuii gom "Buiassamc", 2003. — 1088 c.
Kpénke /1. Teopus u npaktuka noctpoeHus: 6a3 nanueix. 8-e¢ usn. / J. Kpéuke. — CII0.:
[Turep, 2003. — 800 c.
Paiiopnan P. OcHoBBI pensitmoHHBIX 0a3 naHHbIX Ilep. ¢ anrn. / P. Pailopman — M. :
N3 paTenscko-Toproseiil foMm «Pycckas Penakus», 2001. — 384 c.
Kysnenos C. I. Ocnossl 6a3 nanusix / C. 1. Ky3uenos. — M. : UHTepHET-Y HUBEPCUTET
Nudopmanmonnsix Texnomoruit; BUHOM. Jlabopartopust 3nanuii, 2007. — 484 c.
Hanenxo M. III. MogenupoBanue cemantuku B 6a3ax nanueix / M. 1. [anenko. — M. :
Hayxa. I'n. pen.dwusz-mat.mr., 1989. — 288c.
Kosznenko JI. MadopmarimonHas 6€30MacHOCTh B COBPEMEHHBIX CHCTEMax YIpPaBIICHUS
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