





BCTYII

[Iporpama HaBuanpbHOi JucuWIUIiHKM  «3axucT  iHpopmamii B iH(OpMaIiiiHO-
KOMYHIKaI[IfHUX CHCTEMax» CKJIaJeHa BiIMOBIIHO /J0 OCBITHBI MPOTpPaMu MIATOTOBKU (haxiBIis
nepuioro (0akanraBpchbKOT0) PiBHS BUIIOT OCBITH 3a cnemiaibHicTIo 125 — «KibepOesmekay.

1. Onuc HaBYAJbLHOI AUCHHUILIIHU

1.1. Mera BUKIIaJaHHS HABYAIBHOT TUCIUTLTIHH

MeTtor0 BUKJIAaJaHHA HAaBYAIBHOI JHCHUIUIIHM € 3aKjIaJieHHs y  CTY/JCHTIB
TEPMIHOJIOTTYHOTO (PYHIaMEHTY CyYacHHMX MPUHLUIIB oOpraHizamii 3axucty iHdopmaiii B
iHpopMariiiHo-KoMyHIKaliiHUX cucreMax (IKCM), 3abe3neuenHs 6e3neku mpoueciB oOpoOku,
30epiraHHsl Ta MOIIMPEHHS 1HpOpMallii B €NEeKTPUYHHUX, Palio 1 ONTHYHUX IHPOpMALIHUX 1
KOMYHIKAI[IMTHUX Mepe’kax 3 ypaxyBaHHSIM CY4YacHOIO CTaHy Ta MPOTHO3Y PO3BUTKY METOIB,
CHCTEM 13ac001B 3A1iCHEHHS 3arpo3 3 00Ky MOTEHIIMHUX MOPYIIHUKIB.

1.2. OcHOBHI 3aBHaHHS BUBUYEHHS IUCIMIIIIHA

OCHOBHMMHM 3aBJIaHHSIMU BUBYEHHS TUCIUIUIIHK € (OPMYBaHHS Yy CTYAEHTIB NEBHUX
3HaHb Ta BMIiHb 3 Teopil Ta MPaKTUKH oOpraHizauii 3axucty iHdopmarnii B iH(pOpMaliiHO-
KOMYHIKAI[IHHUX CUCTEMaX.

3azanvni komnemenmnocmi (K3):
— 3HaAHHS Ta PO3YMIHHS MPEAMETHOI 00acTi Ta po3yminus mpodecii (K32);
— BMIHHS BUSBIISITH, CTABUTH Ta BHUPINTyBaTH MPOOJeMU 3a MpodeCciiHUM CIPSIMYBaHHIM
(K34).

Daxoei komnemenmuocmi (K®D):

— 3JaTHICTh JI0 BUKOPUCTaHHS I1H(OPMAIIITHO-KOMYHIKAIIIMHUX TEXHOJOTIH, CY4acHHX
METOIB i Moeneli indopmariiiHoi 6e3meku Ta/abo kibepoesneku (KD2);

— 3JaTHICTH J0 BUKOPHUCTAHHS MPOTPAMHHUX Ta MPOTPaMHO-aNapaTHUX KOMILIEKCIB 3ac00iB
3axucty iHpopmalii B iHGOpMAIIHHO-TEIEKOMYHIKAIIHHUX (aBTOMAaTU30BaHUX) CHCTEMax
(K®3);

— 3JaTHICTh 3a0e3medyBaTH HEMEPEpBHICTh OI3HECY 3TiAHO BCTAHOBJIEHOI TIOJIITUKH
iHpopmariiiHoi Ta/abo kibepoesneku (KD4);

— 3JaTHICTh 3a0e3reuyyBaTH 3axuCT iHQopMallii, mo o0poOmseTbcs B iH(POpMAaIiHO-
TEJIeKOMYHIKallIHHUX (aBTOMAaTU30BaHUX) CHCTEMaX 3 METO0 peaii3allii BCTAaHOBJICHO1 MOJIITUKU
iHpopmariiiHoi Ta/abo kibepoesneku (KD5);

— 3JaTHICTh BIJHOBIIOBATH IITaTHE (YHKIIOHYBaHHS iH(OpMaiiHUX, 1HPOpPMAIiitHO-
TEJICKOMYHIKallIMHUX (aBTOMATM30BaHMX) CHUCTEM IIiClg peamni3amii 3arpos, 37iiCHEeHHs
KibepaTak, 3001B Ta BiAMOB Pi3HHX KJaciB Ta moxoukeHus (KD6);

— 3JaTHICTh BHUKOHYBAaTH MOHITOPHHI TMpoleciB (yHKUIIOHYBaHHA iH(OpMAIHHUX,
iHbOpMaILIfHO-TEIEKOMYHIKAIIMHUX ~ (aBTOMAaTU30BAaHMUX) CHUCTEM 3TIHO  BCTAaHOBJICHOT
MOJITHKY iH(popMaltiitHoi Ta/abo kibepoesmeku (KD11).

1.3. Kinbkicts kpeautis — 13
1.4. 3aranpHa KiIbKicTs roguH — 390

1.5. XapakTepucTruka HaBYAIbHOT IUCHUTUTIHH

HopwmaTtuBHa / 3a BHOOpoM

Jlenna popma HaBuaHHS | 3aoyHa (qucTaHiiiHa) popMa HaBYAHHS

Pix miaroroBku

3-

=ic




Cemectp
6-it |
Jlexii
48 rog. |
[IpakTHyHi, cCeMiHAPCHKi 3aHATTS
16 ron.
JlabopatopHi 3aHATTS
32 rop.
Camocriiina po6oTa
54 ron. |

[nauBinyansHi 3aBIaHHS

VY T.4. inauBiyasibHI 3aBaHHA (KypcoBa poboTa) 20ro.

Pik miarotoBku

4-ii |
Cemectp
7-it |
Jlexmii
48 ron. |
[IpakTuuHi, ceMiHapChKi 3aHATTS
24 ron
JlaGopaTtopHi 3aHATTS
24 ron
Camocriiina po6oTa
54 ron. |
[aauBinyansHi 3aBIaHHS
Pix minroroBxu
4-ii |
Cemectp
8-it |
Jlexii
24 ron. |
[IpakTruHi, CEMiHAPCHKI 3aHATTS
12 ron.
JlaGopaTopHi 3aHATTS
12 ron.
CamocrtiifHa poOoTa
42 ron. |

InuBinyanpHi 3aBIaHHS

VY T.4. iHOUBIMYyanbHI 3aBIaHHS (KypcoBa poboTa) 20ro.

1.6. 3amutaHoBaHi pe3yJbTaTH HaBYaHHS

3HATU:
—MOJIeNi TaHUX, apXiTekTypy noodynosu CYB/I;
—OCHOBHI MIOJIOKEHHS, MIIX0A1 Ta €Taly MPOEKTYBaHHs 0a3 JaHUX;
—OCHOBH MPOEKTYBaHHs pesiliitHux B/l 3 BUKOpHUCTaHHSAM MOJIeNi «CYTHICTb-3B'I30K»;
—ocHOBHU MOBH SQL;
—OCHOBH MapajieabHoi 00poOku Tpan3akuiii B B/I, siki po3paxoBaHi Ha 6araTo KOpUCTYBayiB;
—ocHoBH Oe3nexu b/ Ta meroau aaminicTpyBaHHs 6e3nexku b/l;
—MeXaHI3MH 3axHcTy iHpopmallii, ki peanizoBani 3acobamu CYB/L;
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—opraizamiio 37iiiCHeHHSI 3axHcTy iH(opMalii B OmepamiifHUX CcHCTEeMaX, Mepexax Ta
CUCTEeMax YIpaBJIiHHS 0a3aMU JaHWX BIATOBIIHO IO CTAHAAPTIB 3 OI[IHKU 3aXUIIEHUX CUCTEM;
—OCHOBH 33aXHCTy aBTOPCHKOTO MPaBa i IHTENEKTyaaIbHOI BIACHOCTI;
—OCHOBH aBTOPCHKOTO IPAaBO HA KOMIT'IOTEPHI IPOTPAMHU;
—OCHOBHI MeXaHi3MU iH(popMaIiiHo1 Oe3MeKn B MporpaMHOMY 3a0e3NeueHH], JOKaTbHUX Ta
ri00abHUX MEpexax, CHCTEeMax Mepeaadi JaHuX Ta 3B S3KY.
BMITU:
— opra"idoByBatu 3actocyBanHa I[IK y Oyzap-sxiii iH(opmMamiiiHO-KOMYHIKAIIHHINA
CHUCTEMI;
— BWSIBJIATM HECIIPABHICTh B €JIEMEHTaX Ta MPUCTPOSX iH(OPMAIiHHO-KOMYHIKAIIHHUX
CHCTEM TIiJ] Yac eKCITyaTallii, BHOMpaTH ONTUMAIIbHI PEKUMHU eKCILTyaTaIlii;
— peanizoByBatu cuctemu 3axucty iHpopmauii B IKCM BigmoBigHO 10 CTaHIapTiB 3
OIIHKH 3aXHIIEHOCTI CHCTEM;
— mnpoekrtyBatu 6a3u naHux ta IKCM, mo MaroTh HEOOXIAH1 XapaKTepUCTUKU Oe3NeKH
JAHUX BIATIOBITHO JO BUMOT MDKHApOJHUX 1 BITYM3HSHUX CTaHIApTIB iH(opmarliiiHoi Oe3neku,
3 ypaxyBaHHAM MOxJIMBOCTel pizHux OC;
— BUSBIIATH J1i BIpYCIB Ta IHIIOTO HIKIAJIMBOTO IPOrPaMHOr0 3a0€31eUeHHSI.

2. TeMaTHYHUH JIAaH HABYAJIBHOI JUCHMILIIHA

Po3oin 1. Bcmyn 0o 6a3 oanux.

[TepeBaru 1 vempomiku CYBJI. OcHOBHI cdepu 3acTocyBaHHSI CUCTEM 3 0a3zaMu JaHUX.
TpupisaeBa apxirektypa ANSI-SPARC. Mogeni nanux. @yHkitii, mo peanizoBytothcs B CYB/I.
Komnonentn CYB/]. TexHomnorist «KaieHT/cepBep».

Po3zoin 2. Pensayiuni CYB/].

Pensmiitna monens. [ligxonn g0 mpoekTyBaHHs 0a3u naHux. [IpoekTyBaHHS peNIiiHIX
0a3 NaHWX 3 BHKOPHCTAHHSAM MOJEN "CyTHICTh-3B'I30K”. MeETOJ0J0TisA KOHIENTYaJIbHOTO 1
JIOTTYHOTO TPOEKTyBaHHA 0a3 naHux. Pi3MyHe NMpoeKTyBaHHS Oasw gaHuX. Hopmamizamis sk
METOJI MpOoeKTyBaHHsA 0a3 maHux. [Ipu3nadenHs i crpykrypa moBu SQL. OcHoBHI omeparopu
MOBU BU3Ha4YeHHs JaHuX. OCHOBHI ONIEPaTOPU MOBU MAHIMYTIOBAaHHS JAHUMH.

Po3z0in 3. Ocnosu NoSQL 6a3z oanux.
OcnoBHi kmacu NoSQL, NewSQL 6a3 nganux, iX XapakTepHUCTHKa, OCOOJIMBOCTI,
MOXJIMBOCTI, TI€peBaru Ta HEJOJIIKH.

Po30in 4. Ocnosu nobyoosu ma ocobrusocmi excnayamayii cyvacuux CYB/, axi
PO3paxo6ami Ha 6a2amo Kopucmysauis.

VYnpasninus Tpan3akuismu B b/, siki po3paxoBani Ha 6araTo kopuctyBauis. [lapanensHa
00poOka Tpanzakiiii. Binnosienns 6a3u gqanux. OcaoBu CYBJ] Oracle.

Pozoin 5. Ocnoeu 3axucmy ¢ CYBJ].

OcHoBu Oesneku BJ[. OcHoBu cucremn 3axucty Microsoft Access. 3abesmneueHHs
Oesnekn manux 3acobammu CYBJl Microsoft Access ocranHix Bepcii. OCHOBHI MeXaHI3MU
3aXUCTy JaHuX, siki BukopucrtoByrotbcs B CYBJ] Oracle. Meroau aBreHTHdiKamii, ski
BukopucroBytothes B CYB]] Oracle. Meronu aBropusarii B CYBJ] Oracle. AnminicTpyBaHHsI
6esneku CYB/] Oracle. Ocnosu mudpysanus B CYB/] Oracle.

Po30in 6. 3axucm npoepam ma oauux.

3arpo3u Oe3meri mporpaMHOMY 3a0e3ledeHHio iHQopmalliiiHux cucreM. Mertoau i
3aco0M 3aXUCTy B MIKIIMBOTO TNporpaMHoro 3abesneueHHs. Oprasizaiis CHCTEMHU
AHTHUBIPYCHOT'O 3aXMCTy. 3aXMCT aBTOPCHKOIO MpaBa 1 IHTENEKTYyalbHOI BIACHOCTI B CBITI 1 B
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VYkpaini. ABTOpPCbKE MpaBO Ha KOMIT'tOTepHI mporpamu. Komm'rorepHe MHipaTCTBO i OCHOBHI
MeToau OopoTeOM 3 HUM. KOHTpPOJIb JKHTTEBOTO LHMKIY HPOTPAMHOTO 3a0e3redeHHs .
Oco6mmBocTi moOy10BH 1 (DyHKIIIOHYBaHHS MPOTPAMHUX MPOAYKTIB 3 TOUKH 30py OE€3MEYHOTO
porpaMyBaHHs. Ypa3aUBICTh TepenoBHIOBaHHS Oydepa, psnka Qopmary, HiICUHUCEITBHOTO
MEPENOBHIOBAHHS.

Po3zoin 7. 3axucm 6 onepayiunux cucmemax.

Tema 1. Mooeni 6e3nexu 0CHOBHUX ONEPAYITIHUX CUCTIEM.

Posrnsgarorecst ocHOBHI Mozeni Oesnekn omepaniiiHux cucrem (OC), ix Bpa3auBOCTI;
OCHOBHI OHATT 3axuieHocTi OC Ta MexaHi3MH 3a0e31eueHHs] KOHTPOJIIO JOCTYITY JI0 HUX.

Tema 2. Ananiz 3axuwyeHocmi cyuacHux OnepayiuHux CUcmem.

PosrnsimaroTbest OCHOBHI TEepMIHHM Ta TOHATTS B oOiacTi 3axuiieHnx OC; aHaM3yrOThCS
¢dbynxkuii 6esnexu OC Ha mpuUKIIaIl OJHIET 3 HUX Ta 3aCO0U MIIBHUIIEHHS 3aXUIIEHOCTI CYJacHUX
OC.

Tema 3.Ilpunyunu no6y008u 3aXUCHUX MeXAHI3ZMI8 onepayiunoi cucmemu Linux.

Posrnsinatotbes 0OMIKOBI 3alIMCH KOPUCTYBayiB, IPOLEAYpa peecTpalii, mpaBa AOCTYIY
no (QaiuriB, pO3MEXYBaHHsS JIOCTYyIy, BUKopucTaHHs MexaHidsmMy SUDO, mnoBOIKEHHS 3
0o0’exTamu (ailIoBOi CUCTEMH, MOHTYBaHHS (haliJIoBOi CHCTEMU, KOIIIOBAHHS Ta 3alUC JAHUX,
¢aitnoBi nocunaHHs, Oe3neka QailioBux cucreM ext*fs, OesnmeuHe ympaBiiHHA IpolLiecamu,
CrocoOu aBTOMATHYHOTO 3aIyCKy 1 3YNUHKM IporpaM, 3acoOu B3aeMojli MDK Ipolecamu,
MIPUXOBYBAHHS MPOLECIB, KOHCOJIBbHI aTakH, ayluT MOJii 1 iloro 6e3meka,MepeeBl MOKIUBOCTI
omnepariifaux cucrteM Linux.

Po30in 8. 3axucm ingpopmayii 6 mepesicax ma KOMNOHEHMAX MepexC.

Tema 1. 3acobu 3abe3neuenns be3nexu 8 0OUUCTIOBAILHUX MEPENCAX.

PosrnsmatoTbest  3aranbHi  NPUHOUANKA ~— TOOYIOBH  OOYMCITIOBAILHMX — MEPEXK, 1X
kinacudikairis, MOJEN Ta OCHOBHI MPOTOKOJIM B3a€EMOIi, MOHSTTS MEPEKEBOi ornepaniiHol
CUCTEMU, IPUHITUITN 3a0€3MeUCHHS CTPYKTYpPHOI Ta (DYHKIIIOHATBHOT O€3MEKH MEPEK, IepeBary i
HEJI0JTIKK OCHOBHUX METOJIB KOMYTaIlii, MapIIpyTH3allii Ta J0CTYIYy.

Tema 2. 3acobu 3axucmy 10KATbHUX MePEHC.

Posrnsinatorbes mpuHIMIK TOOYJOBH JIOKATBHUX MEPEX, iX OCHOBHI KOMIOHEHTHU JJIS
CErMEHTHOT OpraHizaimii MepeX, METOJMU JAOCTYNy Ta CTeKH KOMYHIKaIllIiHUX TMPOTOKOJIB,
0CO0IMBOCTI MOOYIOBH OE3POTOBUX MEPEX Ta iX CTaHIApPTH, OCHOBHI BPa3jMBOCTI Ta 3aX0J1
1o 3a6e3mneueHHIo Oe3neku B 6e3JpOTOBUX Mepexax.

Tema 3.Memoou 3abe3neuenns be3neku mepesic npu ix NPUEOHAHHI 00 Mepexci
Iumepnem.

Posrnsimatotbess TpaauuiiiHI METOM 3aXUCTY MEPEX Bill TUMOBUX aTak, aHATII3yIOThCS
THUIIOBI 3arpo3M B Mepexkax 1 MeTOAH iX HelTpanizalii, po3risgatoThCs METOAU MIKMEPEKEBOTO
€KpaHyBaHHS Ha pI3HUX PIBHIX B3a€EMOJIIi MEpEeX Ta IepeBaru 1 HEJOJIKU PIZHUX CXeM
OpanaMayepiB, a TaKOXK METOAM MiABUINECHHS €()EeKTUBHOCTI 3aXUCTy 3 BUKOpUCTaHHAM stealth-
pexXuMy, MbkMepexkeBUx ekpaHiB HoBoro nokoiiiHHSs NGFW, GactioHHux By3JiB Ta METOJIIB
1HTerpalii MbKMepeKeBUX €KpaHiB B PO3MOUICHI MeEpexeBi iHOPACTPYKTypH.

Tema 4. Ocrosu mexnonoeii eipmyanvHux npusamuux mepesic VPN.

PosrnsaaroTeess mpuHUMNM opraHizanii Ta kiacudikanis VPN, ocHoBH iX moOynoBu Ta
BUKOPUCTaHHS, OCHOBHI ITPOTOKOJIHM, 110 3aCTOCOBYIOThCA Mpu 1moodynosi VPN, 1 ocoGnuBocCTi ix
peasizailii Ha KaHaJIbHOMY, MEPEKEBOMY, TPAHCTIOPTHOMY Ta MPUKIIATHOMY PIBHAX.

Po30in 9. Memoou ma mexnonoeii 3axucmy inghopmayii 6 ingpopmayitino-KoMyHiKAYitiHUx
cucmemax.

Tema 1. Mepeoswcesi amaku.

PosrmsinatoTbest cydacHHi cTaH Ta TEHACHIIIT PO3BUTKY MEPEKEBHX aTak, TUIIOBI CIieHapii
ix opraHizaiii Ta eTanu peanizailii, OHTOJIOTiSI MEPEKEBUX aTaK Ta MOKIMBUX 1X HACIIKIB.

Tema 2. Ocrosu nobyoosu cucmem GUABIEHHSA AMAK i BMOPSHEHb.
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PosrnsgaroTbess MozieNni CUCTEM BUSIBJICHHS aTak 1 BTOPTHEHb Ta KiacH(ikaiis Takux
CUCTEeM, OCOOJMBOCTI peaii3allii CHTHATypHOTO aHali3y Ta CHUCTEM BHSBJICHHS aHOMAJIH,
aJIbTEpPHATHBHI METOJM BUSBJICHHS aTakK i BTOPIHEHb 3 BUKOPUCTAHHSAM TEXHOJIOTIA IITYYHOTO
IHTENIEeKTyY, CHCTEMH aHalli3y 3axuIneHocTi, oOmManHi cuctemu (paddingcells) 1 xocTu-nmpuManku
(honeypot), peanizamis KOMEpLIHHMX CHUCTEM BHUSBJICHHS BTOPrHEHb HA TPHKIAAI PIlICHb
KoMITaHii Symantec.

Po3zoin 10. Ynpaesninua mepesicesoro beznekoro.

Tema 1. 3abesneuenns 3axucmy ingpopmayii npu BUKOPUCTNAHHT XMAPHUX MEXHONOI.

PosrnsgaroTbess 0COOIMBOCTI 3aCTOCYBaHHS METO/IB 3a0€3MeUYeHHs 3aXucTy iHdopmarrii

Tema 2. ¥Ynpaeninusa cucmemoro mepexicesoi beznexu.

PosrnsimaroTbcsi OCHOBHI 3aBJaHHS TOOYIOBH 1 YIPaBIiHHS KOMIUIEKCHOIO CHCTEMOIO
MepekeBoi 0Oe3meKku, IHTerpamii 3aco0iB  MepexeBoro albo CHCTEMHOTO YIpaBIIHHS 3
MeXaHI3MaMH YIIPaBJIiHHA 3ac00aMH 3aXHCTY.

3. CTpyKTYypa HABYAJIBLHOIL AN CHUIJIiHA

Hazsu po3nainis KinekicTs TOIUH
neHHa Gopma 3aouyHa hopma

YCBOTO y TOMY YHCI1 YCBOTO y TOMY YHCIIi
a1 | m | mab. | =IO | C. p. n| o | mab. | iHA. | C. p.
1 2 3141 5 6 7 8 9/10| 11 | 12 | 13

Po3ain 1. Beryn o 6a3 qanux
Pazom3aposgimom1 | 8 | 6| | \ | 2 | | ] \ \
Po3nain 2. Pensmiiiai CYB/]
Paszom 3aposnitom?2 | 66 |18 8 | 22 | | 18 | | ] \ \

Po3ain 3. OcaoBu NoSQL 6a3 manux

Pasomzaposmimom3 | 10 | 4| | | | 6 | L] | |

Po3ain 4. OcHoBu noOynoBH Ta 0coOIMBOCTI ekciutyaraii cydacHux CYB/, siki po3paxoBaHi
Ha 0arato KOpUCTyBayiB

Pasomzaposmitom4 | 22 | 8 | 6 | | | 8 | L] | |

Po3nin 5. OcHoBu 3axucty B CYB/]

Pasom 3aposmitom5 | 44 [12] 2 | 10 | | 20 | ] | |

Po3aia 6. 3axuct nporpam Ta JaHUX

Pasom3aposmitom6 | 34 [14[6 ] 2 | | 12 | I | |

Po3pin 7. 3axuct B onepaniifHux cuctemMax

Pasom 3a posmitom 7 | 116 [ 34 [18] 22 | [ 42 | I | |

Po3ain 8. 3axuct iHpopmallii B Mepexax Ta KOMIIOHEHTaX MEpex

Pazom 3aposnitom8 | 62 [18] 6 | 12 | | 26 | L] | |

Po3ain 9. Meroau Ta TexHoorii 3axucty iHdopmartii B iHpopManitHO-KOMYHIKaI[IHHUX
cucreMax

Pasom3aposmitom9 | 18 | 4 | 4 | | | 10 | I | |




Po3ain 10. YipasniHHA MepexeBoI0 0e3MeK00

Paszom 3a pozmimom 10| 10 2 | 2 6
Yevozo 200un 390 [120|52 | 68 150
4. Temu cemiHapcbKHUX (IPAKTUYHHUX, JIa0OPATOPHHUX) 3aHATH
Ne HasBa remu KinpkicTh
3/m T'OJIUH
1 | KonnenryanbHe i JIOTi4HE TPOEKTYBaHHS 0a3u JaHUX 6
2 | Ocuoru pobotu B cepenosuiii CYB/] Microsoft Access 2
3 | IlpoexryBanHs 0a3u TaHUX HA OCHOBI MPUHIIMITIB HOpMaJTi3amii 4
4 | BukopucraHHs onepaTopiB MOBH BU3HAUY€HHS JaHUX MOBH SQL 2
5 | BukopucranHs oneparopiB MOBH MaHINMyJIlOBaHHs JaHMMH MoBH SQL. 4
6 | Po3poOka ekpanHux (Gopm s poOOTH 3 0a3010 TaHUX B CEPEIOBHIII 4
Microsoft Access
7 | Po3poOka 3BiTiB y cepenonuii Microsoft Access 4
8 | Ycranoska Oracle Server i Oracle Client aza OC Windows 2
9 | Ocuosu pobotu 3 PL/SQL Developer 4
10 | Cucrema Gesnekn Microsoft Access 4
11 | AnminictpyBanns 6e3neku CYB]] Oracle 4
12 | Hludppysanns 8 CYB]] Oracle 3a nornoMororo craniapTHHX MaKeTiB 4
13 | CriocoOu BUSIBIICHHS BipyCiB 2
14 | Mogeni 6e31eKu OCHOBHHUX OTEpaIliiHIX CHUCTEM 4
15 | AnHani3 3aXMIIEHOCTI CyJYaCHUX OTIEPAIIHUX CUCTEM 6
16 | [IpuHnunu moOynOoBM 3aXWCHMX MEXaHI3MIB OMEpaIliifHOT CHCTEeMHU 36
Linux
17 | 3acobu 3abe3nedeHHs OE3MEeKH B 0OUNCITIOBAIBHIX MEPEKax 2
18 | 3acobu 3axucTy JJOKAIBHUX MEPEK 2
19 | Meroau 3a0e3mnedeHHs OE3MEKH MEPEeX MPHU iX MPHUETHAHHI O MEPExXi 10
InTepuer
20 | OcHOBH TEXHOJIOTIi BIpTyaJIbHUX MPUBAaTHUX Mepex -VPN 4
21 | MepexeBi aTaku 2
22 | OcHoBHM NOOY/IOBM CHCTEM BUSIBIICHHS aTaK i BTOPrHEHb 2
23 | 3abesmeueHHs 3axuCTy iHGOpMaIli NMpU BUKOPUCTAHHI XMapHHUX 1
TEXHOJIOT1H
24 | YopaBniHHS CUCTEMOIO MEPEKEBOi Oe3MeKn 1
Pazom: 120
5. 3aBaHHA 1)1 caMOCTiliHOI podoTa
No B ) o Kiunpkicth
UM, 3MICT CaMOCTIHHOT poOOTH
311 T'OJIMH
1 |Beryn no 6a3 nanux 2
2 |OcHOBHU IPOEKTYBaHHsI 0a3 JaHUX 5
3 |OcHoBu MoBHu SQL 8
4 |Beryn 1o NoSQL 6a3 nanux 6
5 |OcHoBu noOya0BH Ta 0cobaUBOCTI ekcryaTanii cyyacHaux CYB/], siki 8
po3paxoBaHi Ha 0arato KOPUCTyBaviB
6 |OcHoBu 3axucty B CYB/] 5
7 |Kypcosa pobora 20
8 |3axucT mporpam Ta JaHuX 12
9 |Mojeni 6e31ekr OCHOBHHX OINEPALIHUX CUCTEM 8




10 |Anaii3 3aXHIIEHOCTI CyYaCHUX ONEPALIHUX CUCTEM

11 |[IpunHuunu noOyI0BH 3aXMCHUX MEXaHI3MIB onepatiiiHoi cuctemu Linux

12 |3acobu 3a06e3neueHHs Oe3MeKn B 0OUMCIIIOBATIBHUX MEpekKax

13 |3acobum 3axHCTy JTOKATBHUX MEPEK

DO O[O

14 |Metoau 3a0e3nedeHHs Oe3neKn Mepex NpH iX IpUeIHAHH] 10 Mepexi
InTepner

15 |OcHoBu TexHOJIOTI BipTyanbHUX MpuBaTHUX Mepex VPN

16 |MepexeBi araku

17 |OcHoBu MoOYyJOBH CHCTEM BUSIBJICHHS aTakK i BTOPTHEHb

18 |3abe3nedenns 3axucTy iHpOpMaIii Ipyu BUKOPUCTAHHI XMApHUX TEXHOJIOTIH

WwWwo|h~[0o

19 |YnpaBniHHS CHCTEMOIO MEPEKEBOT OE3MEKH

20 |KypcoBa pobora 20

Pazom: 150

6. InauBinyanbHi 3aBIaHHS

[HmuBinyanpHe 3aBAaHHS — 2 KypCOBi poOOTH 3 JUCIUILIIHE Y 6, 8 ceMecTpax.

VY 6 cemecTpi KypcoBa po0oTa, OB’ sA3aHa 3 TeMaTHKO0 «P0o3poOku 6azu naHux KomMmaHii
(opranizartii, ycTaHOBH) i3 3a0€3MEYCHHAM 3aXHCTY 11 JTAHUX).

CyTb 3aBAaHHS, 10 BUKOHYETHCS B KypCOBii po0OTI, moJisrae y po3poomi b/l mis motped
KOMITaHil (oprauizailii, yCTAaHOBH), JTOCITI/DKEHHI 3MICTY €IEMEHTIB CHCTEMH 3aXUCTY JaHHUX Oa3u
1 00IpYHTYBaHH1 BUMOT JI0 X BUKOPUCTAHHS B KOHKPETHUX YMOBaX (PyHKIIOHYBaHHS.

VY 8 cemecTpi KypcoBa poOoTa, OB’ s13aHa 3 TeMaTHKO «MeTtoau 1 3aco0u 3a0e3nedeHHs
Oe3IeKu MpH nepeavi TaHuX B JOKATBHUX 1 TJIO0ATBHUX MEpexKax».

CyTb 3aBHaHHS, 0 BHKOHYETHCS B KypCOBi poOOTI, MOJIATAaE y TPOBEACHHI aHATI3Yy,
CHUCTEMAaTH3yBaHHI Ta y3araJibHeHH1 iH(opMallii 3a 00paHO TEeMaTHKOIO, OOTPYHTYBaHHI Ta
(hopmyTIOBaHHI MPOTIO3HINIA 3 HAWKPAIIIOTO BUPIIICHHS 3a/1a4i, 10 PO3IJISIIA€ThCA.

7. MeToau HAaBYAHHSA

SIk mpaBHIIO JICKIiiTHI Ta MPAKTHYHI 3aHATTS POBOJATHCS ayUTOPHE. B yMoBax il kapaHTHHY
3aHSITTSI IPOBOJITHCS BIMIOBiHO 110 Haka3y pekropa XapKiBChbKOTO HAI[IOHAILHOTO YHIBEPCUTETY
imeni B.H. Kapasina (ayauropre abo muctaHIiiHo 3a momomMororo miardopm Google Meet abo
Zoom).

8. MeTou KOHTPOJTI0

KoHTpoJsib 3aCBO€HHS CTyIEHTAMH HABYAJIBHOTO MaTepially Ha JICKIIHHOMY 3aiHSATTI
3MICHIOETHCS IIJIIXOM KOHIIGHTpAIlli yBaru CTYACHTIB TMOCTAHOBKOK IUTaHb 3a paHillie
BHUBUYCHHM MaTepiajioM, TIOB'I3aHUM 3 TEMATHKOO JICKIIIi.

Ha naGoparopHux Ta MNpaKTHYHUX 3aHATTSAX KOHTPOJIb 3aCBOEHHS CTYICHTaAMH
HaBYAJILHOTO MaTepiany 3IIHCHIOEThCS NUIAXOM OIIHKK SKOCTI O(QOpPMIICHHS 3BITY 1 HOTO
3axucTy. PiBeHb 3HaHb, MPOJIEMOHCTPOBAHUIN CTYJIEHTaMU MpU O0(OPMIIEHHI 1 3aXUCTI 3BITIB 3
71a00paTOPHUX Ta MPAKTUYHUX 3aHATh OL[HIOETHCS OKPEMO ISl KOXKHOTO 3aHATTS KUIBKICTIO
OairiB BIAMMOBIAHO [0 HaBeAEHOI HUKYE TaOIHI.

KoHTponib 3aCBOEHHS CTYJEHTAaMH HaBYAJIbHOTO MaTepialy 3/iHCHIO€ThCS Ha 3-X
KOHTPOJIBHUX  po0oTax, 110 TnepeadayeHi HaBYaJIbHUM  IUIaHOM. PiBeHb  3HaHb,
MPOJIEMOHCTPOBAHUM CTYJICHTaMHU Ha KOXHOI KOHTPOJIBHI POOOTI OIHIOETHCS KUIBKICTIO
0ariB BIAMMOBIAHO [0 HAaBEIEHOI HIKYE TAOIHI.

IIpy BUKOHAHHI KYpPCOBHUX pOOIT KOHTPOJIOETHCS PIBEHb 3aCBOEHHS CTYACHTaMH
CHCTEMHOI0 pO3yMiHHS mpoOiemu. bamum 3a KOXHY KypcoBy poOOTY CKJIaJalOThCs 3
po3paxyHky: 12 6aiiB 3a 3MICT 1 aKypaTHICTb O(GOPMIIEHHS PO3PaXyHKOBO-TOSICHIOBAIBLHOT
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3anmucKy (BIAMOBIIHO O BUMOT METOJIUYHHUX BKA3iBOK MO O(OPMIICHHIO KypcOBOi poOOTH) 1 8
0axiB 3a 3aXUCT KypcoBOi poOoTH. MakcuMasbHa KUIBKICTh OalliB 3a KOKHY KYypCOBY poOOTy
cxiazae 20 6anis.

MakcuManbHa KUTbKICTh 0alliB 3a pe3yabTaTaMi KOHTPOJIO HOTOYHOIT YCHIIIHOCTI CKIIaJae
60 Gauis.

Tabmurs 8.1 — Po3mopin 6aniB, Kl OTPUMYIOTh CTYACHTH 32 PE3yJbTaTaMH KOHTPOJIIO
MOTOYHOI yCHIIIHOCTI

Bua 3aHATTS / KOHTPOJIBLHMUIA 3aXia Oninka O,

6 cemecTp

lpaxmuuni 3anamms
KonmenTyainpHe i JIoriuHe MpOeKTyBaHHs 0a3u JaHUX | 6
Jlabopamopni 3anamms

OcnoBu po6otu B cepenopuiiti CYB/] Microsoft Access 2
[IpoexryBanHs 0a3u JaHUX HA OCHOBI IPUHIIMITIB HOpMaJTi3allil 4
BukopucTanHsi orepaTopiB MOBU BH3HAYCHHs JaHUX MOBH SQL 3
BukopucranHs onepatopiB MOBH MaHIIyJIIOBaHHS TaHUMHU MOBU SQL. 3
Po3pobka exkpanHux GopmM st podboTH 3 6a3010 TaHUX B cepenopuil Microsoft | 3
Access
Po3po0Oka 3BiTiB y cepenoBui Microsoft Access 3
Cucrema Oesnieku Microsoft Access 2
AnwminictpyBanus 6esneku CYB]] Oracle 3
HIudpysanns B CYB]] Oracle 3a jgornomMoror cTaHIapTHHX MaKeTiB 3
Koumponvna poboma
KonTponbsHa podota 1 | 8
Kypcosa poboma

Kypcosa pobora 1 20

Bcewvoeo 3a cemecmp | 60

7 cemecTp
Ipaxmuuni 3anammsi

Criocobu BUSIBIIEHHS BipYCiB 10
Mopeni 6e3mekr OCHOBHUX OIEPAIIHHIX CHCTEM 10
AHai3 3aXHIEHOCT] CyJaCHUX ONEPAIIHHIX CHCTEM 10

Jlabopamopni 3anamms
[TpuaIMIM nNoOy0BY 3aXUCHAX MEXaHI3MIB olepamniiHoi cuctemu Linux | 60
Konmponvna poboma
KonTponsHa pobota 2 10
Bcwvozo 3a cemecmp | 100

8 cemecTp

Ipaxmuuni 3ansamms
3acobu 3a0e3neueHHs Oe3MeKn B 00UNCIIOBAIBHUX Mepexax
3aco0H 3aXUCTY JIOKATBHUX MEpex
OcHoBH TexHONOTii BipTyaJpbHUX npuBaTHUX Mepex VPN
OcHoBU 110OYZOBH CHCTEM BUSIBJICHHS aTaK 1 BTOPTHEHb
3a0e3nedyeHHs 3aXuCTy iH(popMmalii mpy BUKOPUCTaHHI XMapHUX TEXHOJIOT1H
YnpaBiaiHHS CHCTEMOIO MEpEXeBOi Oe3nekn
Jlabopamopni 3ausmms
Meronu 3a6e3nedenns Ge3neKH Mepek IpH iX IpHeIHAHHI 10 Mepexi Intepuer | 16
Kypcosa poboma
Kypcosa pobora 2 | 20
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Bcbozo 3a cemecmp | 60

3rigHo pimeHHI0 Kadenpu Oe3mneku iHPOpPMaiHHUX CHCTEM 1 TEXHOJOTIH 10 ICIUTY He
JOIMyCKAIOTBCS CTYIEHTH, IO HE 3aXMCTUJIM 3BITH 3 MPAKTUYHUX, JTaOOPAaTOPHHUX 3aHATH, HE
Opasiu y4acTh y BUKOHAHHI KOHTPOJIBHUX POOIT 1 HE 3aXHCTUIIN KYpPCOBY pOOOTY.

[TimcyMKOBHI KOHTPOJIb 3AIHCHIOETHCS IIISTXOM ITPOBEJICHHS iCITUTY.

Ex3amenamiiinuii Oiner BKJIIOYA€E JBa TEOPETHYHUX 1 OJHE MPAKTUYHE IHTAHHS.
TeopernyHi mUTaHHS OLIHIOIOTHCA B 13 OaniB KOXKHE, MpakTHYHHUNA — B 14 GaiB.

MaxkcuManbHa KUTBKICTh OaTiB 3a pe3yIbTaTaMu icTIUTy ckiaaae 40 Oaiis.

MakcuManbpHa KUIBKICTh OalliB 3a pe3yiabTaTaMd BHUBYCHHS IUCHHMILIIHU ckiamae 100

OaiiB.
6 cemecTp
Pazom cyma
. . Kourtponsha pobora, Gaip y 3aranbpHa
Banu 3a moToOUHMI KOHTPOJIb 3HAHB MO PO3/ijaaM Kypcosa . |Icmur
nependaveHa cemecTpi cyma
MPOTSTOM CEMECTPY pobota .
HABYAJBHIM ITAHOM GaiB
Pozmin 1,2 Po3nin 3,4, 5
24 8 8 20 60 40 100
7 cemecTp
. . KontponbHa poborta, 3aranbHa cyma
Baiu 3a moTOYHMI KOHTPOJIE 3HAHB MO PO3/IiIaM Kypcosa | Pazom cyma .
nependaveHa . OautiB
MPOTSATOM CEMECTPY pobota OamiB y
HaBYaJIbHUM IIJIaHOM .
cemecTpi
Po3zin 6 Pozpin 7
10 80 10 100 100
8 cemecTp
Pazom cyma
. . Kontponsha poborta, Gaib y 3aranbpHa
basn 3a oTOUHMI KOHTPOJIb 3HaHb 110 PO3LIaM Kypcosa . [lemut
nepenbadeHa cemecTpi cyma
MIPOTATOM CEMECTPY pobota .
HaBYaJHHIM IUTAHOM OaiB
Pospin 8 Poszain 9 Posmin 10
18 10 4 8 20 60 40 100

Kpurepii ouiHioBaHHs

KpuTepii o11iHIOBaHHS 3HaHb CTYJCHTIB 32 BUKOHAHHS MMPAKTUYHUX, TAO0OPATOPHUX 3aHATh

Busnauenus

KinekicTs OamiB

3aBaHHs 3 MPAKTHYHOTO, TAOOPATOPHOTO 3aHATTS BUKOHAHO CAMOCTIHHO B
MOBHOMY 00cCs3i. 3BiT 0oGOpMIIEHHH aKypaTHO BiANOBITHO JO BHMOT
METOJIMYHUX BKa3iBOK. IIpW 3axucTi 3BiTYy MOKa3aHO pO3yMIiHHS CYTi 1 3MICTy
MIPOBEACHUX JTOCTIKEHb

Nmax

3aBiaHHs 3 MPAKTUYHOTO, JIA0OPATOPHOTO 3aHATTS BUKOHAHO CAMOCTIMHO B
MOBHOMY 00cs3i. 3BIT oQOpMIIEHHWH OCTaTHBO aKypaTHO BIAINIOBIIHO 10
BHMOT METOJMYHHUX BKa3iBOK. [Ipm 3axwmcTi 3BiTy Oynu BUsBIEHI HE3HAUYHI
MIOMMJIKH Y 3HaHHI TEOPETUYHOI0 MaTepiaty

3aBraHHs 3 MPAKTHYHOIO, JIAOOPATOPHOr'O 3aHSTTS BUKOHAHO B IIOBHOMY
o0cs3i. 3BiT oopMiIeHHI JOCTAaTHHO aKypaTHO, B OQOPMIIEHHI 3BITY €
He3HauHi Henomiky. IIpu 3axucTi 3BiTY Oynu BUSBIICHI HE3HAUHI TTOMMIIKH Y
3HaHHI TEOPETUYHOT0 MaTepiary

3aBmaHHs 3 TMPAKTUYHOro, JabOpaTOpHOro 3aHATTS BHUKOHAHO. 3BIT
ohopmiieHHit 3 moMuiIKamu 1 HeponikaMu. [Ipu 3axucTi 3BiTy Oynu BUsIBIIEHI
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CyTTeBi IIOMWJIKHA Y 3HAHHI TCOPETUIHOI' O MaTepiany

* Nmax — MakCUMaJlbHa KUIBKICTb OalliB JUIs BIAIOBIIHOIO 3aHATTS BIANOBIAHO A0 Tabauui 7.1.

Kpurepii o11iHIOBaHHS 3HaHb CTYJICHTIB 32 BUKOHAHHS KOHTPOJBHINA pPOOOTH

Busznauenns KinbkicTh OaniB
Kontponrsna | Kontponsna | Kontponbaa
pobora 1 pobora 2 pobora 3
Jlani mOBHI BIAMOBIAI HAa KOKHE IHTAHHS II0Ka3aHO 8 10 8
TBEpJIe 3HAHHS HaBYAJIBHOTO MaTepially, po3yMiHHS CyTi
MOCTAaBJICHUX THTaHb, 3pOOJIEHI TMOBHI 1 TpPaBUIIbHI
BHCHOBKH
V BIANOBIAAX HA IIOCTABJIEH] IMUTAHHS IIOKA3aHO 3HAHHSA 5-7 7-9 5-7
HaBYaJILHOTO MaTepiajy, PO3yMIHHS CYTi MOCTaBJICHUX
MUTaHb 32 HASBHOCTI HE3HAYHHMX ITOMHIIOK 3pOOJIeHi
JIOCTaTHBO TIOBHI 1 IPaBWJIbHI BUCHOBKH
V BIANOBIAAX HA I[IOCTaBJIEHI IMTAHHS IIOKAa3aHO 2-4 4-6 2-4
JOCTAaTHHO 3HAHHS HABYAJBHOrO Marepiaay I[pH
HASBHOCTI CYTTEBHUX ITOMUJIOK, 3pO0JICHI BUCHOBKH
VY BIANOBINAX IMOKAa3aHO PO3YMIHHS CYTi ITOCTaBIEHUX 1 2-3 1
MUTaHb 3a HASABHOCTI MPHUHIMIIOBUX IIOMUJIOK IIpH
pillleHHI TPaKTUYHUX 3aBJ[aHb, BI/ICYTHI BUCHOBKU
VY BIANOBIISAX HAa MOCTABIICHI MUTAHHS TOKa3aHO clIa0Ki 0,5 0,5-1 0,5
3HaHHS HABYAJLHOTO MaTepially TIpH  HAasIBHOCTI
TIPUHITATIOBUX ITOMUJIOK, BIICYTHI BUCHOBKH

Kpurepii o1iHIoBaHHS 3HaHb CTYACHTIB 33 BUKOHAHHS KypCOBO1 poOOTI

Busnauenus

KinekicTs 6amiB

3aBHaHHA Ha KypCcOBY poOOTYy BHKOHAHO aKypaTHO B TOBHIM BiIIIOBITHOCTI 3
BHMOI' METOANYHHX BKa3iBOK. CTyAE€HTOM IIOKa3aHO TBEPAl 3HAHHS HAaBYaJIbHOI'O
MaTepiary, BMIHHS 9iTKO 1 CTHCIIO BUKJIAJJATH OCHOBHI pe3yIbTaTH JTOCTiHKEHHS.

20

3aBHaHHA Ha KypcOBY pOOOTY BHKOHAaHO IOCHTH aKypaTHO, ajieé HE B IOBHii
BIMOBIIHOCTI 3 BHMOTaMH METOJMYHUX BKa3iBOK. CTyJEHTOM MOKa3aHO
JOCTaTHRO TBEPAl 3HAHHS HABYAILHOTO MaTepiaixy 1 BMIHHS CTHCIIO BHKJIAJATH
OCHOBHI pe3ynbTaTH TOCTiHKEHHS.

12-19

3aBgaHHA Ha KYpCOBY POOOTY BUKOHAHO HE B TOBHIH BiAIIOBITHOCTI 3 BUMOT'aMH
METOJUYHHUX BKa3iBOK. CTyIEHTOM IIOKa3aHO HE JOCTaTHBO TBEPHAi 3HAHHS
HaBYAJIBHOTO MaTepiaiy 1 BMIHHS BHKJIAJaTH OCHOBHI pe3yIbTaTH JTOCTiKESHHS.

4-11

3aBgaHHA Ha KypCcOBY pOOOTY BUKOHAHO HE B IMOBHIN BiJIOBiTHOCTI 3 BUMOTAMH
METOAWYHMUX BKa3iBOK. CTyHE€HTOM TIIOKa3aHO cJabKi 3HAaHHS HaBYaJIbHOIO
MaTepialy 1 HEBMIHHS BHKJIAJaTH OCHOBHI pe3yJbTaTH JOCHIIKEHHA. Y
PO3paxyHKOBO-TIOSICHIOBAJIBbHII 3aIUCI € CYTTEBI TOMMIIKH

Kpurepii o1iHIoBaHHS €K3aMeHaI[IfHUX pOOIT CTY/IEHTIB

BusnaueHus KinpkicTs 6amniB
[Ipn BiAmoBimi Ha eK3aMeHaliiHWN OUIeT NHTaHHS BHUCBITIEHI 40
MIOBHICTIO, 3aBJaHHSI BUPIIIICHO MPaBUIHHO, 3p00JIeH] BUCHOBKHU
[Ipy BigmoBimi Ha eKk3aMEHAIIHHUN OUIET NHUTaHHS JOCTaTHHO 35-39

3aBaaHH HC3HAYHUMHU

BHCBITJIEHI, BUPIIICHO MNPAaBUIBHO 3
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MTOMMJIIKAMH, 3p00JIeHI BUCHOBKH
[Ipu BiAMOBimI HA eK3aMEHAI[IHWI OUTET TUTaHHS BHUCBITJICHI 3
MOMMJIKAMH, 3aBJaHHS BHPINICHO MPaBHIBHO 3 HE3HAUYHHUMH 25-34
nmoMmiIKamMu. 3po0JieHi HeMTOBHI BUCHOBKHU
[Ipu BigmOBimI Ha eK3aMEHAIIHWI OUIET TUTAaHHS BUCBITJICHI 3
CYTTEBUMH MOMMJIKAMHU, 3aBJIaHHS BUPIIICHO 3 MOMUWIKaMH. 3po0ieHi 15-24
HEIMOBHI BUCHOBKH
[Ipu BigmOBimI Ha eK3aMEHAIIMHWIA OUTET TUTAaHHS BHUCBITJICHI 3
CYTTEBUMHU TIOMWJIKAMHM, 3aBJaHHS BHPIIIEHO 4YacTKOBO abo He 1-14
MOBHICTIO. BUCHOBKYM HEMOBHI a00 BifICYTHI
IIkana owiHIOBaHHS
. : . Omuinka
Cyma 6atiB 3a BC1 BUAM HABYAIBHOT : _' _
JISTBHOCTI MPOTATOM CEMECTPY JUIL 9OTUPBOXPIBHCBO1 MIKAJIM OIIHIOBAHHSA
(icuT)
90 — 100 BiIMIHHO
70-89 no0pe
50-69 3aI0BUIBHO
1-49 HE3aI0BUILHO
Cyma 6aitiB 3a BC1 BUJIM HABYAJIbHOT Ormiaka
TISUTBHOCTI IPOTATOM CEMECTPY JUTSI IBOPIBHEBOT IIKAJIA OIIHIOBAHHS
50 - 100 3aJ0BUILHO
1-49 HE3aI0BUILHO
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