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BCTYII

IIporpama HaB4anbHOI JHCHUIUTIHH «MOHITOPHHT Ta ayauT I1HQoOpMaIliHo-
VIPaBIAIOUNX CHCTEM» po3podiieHa BUIMOBLUIHO JIO OCBITHBO-TIpOQeciiiHOI  IporpaMu
MITOTOBKH APYTOTo (MaricTepchKoro) piBHA creriaabHocTi 123 «KoMIT toTepHa IHKEHepis».

1. Onuc HABYAJIBHOI JHCHHILTIHH

1.1. MeTa BUKJIaIaHHA HABYAIHHOI JUCITHILTIHH.

MeTor0 BUKIAaHHS JUCIUIUIIHU € — 3aCBOEHHSA CTYJCHTaMH 3HAaHb IIPO IPOIEAYpPH Ta
IHCprMeHTII TNPOBE/ICHHS ayUTy 1Ht1)0pMau1m10 -YIPaBIAKOUHX CHCTEM, opMyBaHHS HaBHUOK
3 a”aui3y Ta OIUHKH pe3y/IbTaTiB MOHITOpPH{Fy 1HpopMalIiiiHol  Oe3leKH, po3poOKH
pe3yIbTaTHBHUX 3aX0/iB IT-KOHTpOIIIO, a TaKoXkK MIITOTOBKH KOPIIOPAaTHBHHX ILIAHIB PO3BUTKY
aBTOMAaTH30BaHHX CHCTEM.

Buknamagag JUCIHIUIIHE Hepe,u6ar1ae THO€HAHHS q)yH,uaMeHTaJIBHm HIATOTOBKH B
00macTi 1Hq)0pMaumHHX TEXHOJIOT1l 3 BUBYCHHSIM METOJHK 1 CIeliadi3oBaHHX IIPOTpPaMHUX
MPOAYKTIB ayIUTY IH(POPMAIIITHIX CHCTEM.

O0'eKkTOM BHUBUEHHS JAUCIHIUIIHE € — MoJiell Oe3meku iHdopMaIlli, a TakKoK II0B’I3aH1 3
HIMH METOJXH IIPOBEJEHHA ayauTy thpopMauifmo-ynpaBﬂmotum CHCTEM Ta JOCIITKEHHS
mporecy 3axuHCTy 1HQopmari; MeToan il aJropUTMH OIIHKH e(eKTHBHOCTI TPOBEICHIX
ayIUTOPCHKUX TIpOLeayp, MeTONM IJIeHTHdIKamii 3arpo3 B 3ajadyaX MOHITOPHHTY 1
MIPOTHO3YBAHHS CTaHy 1H(opMaIiiiHoi Oe3MmeKH.

IIpeaMeTroM BHBYEHHS NUCIHHIUIIHM € — CTAaH OpTaHI3aIlliHUX, 1HGOPMAaIIHUX Ta 1HIITHX
XapaKTepHCTHK KOMII'FOTepHUX CHCTeM, SKI 3HAXOASAThCS B cdepl ayIUTOPCHKOI OIHKH PIBHS
0Oe3IeKN.

1.2. 3aBgaHud HaBYAILHOI JUCITHIDIIHI.

3aBJaHHIMH HaBUYAIbHOI THCITHIUTIHNA € BUBUEHH:

— OCHOBHHX ITOHATH ayIUTY Ta MOHITOPHHTY 1H(POPMAITIITHO-YIIPaBISIOIHX CHCTEM;

— MPOIECHOTO MAXO0IY A0 OopraHizallli 1H(popMaIlliiHOi 0e3IeKH;

— OCHOBHHX BHMOT JI0 3MICTY ayIUTy 1HQOpMAIIiTHIX CHCTEM;

— OCHOB KOHTPOJTIO Ta IEPEBIPKH YIIPaBIAIOIUX MPOIECIB Ta CHCTEM;

— TIpoIecy KOMIUIEKCHOTO 0OCTEeKeHHS Ta METO/IIB OIIHIOBAaHHS 1H(OpPMAIIIITHOT Oe3MeKH;
— CTaHIApTIB Ta HOpMaTHBIB MpodeciitHoi mpakTuku IT-aymTy.

1.3. KUIbKICTh KPEIHTIB — 6.

1.4. 3araipHa KITKICTh roauH — 180.

1.5. XapakTepHcTHKa HaBIAIbHOI JIUCITHILTIHH
3a BHOOpOM
JlerHa ¢opMa HaBUaHHS | 3aouHa (muEcTaHMiiTHA) hopMa HAaBIAHHS
Pik miaroToBku
1-it | 1-it
Cemectp
1-it | 1-it
Jlexnii
32 rox. [ 32 rox.
IIpakTH4H1, ceMIHAPCHK1 3aHATTA
16 rox. | 16 rox.
JlaGopaTopH1 3aHATTS
0 ro. | 0 To.
CamocTiitHa poboTa
132 rom. | 132 rom.
IHnuB1yaIbHI 3aBAaHHA
0 romn.




1.6. 3arutaHoBaH1 pe3yJIbTaTH HaBUAHHA
BiamoBigHO 10 BUMOT OCBITHRO-KBaIi(piKaIiiiHOTO pIBHS MIATOTOBKH 3a pe3yIbTaTaMH
BHUBUYEHHS IMCIUIUTIHH CTYJICHTH TOBHHHI —
3HATH:
- OCHOBHI IIOHATTA ayIuTy 1H(GOPMAITIITHUX CHCTeM Ta 1HGOpMAaIiTHOI Oe3IeKIt;
- METOJH aHaIi3y Ta OIIIHKH 3aXHUIIeHOCTI aBTOMAaTH30BaHNX H()OPMAIIHHIX CHCTEM;
- HaIllOHAJIBHI Ta MDKHApOJHI CTaHJApPTH B Taay3l mnpoBejeHHs [T-ayauty Ta OIUHKH
Oe3mexu HGOPMaIIHUX CHCTEM;
- IIpaBOBI OCHOBH ayIUTY 1HQOPMAITIIHIIX CHCTEM;
eTallu Ta MpoIeypH ayAuTy 1H( OpMaIliiTHO-YIPAaBISIOYHX CHCTEM;
MepelTiK MOAKINBHX 3arpo3 1H(opMaIliiHii 6e3Mell Ta NUIIXHT iX Mo0TaHHS,
OCHOBH ympaBiiHHA [T-IpoexTaMu;
- METOJOJIOTIIO CTPAaTeTIIHOr O IIaHyBaHHA HGOpMaIlitHO1 Ge3meK;
- METOJH IepBHHHOI OIIHKH BIJIMOBOCTIHKOCTI CHcTeM IH(OpMaIIiitHoi Oe3ekn;
MeToJIH MoOyI0BU Oe3MeTHHX 1H(POpMAIIHHUX CHCTEM;
OCHOBHU KOHTPOITIO MpoIieciB B iHPOPMAITIITHIX CHCTeMaX;
- eTamu TIpollecy KOMIUIEKCHOTO OOCTeXeHHS I1H(QOpMAIIHUX CHCTEM KOMEPIIITHIX
MIIPHEMCTB;
YMIiTH:

JOCTIIKYBaTH OTPHMaHI1 OIIHKH 1H(QOopMaIIiitHo1 6e3meK;
- OmiHIOBaTH pesynpratn IT-ayaury;
PO3PI3HATH THITH 3arpo3 1H(opMaIiitHi oe3merri
BHKOPHUCTOBYBATH IIPOLIECHHIT MIJIX1]1 IO OpraHi3alli HdopMaIliiiHoi 0e3meKH;
- BHKOPHCTOBYBaTH BIJIOMI METOJH KUIBKICHOI OIIHKH ITOKa3HUKIB 1H(OpMaIiiiHoi
Oe3IeK;
- IIATOTOBIIOBAaTH 3BIT 3 BHCHOBKaMH IT-ayauTy Ta MOMIHBHMH pPEKOMEHJAIIIMH 3
MIBUINEHHS 1HGOpMaIliiHo1 Oe3meku;
OPHI0ATH HABHYKH:
- pO3poOKH KOMITOHEHTIB CHCTeM 1H(OopMaIiiiHoi 0e3MeK;
- 3aCTOCYBaHHS HOPMaTHBHUX JIOKYMEHTIB, CTaHIapTIB Ipu IpoBeeHHS IT-ayauTy;
MAaTH YSIBJIeHHS:
- 1Ipo ocobmBoCTI MpoBeneHHs [T-ayauTy B €BpoIeiichKIX KpaiHax;
- TIpo 0coOJIHUBOCTI MOOYI0BH Mojieeil Oe3medHux HGOPMaiiHUX CHCTEM B 3alIeKHOCTI
B1JI MacmITady O13Hec-IIpoIIeciB.

2. TeMmaTHYHHH IVTAH HABYAJIBHOL JUCHUILTIHA

Poszoin 1. IIpaxmuura memoodonocia IT-ayoumy.

Tema 1. Berym: aktyamsHicTs IT-aynuty, 3aBnanns [T-ayauropa.

IlepenyMoBH BHHHUKHEHHS Ta eTamd po3BHUTKY KoHmemrii IT-aymuty. IT-ayaur sk
KIIOUOBHUI KOMIIOHEHT 3a0e3ledeHHS AKOCTI IHGOpPMAIUHHX CHCTeM. Y3arajibHeHa
knacudikarig BuaiB IT-aynutie. HopmatuBHO-TIpaBoBe 3abe3neuenns [T-ayaury. TepMinomoris
Ta OCHOBHI MOHATTA IT-ayaury.

Tema 2. O0’eKTH Ta MeXK1 ayAUTy 1HGOPMAITIIHUX CHCTEM.

Tumosi gakTopu pU3UKY B ayAuTI IH(GOpMAIIITHUX cHcTeM. AcHekTH fKkocTi IT-ayaury.
PiBui IT-ayauty. Pe3ynbTaTHBHICTh CTPYKTYpPH Ta OIlEparliiiHi pe3yIbTaTHBHICTD 3aXO/liB
ayJMTy Ta MOHITOPUHTY 1H(opMaIitHux cucteM. IT-ayuT B IepKaBHUX YCTaHOBAX.

Tema 3. 3aX01 KOHTPOIIO 1HGOPMAIIITHIX CHCTEM.

3arajgbHI 3aX0[H KOHTPOMIO. 3ax0[u KOHTPOMIO 3a MPHKIAAHUMHU IporpamMaMi.
CepeoBHIlle 3acTOCYBaHHSA 3aXOi1B KOHTpoJ0. I[UIl 3aX0iiB KOHTPOJO. 3aXOQH KOHTPOJO
IIOJI0 TLIICHOCTI JIaHHX. 3aXOaH KOHTPOJIO Ioj0 oOpoOKH Ta BHAAdl JaHHUX. TeXHOJOTI
MOHITOPHHTY 3aX0/11B KOHTPOJIIO.



Tema 4. Kpurepii IT-ayaury.

3araipHi Ta cruemaabHi kKputepii [T-aymty. JoctynHicTh KputepiiB IT-ayauty. Hopmu
Ta ctaHmaptu nposenenus IT-ayauty (ISO/IEC12 27001 1 27002, COBIT 5, ITIL V3, ASL,
PRINCE 2).

Tema 5. [HCTpyMeHTH 1 TIPUITOMH KOMITIOTepU30BaHol MATpHMKH ayauty (CAATTSs).

Inctpymentn: NMAP, OWASP ZAP, Splunk, Flexicon Disco, Qlikview. Ilpuxmamm
BHKOPHCTaHHS 1HCTpyMeHTIB [T-aymiTy.

Po30in 2. Oyinxa inopmayiiinoi 6esnexu ynpaeiaodux cucmem.

Tema 6. MonemoBaHHS iH(poOpMaIiitHOT Oe3meKH.

Kommonentn BMIS  (opramizaiis, IO, TeXHOIOrii, mporecH). J{HHaAMIYHI
B3a€EMO3B’SI3KH MUK KOMIIOHeHTaMH (1H(opMaIliiiHI TeXHOJIOTII, apXITeKTypa CHCTEM pPI3HOTO
MpH3HAYEHHS, Ky/IbTypa, YIIPaBIiHHA, JOICHKIII (haKTop).

Tema 7. Mopeni 1eHTH(]IKAIT TOTOYHOTO CTaHy 1H(opMariitHoi Oe3meKH.

Moguenp Threat and Risk Assessment (TRA).

Tema 8. BusnadeHHs (akTopiB, AKI BILTHBAIOTH Ha CTaH 1H(GOpMAITIHHOI Oe3MmeKn.

Metoan BHU3HAYEHHS CTYIEHIO B3a€MO3B’S3KIB MUK (pakTopaMH Ta iX BJIHB Ha CTaH
1HbopMmariiiHoi Oe3mexn. BuzHaueHHS OIIHKH aJleKBaTHOCTI Mojienl 1H(popMaIliiHoi Oe3meKi.

Tema 9. MojemoBaHHS TIpoOIleCY OINHIOBaHHSA 1H(oOpMaIliiiHOol Oe3meKH Ha OCHOBI
eKCIIEPTHHX BHCHOBKIB.

PiBHI 1HpopMariitHoi Oe3meku. MyJIbTHILIIKATHBHA 3TOPTKAa IHTETPAJIBLHOTO KPHTEPIIO
1HdopmariiiHoi Oe3meku. lepapxisa ereMeHTIB 1H(OpMAaIIIITHOI Oe3MeKH YIPaBIIIOINX CHCTEM.

Tema 10. OyHKIIIOHATIBHA MOJIeIh CHCTEMH 3a0e3edeHHs 1H(popMaIliitHoi Oe3MmeKH.

Cratuctuka ImopylieHb iHGopMariiiHoi Oesmekn. Kpurepii 1 YMOBH 3acTOCYBaHHS
¢yHKIIOHATEHOT Mojem. IloOynmoBa (QyHKIIOHAIBHOI MOJEM cHCTeMH 3abe3medeHHS
1HdopMaIIiiiHOT Oe3meKH.

Po30in 3. 3azposu ingpopmayii.

Tema 11. TTouarts 3arposu iHdopmarii.

BusHaueHHS IOHATTA «3arposa iH(opMarii». @opMalbHHII OIMHC OCHOBHHX 3arpos
1adopmanii. Kinacu 3arpo3 iHdopmarii. IIlnaxu peanizarii 3arpo3 iHGopMarrii.

Tema 12. 3arpo3u mopyiieHHs KoHQIIEHITIITHOCTI 1HpOpMaIlii.

BusHaueHHS TOHATTA «KOH(UICHIITHICTS 1H(OpMAaIlil». 3aXxoau MpOTHAIl 3arpos3am
KOH(}1IeHIIIHOCTI 1H(popMaIrii. AHaI3 MPUXOBaHHX KaHaTiB. 3abe3leueHHS KOH(IIEHITIITHOCTI
IIpH OOMIHI.

Tema 13. 3arpo3u MOpYyHICHHS IIUTICHOCTI 1H(pOpMAaIii.

BusHaueHHS IOHATTA «KOH(UIEHIINHICTS 1H(OpMaIily. 3aXxoau MPOTHAIL 3arpo3am
MopyIIeHHS MuUTicHOCTI iH(opMarii. [loBepHeHHS 3aXHIIIEHOTO 00 €KTY B MOTepeHIil CTaH.

Tema 14. 3arpo3u MOPYIIEHHS JOCTYIHOCTI 1H(OpMAITIii.

BusHaueHHS TOHATTS «JIOCTYIHICTh IHpopMalli». IlpamesmarHicTs 1H(OpMAIIHOL
cucreMu. CTIHKICTE BiJ BIIMOB. BigHoBiaeHH4 micist 300iB.

Tema 15. TToOyioBa cHCTeM 3aXHCTY BiJ 3arpo3 1HGOpMaIrii.

CucTtemMn 3axXUCTy BT HOpyIIeHHS KoHpineHIiHOCTl. CHCTEeMH 3aXUCTY B1Jl MOPYIICHHS
nuticHocTi. CHCTeMH 3aXUCTY Bi MOPYIIEHHS JIOCTYITHOCTI.

Tema 16. MoJieIroBaHHS 3arpo3.

MeTton lendi. 30BHINIHI 1 BHYTPIIIHI (aKTOpH, 10 BIUIHBAIOTH Ha 1H(opMalriro. Metoan
ominku Brpar. Ctaamapt ISO 13335.



3. CTpyKTYypa HaBYAJIbHOI THCHHUILTIHH

HasBu po3/utiB 1 TeM

Kimpkicts rogus

JIeHHa Gopma

3a0gHa (hopMa

YChOTO

y TOMY YHCIIL

J

m | 1ab. | 11 | C.p.

yCBHOTO

y TOMY YHCIIL

J

II

J1a0.

1H]I.

c.p.

2

3

41 5 6 7

8

9

10

11

12

Po3aia 1. Ilpakruana metonodiorisa IT-aynury

Tema 1. Berym:
aKTyanpHICTh IT-
aynury, 3aBnanas [T-
ayauropa

Tema 2. O6’exTu Ta
MeXK1 ayauTy

1H(p OpMaITIiTHIX
CHCTEM

14

Tema 3. 3axonu
KOHTPOJTIO

1H(p OpMaITIITHUX
CHCTEM

14

14

Tema 4. Kpurepii IT-
ayIuTy

14

14

Tema 5. [HcTpymenTH
1 IpuitoMu
KOMIT'FOTepH30BaHOL
MATPUMKH ayIUTY
(CAATTYs)

Paszom 3a po3autom 1

10

6 42

10

6

42

Pozain 2

. Ouinka ing

opMaIiiiHoi 6e3MeKH YIPABIAIYHX CHCTEM

Tema 6.
MoenroBanHsa
1H( OpMaITiitHOI
Oe3nexn

Tema 7. Mogem
LIeHTH(IKaI]
HOTOYHOTO CTaHy
1H(p opMaITIiHOL
Oe3nexn

14

14

Tema 8. BusHaueHHa
(hakTopiB, AKI
BIUIHBAIOTh Ha CTaH
1H(p opMaITiitHOl
Oe3nexn

Tema 9.
MoenroBaHHg
IpoIlecy OIMIHIOBAHHA
1H(p opMaITIiHOI
Oe3NeKH Ha OCHOBI
eKCIEPTHUX
BHCHOBKIB

14

14




Tema 10.
OyHKITIOHAIBHA
MOJIeNTh CHCTEMH
3a0e3IeueHHs
1H(p opMaITIitHOL
Oe3nexkn

20

20

PazoM 3a po3auiom 2

10

48

10

48

Po3zain 3.

3arpo3su in

Gopm

amii

Tema 11. IlonsrTs
3arpo3u 1HpopMaIrii

Tema 12. 3arposu
MOPYIIEHHS
KOH(DIIEHITIHOCTI
1 opMartii

14

14

Tema 13. 3arposu
MOPYIIIEHHS
IIUTICHOCTI

1 opMarIrii

Tema 14. 3arposu
MOPYIIEHHS
JTIOCTYITHOCTI

1 opMarrii

14

14

Tema 15. ITo6ynoBa
CHCTEM 3aXHUCTY BiJl
3arpo3 1H}opmarii

14

14

Tema 16.
MoenroBaHHa

3arpo3

PazoM 3a po3auiom 3

12

6

42

12

42

Ycvoco cooun

32

16

132

32

16

132

4. Temu NpakTHYHHX 3aHATH

Ne KimbkicTh
Hasga Temn
/o TOIUH
1 | PiBHI ayauTy iHpOpMAaIIHHUX CHCTEM 2
2 | ITocTaHoBKa mpoGieMu ayauTy Oe3meku 1HPOopMaIiHIX CHCTEM 2
3 Oco6aBOCTI aBTOMATH30BaHUX 1H(GOPMAIIITHIX CHCTEM AK 00’ €KTIB 2
IT-aymuty
4 | 361p iupopmaii s nposenenns [T-ayaurty 2
5 IlinroToBKa pekoMeHJaIiil Ta TeXHIYHOI JOKyMeHTamii 3 4
i npoBenenns [T-ayauty
6 | Anam3 pe3ynbrariB IT-aymuTy 4
7 | 3acobu aHami3y Ta ynpaiaiHHg pmsukaMu CRAMM 2
Pazom 16




5. 3aBpaHH#A 175 caMocCTiliHOI podoTH

Ne 3MicT KumskicTh
/o TOIHH
1 Pernamenrartisg aynury 1H(opMamiitHO-yIIpaBISOIHX CHCTEM 14
2 CTaH pUHKY IOCIYT 3 IpoBejieHHS IT-aynuty B YKpaini 14
3 HarioHaibHI Ta MUKHApOJIHI cTaHAapTH mpoBeaeHHs IT-ayaury 14
4 Ocob6mBocti  IT-ayauT  HIANPHEMCTB, SKI  BHKOPHCTOBYIOTH 14
ayTCOPCHHT
5 IIpoTokomn 3axHCTy IIepCOHAIPHHX JIAaHHX Ta 3a0e3leueHHd 14
1H(opMaIiitHOT Oe3MeKn B AepKaBHOMY CeKTOp1
6 MeTou OIMIHKH BapTOCTI 1HGOPMAITIIHHIX pecypciB 14
7 CremianpHe IporpamHe 3a0e3nedeHHs aJMIHICTPaToOPIB 14
1H(opMaIiitHOT Oe3meKn
8 MojentoBaHHS JIOCTYIY 0 1H(QOpPMAIIHIX CHCTEM 14
9 IT-meHeKeMeHT. Y CBIIOMIEHHS pe3yibTatiB IT-ayaury 20
Pazom 132

6. InauBinyaabHi 3aB1aHHS

InuBiyanbHe 3aBJaHHS IIOB'A3aHe 13 3acTOCYBaHHAM Ha TMPAKTHIIL METOO0IOrIi
nposeyienHs [T-ayIuTy Ta HIITOTOBKOIO TEXHITHOI JOKYMEHTaIIll 3a floro pe3yabTaTaMIl.

7. MeToau KOHTPOJIIO

KoHTposs poO0TH CTY/AEHTIB MPH BUBUEHHI JIUCIUIUIIHH 1 3aCBOEHHS HIMH HaBYaIbHOTO
MaTepiaxy 3[IICHIOETbCS Ha TPAKTHIHOMY 3afHATTI IUIIXOM IIPOBEICHHS <JIETIOUOKY,
KOHTPOJIBHUX OIHTYBaHBb 1 3aXHCTY 3BITIB 3 MPaKTHYHUX JIOMAIIHIX 3aBIaHb. IlincyMKoOBHit
KOHTPOJIB 31IICHIOEThCS Ha €K3aMeHl.

CTyleHTH, IO He 3aXHCTIIM BIIPOJOBK CEMECTPy 3BITH 3 NMPaKTHYHHX 3aBIaHb, O

eK3aMeHY He JIOIyCKalOThCAL.

Ex3aMeHariitHHil KBHUTOK MICTHTh JIBa TEOPETHYHHX 1 OJHEe IIpaKTHIHE IHTAHHS.

MakcuManbHa KUIBKICTh OalliB 3a BUATIOBIII Ha KOKHE TeOpeTHYHe IMTaHHA cKiIajae mo 12
OaiiB, Ha IPAaKTHIHE IHTAaHHSI — 16 OaiB.

8. Cxema HapaxyBaHH# 0a.1iB

TToTouHIII KOHTPOIb

Po3zpin 1 Posmin 2 Posmin 3 CymMma
T1| T2 | T3 |T4|T5|T6|T7 | T8 | T8 |T9 | T10 | T11 | TI12 | T13 | T14 | T15 | Tl6 | OaniB
21 3|13|3|3|3|3(3]|3]3 3 3 3 3 3 3 3 50
CamocTiliHa po6oTa, IHIUBIAYallbHI 3aB/IaHHSA 3arainHa
KonTtpoisHa InauBiTyansHe ExzameH CyMa
pobota 3aBJaHHA oagiB
- 10 40 100




Kputepii oniHioBaHHS 3HAHb CTYIeHTIB 32 MPaKTHYHI podoTH

Bimorn KimpkicTs 6amiB
. 3aBlaHHS  BIJ3HAYAETHCA IMOBHOTOI0 BHKOHAaHHS Oe3 JIOIIOMOTH 5
BUKJIaava.
= BusHauae piBeHb IOIH(GOPMOBAHOCTI, MOTPIOHMIT JAIA IPHHHATTA
piniens. Bubupae iHdopMaIiiHi JuKepena,.
* PoOuTh BHCHOBKH 1 IIpHIIMae pilIeHHS Y CHTYaIlli HEeBH3HAYCHOCTI.
Bomosie yMIHHIMH TBOPUYO-TTONTYKOBOI JIISUTBHOCTI.
* 3aBJlaHHA — IIOBHI, 3 JESKHMH OrpiXaMH, BHKOHaHI 0e3 JIOIOMOTH 4
BHKJIaJaqa.
= [Imanye 1HpOpMAIIHUI IONIYK, BOJOJIE CIIocOOaMH CHCTeMaTH3aIlii
1HdOopMarii;
= PoOuTh BHCHOBKH 1 IIpHiiMae pilleHHS Y CHTYaIlli HeBH3HAYCHOCTI.
Borosiie yMIHHAMH TBOPUYO-ITONTYKOBOI JIISITBHOCTI.
» 3aBIaHHA BIJJ3HAYAETHCS HEMOBHOTOI BHKOHAaHHA 0e€3 JOTOMOTH 3
BHKJIa1ava.
= CTyIeHT MOKe 31CTaBUTH, y3araJbHUTH, CHCTEMATH3yBaTH 1H(OpMaIliio
]I KepIBHUIITBOM BHKJIajJada, BUILHO 3aCTOCOBYE BHBUEHHI MaTepian y
CTaHJapTHUX CHUTYaIlisiX.
= 3aBIaHHA BIJ3HAYAETHCA HEMTOBHOTOK BHUKOHAHHA 32 KOHCYIBTAITIE0 2
BUKJIaJaqa.
= 3acTOCOBYE 3aIIPOIIOHOBAHMIT BUNTEIEM CIIOCIO oTpuMaHHS 1H(OpPMAIIii,
Mae (parMeHTapHI HAaBHYKH B poOOTI 3 MUIPYIHHKOM, HAyKOBHMH
JUKEpeaMi;
= Bubupae BiioM1i crocoOu Jiiif JiIs BHKOHAHHSA (haXOBHX METOJIMIHHIX
3aBJIaHb.
3aBMaHHA  BII3HAYAETHCA (parMeHTapHICTIO  BUKOHaHHA  3a 1

KOHCYJIbTAIII€0 BHKIaa4a ado I iOro KepIBHUIITBOM.

Kpurepii oniHroBaHHS 3HAHb CTY/I€HTIB 32 KOHTPOJIbHY P00OTY

Bumorn KumskicTs OamiB
IToBHOTAa BHKOHAHHS 3aBJIaHHA IIOBHA, CTYIECHT 3/aTeH (hOpMY.IHOBATH 8-10
3aKOHH Ta 3aKOHOMIPHOCTI, CTPYKTYpYBaTH CYK€HHS, YMOBHBOJIH,
JIOBOJH, OIIHCH.
IToBHOTa BUKOHAHHA 3aBJIaHHS [TOBHA, CTY/IEHT 37[aTeH (opMyTFOBaTH 5-7
omeparrii, IpaBIa, aITOPUTMH, IIPaBIUIa BU3HAUCHHS ITOHATh.
IToBHOTa BUKOHAHHA 3aBJIaHHA eJeMeHTapHa, CTyIeHT 3JaTeH BUOHpaTH 3-5
B1JIOMI1 CIIOCOOH Jiit 11 BUKOHAHHS (haXOBUX 3aBJIaHb.
IToBHOTa BUKOHAHHA 3aBJIaHHS (pparMeHTapHa. 1-2

Kputepii oniHioBaHHA 32TiKOBHX PodiT cTyIeHTIB

Bumorn

KinpkicTh OaniB

ITokasan1 BceOIUHI CHCTEeMAaTHIHI 3HAHHSA Ta PO3YMIHHS
HaBYAJIBFHOTO MaTepiaty; Oe3IIOMHIIKOBO BUKOHAHI 3aBIaHHA.

35-40




[Toka3aHi ITOBHI 3HAHHS HABYAIHHOTO MaTepiaJIy; ITOMHJIKH, AKIITO
BOHH €, HC HOCATD IIPHHITHIIOBOI' O XapPaKTEpy. 30-35

[Toka3aHo MMOBHEe 3HaHHSA HE0OX1JHOTO HaBYaIbHOTO MaTepiany, aie
JOTYIIeH1 MTOMIIKH. 20-30

[Toka3aHo IMOBHE 3HAHHA HEOOXITHOTO HABYAIEHOIO MaTepialy, alle
JIOTIYIIeH] CYTTEB] MTOMIIKH 10-20

[TokazaHo HeJIOCKOHAJIe 3HAaHHSI HaBYaJIbHOTO MaTepialy, JOIMYIIeHl
CYTT€EBI IIOMILIKH. 5-10

IToka3zaHO HeJIOCKOHAIE 3HAHHSI HABYAILHOTO MaTeplaiy, JIOMyIIeH]
CYTTEB1 MMOMIJIKH, SIK1 HOCSITh MPHHITUIIOBUIT XapaKTep; 00cAT 3HaHb 1-5
He JT03BOJISIE 3aCBOITH IIPeMeT.

IIIkana oniHIOBaHHA

Ominka
Cma OaniB 32 BC1 BIIH HABIATTBHOL ] .| s mBopiBHeBoi
JISUTBHOCTI IPOTATOM CEMECTPY AL JOTHPHPIBHEBOL Wikasti
IIKAIH OIIHIOBaHHS .
OIIIHIOBAHHS
90-100 BIIMIHHO
70-89 nobpe 3apaxoBaHO
50-69 3a10BLIBHO
1-49 HE3aJI0BLILHO HE 3apax0BaHO

9. PekoMeHI0BaHAa JiiTepaTypa

OcHoBHa JiTepaTypa

1. Xopomxo B.O. IIpoekTyBaHHSI KOMIUIEKCHHX CHCTeM 3aXHUCTy iH(opMmarrii: [Tiapydsnk.
— JIsBiB: Bunasaunrso JIsBIBCEKOL mONITEXHIKH. — 2019. — 317 c.

2. T'peGennuxoB B.O. KommiexcHi cucreMu 3axucTty iHodpmamii. IIpoexTyBanH,
BIIpoBaKeHH:, cynpoBia: Hasu. mocioruk. — K.: KHY imeni IlleBuenka, 2019. — 322 c.

3. 3omotap O.0. Iadopmamiitai 6e3neka mrognan. — K.: TOB «BunaBanamii giMm « ApTEK»,
2018. —446 c.

4. Xpomona O.I. 3ab6e3neuenns iHpopmaniitHoi 6e3nexn gepxasn: [Tigpyarmnk. — K.: KITI
im. Irops Cikopcekoro, 2018, — 283 c.

5. Teperareko P. T. AcoransHO-TIpaBOBI OCHOBH iH(popManiiiHoi 6e3neku: ITiapydnnk.
—K.: Hayka, 2017. — 307 c.

6. JleonenkiB O.B. 3axucT iHOdpMamii B onepamiiiHuX ccTeMaXx, 0a3ax JaHHUX 1 Mepexkax:
Hagu. nmoci6oauk. — Oneca: Bumagaunreo O1echKOro HalliOHATIBH. YH-TY iMeHI Meunnkosa, 2018.
—254 c.

7. AmnrtoHok A.O. MojenroBanHs CHCTeM 3axHcTy iHopmarii: Mororpadis. — IpmiHs:
Hamionaneunii yrisepcutet JIIC Yipaian, 2018. — 273 c.

8. Tampmwrora JI.B. IIpakTruna metomonoris IT-aymuty. — K.: HaykoBa mymka, 2017. —
304 c.

9. VYc PJIL Mogem ayaury inopmamiiiHux Texsomnoriii. — K.: @enikc, 2017. — 146 c.
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10. MDKHApPOIHI CTAHAAPTH KOHTPOITIO SKOCTI ayIuTy: 3-e B, tep. 3 auriL. bianepa K.C.
—K.: HoBwuii popmar, 2018. — 613 c.

11. Ty3nk C.C. Yupasnigas Ta ayaut iHpopmariitaux texromorii. — K.: Jet Info, 2019 —
263 c.

12. CmaBkxora O.I1. Oco6IHMBOCTI IPOBENEHHS ayAUTY B 1HQOPMAITIITHOMY CEPeIOBHIII. —
XapkiB: Panok, 2017. — 351 c.

13. 3mavenns IT-ayauty Ta Toro mepcrmekTuBH B YKpaini: Monorpadia. — JIbBIB:
Buaaenumnreo Jlema, 2017. — 286 c.

JomomixkHa JiTepaTypa

1. 3axon Ykpaiuu «IIpo 3axuct indopMmariii B iHhopMaIliiTHO-KOMYHIKAIIITHUX CHCTEMAaX»
B pexaki Bix 05.10.2017 poky. — K.: Bimomocti Bepxosnoi Pagn Ykpaiau (BBP), 1994, Ne 31.
— [Enextponnmii mgokymeHT]. — Pexxum moctymy: https://zakon.rada.gov.ua/laws/show/80/94-
%D0%B2%D 1%80#Text.

2. Room S. Data Protection and Compliance: Second edition. — UK: OUP Oxford, 2018.
— 752 p.

3. Lambert P. A User's Guide to Data Protection. — Bloomsbury, 2018. — 683 p.

4. Long I Data Protection: The New Rules. — Jordan Publishing, 2017. — 592 p.

5. Linder A. European Data Protection Law: General Data Protection Regulation. —
CreateSpace Independent Publishing Platform, 2017. — 482 p.

6. Arthur C. Cyber Wars: Hacks that Shocked the Business World. — Kogan Page, 2018. —
248 p.




