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BCTYII

IIporpama HaBYAIBHOI JUCITUILTIHE « MOHITOPHHT Ta ayIuT 1H(OPMAIIHO-YIPABITIOUNX
CHUCTeM» YKIaJeHO BUIMOBIIHO 10 OCBITHBO-TIpOodeciiiHIX IIporpaM MIATOTOBKH APYyroro
(MaricTepcbKoro) piBHSIT BHINOI OCBITH 3a cIHelliaTbHOCTAMH 151 «ABTOMaTm3alis Ta
KOMIT FOTepHO-IHTeTpOBaHI TEXHOJIOTII» OCBITHBOI IporpaMu «KoMi'toTepH3oBaHl CHCTEMH
VIIpaBJIIHHS Ta aBTOMaTHKA.

1. Onuc HAaBYAJIBHOI JHCHHUILTIHHA
1.1. MeTa BHKJIAJAaHAA HABYAJILHOI JHCOHILTiHH
MeTor0 BUKJIANaHHS JUCHUILTIHU «MOHITOPHHT Ta ayAHT 1HGOpPMAIIHO-YIIPaBISIOUNX
CHCTEM» € — 3aCBOEHHS CTY/IeHTaMH 3HaHb IIPO MPOIEIYPH Ta IHCTPYMEHTH MPOBECHHS ayIUTy
1H}OpMaIIITHO-YIIPaBISIOUHX CHCTeM, (hOPMYBaHHS HAaBUYOK 3 aHATI3Y Ta OIIHKH pe3y/IbTaTiB
MOHITOPHHTY 1H(OpMaIiitHoi Oe3leku, po3poOKH pe3yIbTaTHBHUX 3axojiB IT-kKoHTpouro, a
TaKOX MATOTOBKH KOPIIOPAaTHBHUX IUIaHIB PO3BUTKY aBTOMATH30BaHUX CHCTEM.

1.2. OcHoBHI 3aBJJaHHA BUBYCHHS IHCIHILIIHH

OCHOBHHIMH 3aBJIaHHSIMH BUBUYEHHS JTUCITHIUIIHH €:

— OCHOBHHX ITOHATH ayJINTY Ta MOHITOPHHTY 1H(GOPMAIIIHO-YIIPaBISIOYHX CHCTEM,

— TIPOIECHOTO IAXOAY JI0 OpraHi3aiii iHopMaIliitHoi Oe3IeKH;

— OCHOBHHUX BHMOT JI0 3MICTY ayIuTy 1H(QOPMAIIIHIX CHCTEM;

— OCHOB KOHTPOJTIO Ta MePeBIPKH YIIPaBIAOIHX IIPOIECIB Ta CHCTEM;

— Tpollecy KOMIUIEKCHOTO 00CTeKeHHS Ta MeTO/I1B OIIHIOBAaHHS 1H(OopMaIliitHOT 6e3MmeK;
— CTaHJapTIB Ta HOPMATHBIB MpodeciitHoil mpakTuku IT-ayauTy.

B Xomi BHBUEHHA JHCHHILIIHHM Yy CTyJeHTa IIOBHHHI (OpMyBaTHCS HAacCTYIIHI
KOMITETEHTHOCTI:
3azanoni komnemenmuocmi (3K):

— 3KO01. 31aTHICTh TeHepyBaTH HOBI 11ei (KpeaTHBHICTD).
— 3KO02. 31aTHICTH IPOBeIeHHS JOCIUKeHb Ha BIIIOBITHOMY PIBHI.

Cneyianvni (¢paxoei, npeomemni) xomnemenmuocmi (PK):

— OKO02. 3paTHICTb MPOEKTYBaTH Ta BIPOBAKYBATH BHCOKOHAJIINHI CHCTEMH
aBTOMAaTH3allll Ta iX MpHKJIaJHEe IpoTpaMHe 3a0e3MedeH s, I peam3alrii ¢ yHKIii
VIOpaBIiHHA Ta oOOpalioBaHHS 1HQopMaIli, 3A1fiCHIOBaTH 3aXHCT  IIpaB
IHTeJIeKTyaJIbHOI BJIACHOCTI Ha HOBI IIPOEKTHI Ta IHXKEHEePHI pIIIeHHS.

— OKO04. 31aTHICT aHATI3yBaTH CKJIaH1 HAYKOEMHI CHCTEMH 1 KOMILIEKCH K 00’ €KTH
aBTOMAaTH3allll, BH3HAYaTH CIIOCOOM Ta CTpaTerii iX aBToOMaTH3allii Ta IHUQpPoBOL
TpaHcdopmarii.

— OKO07. 3paTHICT, 3aCTOCOBYBATH cIIelllali3oBaHe IIporpaMHe 3abe3ledeHHS Ta
1 (poB1 TEXHOJIOTII U1 po3B’A3aHHS CKIaJHUX 3a]ad 1 mpobileM aBTOMaTH3aIlll Ta
KOMII ' FOTepPHO-1HTETPOBAaHUX TEXHOJOTII.

— OKO08. 3xaTtHICTH po3podIITH (YHKIIOHAIBHY, TEeXHIYHY Ta IH(OpMAIIiHY
CTPYKTYpPY KOMII IOTEpPHO-IHTETPOBAaHUX CHCTeM VIIPaBIIHHS OpraHi3aIliiiHo-
TEeXHOJIOTIYHHMH KOMIUTIEKCaMH 13 3aCTOCYBaHHAM MepeKeBHUX Ta 1H(opMaImiitHuX
TEXHOJIOT1HI, IIPOTPAMHO-TEXHIYHHX KEPYIOUHX KOMILIEKCIB, IPOMHCIOBHX
KOHTpOJIepIB, MEXaTPOHHHX KOMITOHEHTIB, pOOOTOTEXHIUYHUX MPHCTPOIB Ta 3aco01B
JIFOTUHO-MAITHHHOT O 1HTep(eficy.



1.3. KiibKicTh KpeauTiB — 6

1.4. 3araapHa KiabKicTh roguH — 180 rogun

1.5. XapakTepHcTHKA HABYAJIbHOI JTHCIHILTIHA
Bubipkosa
Jlenna gopma HaBUAHHA | 3aouHa (ucTaHIiiHA) popMa HABUAHHS
Pik minroroBku
1-ii | 1-ii
Cemectp
1-it | 1-it
Jlexmii
32 rog. | 32rom.
ITpakTHH1, CEeMIHAPCHKI 3aHATTS
16 ron. | 16 rox.
JlabopaTtopHi 3aHATTA
0 ropm. | Orom.
CamocrtiitHa poboTa
132 rom. | 132 rog.
Yy TOMY 9HCJI1 IHAUBIAYaIbHI 3aBIaHHS
0 rog.

1.6. 3am1aHoBaHi pe3y/JIbTATH HABYAHHS

BiAmoBi1HO 10 BUMOT OCBITHBO-TIpO(eCIiiHOI IPOTpaMU CTYASHTH IIOBHHH1 JJOCSTTH TaKUX
pe3yabTaTiB HaBYaHHS:

3HATH:

— OCHOBHI OHATTS ayAUTY 1H(OpPMaIIITHUX clcTeM Ta 1H(opMaliiiHoi Oe3IeKH;

— METOJIH aHali3y Ta OIMIHKHU 3aXHIIeHOCTI aBTOMAaTH30BaHUX 1H(OPMAIIITHIX CHCTEM;

— HallloOHaJbHI Ta MUKHApPOJHI CTAaHAAapTH B Tamy3l mpoBefeHHA IT-ayauTy Ta OIIHKH
Oesmekn HOPMaIITHIX CHCTEM;

— TpaBOBI OCHOBU ayJAUTY IH(QOPMAIIIITHUX CHCTEM;

— eTanu Ta MpoleAyPU ayauTy 1H()OpMAIIHO-YIIPABISIOUUX CHCTEM;

— TepeliK MOMK/INBHX 3arpo3 1H(opMarliitHii 6e3mern Ta NUIIXH iX Mo0JIaHHS,

— OCHOBH ympaBmHHS IT-ipoekTramu;

— MeTOJIOJIOT1I0 CTpaTeriyHoro IJIaHyBaHHA 1H(opMalliiiHOT Oe3ImeKHy,;

— MeTO/IH IIePBUHHOI OIIHKHU BIJIMOBOCTIIIKOCTI CHCTeM 1H(OpMaIliitHO1 Oe3IeKI;

— MeToau moOynoBH Oe3meuHuX 1H(GOPMAITIITHIX CHCTEM;

— OCHOBH KOHTPOJIIO IPOIleciB B IH(OPMAIIITHIX CHCTeMaXx;

— eTamH Mpollecy KOMIUIEKCHOTO OOCTekeHHS IH(OPMAIIIHHX CHUCTeM KOMEpIIiTHUX
MAPHEMCTB;

YMIiTH:

— JIOCIIDKYBAaTH OTpHMaH1 OIIHKH 1H(OpMaIlitHoi Oe3meKu;

— OIIHIOBAaTH pe3yabTaT IT-ayaury;

— PO3pI3HATH THIIH 3arpo3 iH(opMaIlliiiHi 6e3merri

— BHKOPHCTOBYBATH IPOIECHHIT IIIX 1] JIO opraHi3ali iHGopMariiiiHoi 6e3mexy;

— BHKOPHCTOBYBAaTH BIJOMI METOJH KUIBKICHOI OIIHKH ITOKAa3HHUKIB 1H(OpMAaITIiHOI
Oesnexu;
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— MIATOTOBJIIOBATH 3BIT 3 BHCHOBKaMH IT-ayauTy Ta MOXKJIMBHMH peKOMEHJIAIUSMH 3
MJIBUIIIEHHS 1H(pOpMaIitHOT Oe3MeKH;

l'[pl‘I)IﬁaTH HABHYKH:

— po3poOKH KOMIIOHEHTIB CHCTeM 1H( opMaIiitHoi Oe3IeKI;
— 3aCTOCYBaHHSA HOPMAaTHBHHUX JOKYMEHTIB, CTAaHIAapTIB IpH mpoBeeHud IT-aymury;

MATH YSIBJIeHHS:

— TIpo ocoOmHuBOCTI IpoBeeHHs IT-ayauTy B €BpOMENChKIX KpaiHax;

— TIPOo 0cOOIUBOCTI MOOYIOBH MOjielIeli Oe3leuHiX 1H(QOpMAaIlIiTHIX CHCTEM B 3aJIe/KHOCTI
B1JI MacmTady G13Hec-IIpoIIeciB.

B pesyremami eueuenns oucyuniixu y cmyoeHma nOGUHHI opmyeamucs HACMYNHI
npoepamui pe3vivinamu Haedanus (IIPH):

— IIPHOI. CTtBOproBaTH CHCTeMH aBTOMaTm3allii, kibepdi3HdHiI CHCTEMH Ha OCHOBI
BHKOPHCTaHHA IHTEJIeKTyaldbHHX METOJIB YIIPaBIiHHS, 0a3 MaHUX Ta 0a3 3HAaHb,
mUQPOBHX Ta MepeKeBUX TEeXHOJOT1H, poOOTOTEXHIUHHX Ta I1HTeleKTYyalbHHX
MeXaTPOHHHX IIPUCTPOIB.

— IIPHO2. CtBOproBaTH BHCOKOHAIIITHI CHCTEMH aBTOMAaTH3allli 3 BHCOKHM pIBHEM
(byHKIIOHATBHOI Ta H(OpPMaIIIiHOIT Oe3IeKH MPorpaMHNX Ta TEXHITHHX 3ac00i1B.

— TIPHO3. 3acTocoByBaTH CIELia/li30BaHl KOHIENTYya/lbHl 3HAHHS, [0 BKJIKOYAOTh
CydJacHI HayKOB1 3JI00YTKH, a TaKOK KPHTHYHE OCMHCJICHHS CYJacHHX IMpoOiIeM y
cepi aBTOMATH3AIIII Ta KOMII FOTEPHO-IHTETPOBAaHNX TEXHOJOTIH JII pO3B’SI3yBaHHS
CKJIaHUX 3a1a4 MpoeciitHOl TATbHOCTI.

— IIPHO04. 3acTocoByBaTH CyJacHI ITIX 01U 1 METOIH MOJETIOBAaHHS Ta ONTHMI3AIIIT JIIs
JNOCTI’KEHHS Ta CTBOPEHHS e(QEeKTHBHHX CHCTeM aBTOMAaTH3aIlli CKIaTHUMH
TEXHOJIOTTYHHMH Ta OPTaHI3aIlliTHO-TeXHIYHIMH 00’ €KTaMH.

— TIPHOS5. Po3po0aatn KOMII' IOTepHO-1HTeTpOBaHI CHUCTeMH VIPAaBIIHHSA CKIaJIHHMHU
TEXHOJIOTIYHHMH Ta OpTraHI3allliHO-TEXHIYHHUMHU 00 ’€KTaMH, 3aCTOCOBYIOUH
CUCTeMHHI MUIXIJ 13 BpaxyBaHHSAM HETeXHIUHHX CKJIAQJOBHX OIIIHKH 00’€KTIB
aBTOMAaTH3aIlli.

— IIPHO7. AHami3yBaTH CKJIaJHI HayKOEMHI CHCTEMH Y TeBHII Tamxy3l JISJIbHOCTI SK
00’eKTH aBTOMaTH3aIlli 1 BHU3HAUaTH CTpaTerio iX aBTOMAaTH3aIili Ta IHQpPoBOi
TpaHcdopmarii.

— IIPHO8. 3actocoByBaTH CydJacHI MaTeMaTHYHI MeETOJNH, MeTOJH Teopil
ABTOMAaTHIHOTO KepyBaHHSA, Teopii HAMIHHOCTI Ta CHCTEMHOTO aHami3y JUIt
JOCTIJI’KEHHSI Ta CTBOPEHHS CHCTeM aBTOMAaTH3allli CKIaJJHIMH TeXHOJIOTTYHIMHU Ta
OpTraHi3aIiitHO-TEXHIYHIMH 00’ €KTaMH, K10ep(p13MIHIX CHCTEM.

— IIPHO09. Po3pobaaru ¢yHKIIOHATBHY, OpTaHi3alliiiHy, TeXHIUHY Ta 1H(OpPMAIIiHY
CTPYKTYpH CHCTEM aBTOMAaTH3aIlii CKIaJHUMU TEXHOJOTIYHUMHI Ta OpTaHi3aIllitHO-
TEXHIYHUMH 00’€KTaMH, po3poOJISTH MPOTrpaMHO-TEXHITHI Kepyrodl KOMIUIEKCH 13
3aCTOCOBYBAaHHSM MeEpeKeBUX Ta I1H(OpPMAIIIHUX TEXHOJOTIH, IIPOMICIOBHX
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KOHTpOJepiB, MEXaTPOHHUX KOMIIOHEHTIB, POOOTOTEXHIYHHX IIPHCTPOIB, 3aco0iB
JIFOIMHO-MAITHHHOT O 1HTepdeiicy.

— TIPHI10. Po3po0aatu 1 BUKOPUCTOBYBATH CIIeIlialli30BaHe IMporpamMHe 3abe3nedeHHs
Ta 1ubpoBI TEXHOIOrii JUIS CTBOPEHHS CHCTEM aBTOMAaTH3allli CKJIaJHIMH
OpTaHI3aIliiHO-TEXHIYHUMH 00 ’€KTaMH, MpodeciiiHo BOIOIITH CIeiaTbHUMHI
MIPOrpaMHUMH 3aCO0aMHU.

— IIPHI11. JloTpuMyBaTiCh HOPM aKaJIeMIdHOI JIOOpOUeCHOCT], 3HaTH OCHOBHI IIPaBOBI
HOpMH HIOJO 3aXUCTY IHTEIeKTyalIbHOI BJIACHOCTI, KOMepInanaizamii pe3yiabTaTiB
HayKOBO-JIOCIITHO1, BHHAX1THUITHKOI Ta MPOSKTHOI JISUTBHOCTI.

— TIIPHI12. 30upatu HeoOXiHY 1H(GOpPMAIl0, BHKOPHCTOBYIOUH HAYKOBO-TEXHIUHY
JiTeparypy, 0a3u JaHHUX Ta 1HIII pKepelia, aHaa3yBaTH 1 OIIHIOBATH ii.

— IIPH14. BMiTH BUKOHYBAaTH poOOTH 3 IPOEKTyBaHHS CHCTEM aBTOMAaTH3allll, 3HATH
3MICT 1 IIpaBiIa o¢OpMIeHHS TPOeKTHHX MarepialiB, CKIaJa MpOeKTHOI
JIOKYMEHTAII] Ta ITOCII1IOBHICTh BUKOHAHHS IIPOEKTHUX POOIT 3 BpaXyBaHHSIM BHMOT
BUIMIOBITHIX HOPMAaTHBHO-TIPABOBUX JOKYMEHTIB Ta MIKHAPOJHUX CTAaH/IapTIB.

2. TeMaTHYHHH IIAH HABYAJILHOI JHCHHILIIHHA
Posain 1. Ilpakruana metogogorisa IT-aynury

Tema 1. Bemyn: axmyanvricmo IT-ayoumy, 3aedanus IT-ayoumopa

IlepenyMoBH BHHHUKHEHHS Ta eTamd po3BUTKY KoHmemmui IT-aymuty. IT-ayaur sk
KJIFOUOBUIT KOMITOHEHT 3a0e3IeueHHs SKOCT1 1HOopMaIiHIX cucTeM. Y3arajJbHeHa Kiacugikars
BuaiB IT-aymmutiB. HopmaTnBHO-IpaBoBe 3adesneuennda IT-ayauty. TepMiHOIOTIS Ta OCHOBHI
nousarts [T-ayaury.

Tema 2. O6 exmu ma mesxci ayoumy iH@opmayitiHux cucmem

Tumosi gakTopu pH3HKY B ayAuTI IH(GOpMaIIiTHUX cucTeM. AcHekTH gKocTi IT-ayaury.
PiBui IT-ayauty. Pe3y1pTaTHBHICT CTPYKTYpPHU Ta OTIEpalliiiHi pe3yIbTaTUBHICTD 3aX0/(IB ayIUTy
Ta MOHITOPHHTY 1H(popMamiiiHuX cucteM. [T-ayauT B JepKaBHUX YCTaHOBaX.

Tema 3. 3axoou xonmponio iHgpopmayiiiHux cucmem

3aragbHI  3aX0JH KOHTPOMIO. 3aXoAM KOHTPOMIO 32 MPHKIAJHUMH IPOrpaMaMu.
CepetoBHIIe 3aCTOCYBAHHS 3aX0/1iB KOHTPOJIFO. 1111 3aX0/1iB KOHTPOJIFO. 3aX 011 KOHTPOIIFO 010
IUTICHOCTI JIAHUX. 3aX0/H KOHTPOJIIO 1010 00poOKH Ta BUIadl JaHUX. TeXHOJIOoTil MOHITOPUHTY
3aX0/11B KOHTPOJIO.

Tema 4. Kpumepii IT-ayoumy

3araipHi Ta cremmianabHi kKpuTtepii [T-ayauty. JoctymHicTs kputepiiB IT-ayauty. Hopmu
Ta ctaHnaptu nposenenus IT-ayauty (ISO/IEC12 27001 1 27002, COBIT 35, ITIL V3, ASL,
PRINCE 2).

Tema 5. Incmpymenmu i nputiomu komn'romepusoeanoi niompumxu ayouny (CAATTs)

Inctpymentn: NMAP, OWASP ZAP, Splunk, Flexicon Disco, Qlikview. Ilpuxmaau
BHKOpPUCTaHHS 1HCTpyMeHTIB IT-aymuTy.



Po3ain 2. Oniaka indopmaniiiHoi Oe3eKkd YIPABIASIOUAX CHCTEM

Tema 6. Mooenoeanns ingpopmayiiinoi besnexu

Kommonentn BMIS  (opramizamisg, JIOaM, TeXHOJOTIl, mporecu). JIMHAMITHI
B3a€EMO3B’SI3KH MUK KOMIOHeHTaMHU (iH(opMaIliiiHi TeXHOJOTil, apXITeKTypa CHCTEM pPI3HOTO
TIpH3HAYeHHS, KyIbTypa, YIPaBIIHHA, JTI0JICEKUIT (PaKTOp).

Tema 7. Mooeni idenmughixayii nomounozo cmany iHgopmayiiinoi besnexu

Mopnenp Threat and Risk Assessment (TRA).

Tema 8. Busnauenns ¢paxmopie, Sxi éniuearoms Ha cmau ingopmayitinoi 6esnexu

Metoan BHU3HAYEHHS CTYIEHIO B3a€MO3B’S3KIB MUK (pakTopaMH Ta iX BJIMB Ha CTaH
1HdopMmariiiHoi Oe3mexn. Biu3HaueHHS OIIHKH aJleKBaTHOCTI Mojiell iHpopMaIiiHoi Oe3meKH.

Tema 9. Moodemoeanna npoyecy oyiHIOGaHHA IHGOpmayiliHoi Gesneku HaA OCHOGI
eKCHepNIHUX GUCHOGKIG

PiBH1 1HpopMaritHoi Oe3meku. MyIbTHILTIKATHBHA 3TOPTKA IHTETPAJbHOTO KPHTEPIO
1HdopmariitHoi Oe3mexu. Iepapxis ereMeHTIB 1H(OpMAaIliitHOI 6e3MMeKH YIPaBIIIOUNX CHCTEM.

Tema 10. @yuxyionanvua modens cucmemu 3abesnedents ingopmayitinoi besnexu

Cratuctuka ImopynieHb i1HGopMariitHoi Oesmekn. KpurTepii 1 YMOBH 3acTOCYBaHHS
dbyHKIioOHaTbHOT Mozenl. IlobynoBa (yHKIIOHAIBHOI MOJEdl CHCTeMH 3abesnedeHHS
1H}opMaIiiiHO1 Oe3MmeKH.

Po3aia 3. 3arpos3u ingopmamii

Tema 11. Iouamms 3azposu ingpopmayii

BusnaueHHS TOHATTA «3arposa iH(opMarii». @opMalbHHII OMHC OCHOBHHX 3arpos
1Hdopmarii. Kinacu 3arpo3 iHdopmarii. IIngxu peanizarii 3arpo3 iHGopmariii.

Tema 12. 3acposu nopyuienns kongioenyitinocni ingpopmayii

BusHaueHHS IOHATTA «KOH(UIEHIIHICTs 1HGOpMAIii». 3aXxoad MPOTHIII 3arpo3am
KOH}1IeHIIIHOCTI 1HpopMaIrii. AHam3 MPUXOBaHHX KaHaTiB. 3a0e3leueHH KOH(IIEHITIITHOCTI
MpH OOMIHI.

Tema 13. 3acposu nopywenns yiricnocni ingpopmayii

BusHaueHHS TOHATTA «KOH(UISHIITHICTh IHQOpMAIil». 3aXoJH MPOTHAII 3arpo3aMm
MOpYyIIeHHS IuUTiIcHOCTI iH(opMarii. [loBepHeHHS 3aXHIIEHOT0 00 €KTY B MOTEpEIHIil CTaH.

Tema 14. 3acposu nopyuienus docmynHocmi ingpopmayii

BusHaueHHS TOHATTS <«IOCTYIHICTh 1HQopMarli». IlpamesmatHicTs 1HGOpMAaITIHOL
cucteMu. CTIHKICTE BiJ BiIMOB. BigHOBIeHHS Micas 300iB.

Tema 15. Ilobyooea cucmem 3axucmy 6i0 3a2po3 ingopmayii

CucTteMH 3aXUCTy BT HopyiieHHS KoHpimeHitHOCTI. CHCTEMH 3aXUCTY BiJl MOPYIICHHS
nuticHocTi. CHCTeMH 3aXHCTY Bl MOPYIIEHHS JIOCTYITHOCTI.

Tema 16. Mooenoeannsa 3azpos

Merton Jlendi. 30BHINIHI 1 BHYTPINTHI (aKTOPH, 1[0 BILIMBAIOTH Ha iH(oOpMaIiiro. MeToan

ominku BTpar. Ctanmapt ISO 13335.



3. CTpyKTypa HaBYAJIbHOI THCHHUILTIHH

HasBu po3aumiB 1
TeEM

KintekicTs roana

JleHHa Gopma

3a04Ha popma

yChOT O

Yy TOMY 9HCIT1

YChOT O

y TOMY 9HCIIL

I

I

71a0.

1HI. | C.p.

I

II

11a0.

1H]I.

c.p.

2

3

4

5

6 7 8

9

10

11

12

13

Posain

1. IlpakTH4Ha

MetopoJorisa IT-ayaury

Tema 1. Berym:
akTyanpHicTh IT-
ayIouTy, 3aBJaHHA
IT-aynurtopa

Tema 2. O0’exTH Ta
MeXK1 ayIUTy
1H}opMaIiTHIX
CHCTEM

18

14 18

14

Tema 3. 3axonu
KOHTPOITIO
1HopMaIiiHIX
CHCTEM

16

14 16

14

Tema 4. Kpurepii
IT-aynuty

16

14 16

14

Tema 5.
IHCTpYyMeEHTH 1
IIPUITOMHI
KOMIT'FOTEPU30BaHOL
MATPUMKH ayIuTy
(CAATTYS)

Pa3zom 3a posaiiom
1

58

10

42 58

10

42

Po3ain 2. Oninka ingopmamniiinol 6e3mexkn ympasiis

HYHX CHCTEM

Tema 6.
MoaemoBaHHS
1H(opMariitHol
Oe3nexn

Tema 7. Mogeni
1AeHTHIKaITI
IIOTOYHOI'O CTaHy
1H(opMariitHol
Oe3nekn

16

14 16

14

Tema 8.
Busnadenna
(hakTopiB, K1
BIUIMBAIOTh Ha CTaH
1H}opMariitHol
Oe3nexn

Tema 9.
MopaemoBaHa
MPOIIECY
OIIIHIOBAHHSI

16

14 16

14




1H(opMariitHol
Oe3NneKH Ha OCHOBI
eKCIIEpPTHHX
BHCHOBKIB

Tema 10.
OyHKITIOHATbHA
MOJIENTh CHCTEMH
3a0e3IeueHHs
1H}opMaIiitHol
Oe3nexn

22

20

22

20

Pa3zom 3a posaiiom
2

62

10

48

62

10

48

Po3nain 3. 3arposn indopmanii

Tema 11. IlousrTs

3arpo3u
1Hdopmarii

Tema 12. 3arposu
HOPYIICHHS
KOH(Q 1JICHITIITHOCT1
1Hdopmarii

16

14

16

14

Tewma 13. 3arposu
HOPYIICHHS
IITICHOCTI
1Hdopmarii

Tema 14. 3arposu
MOPYHICHHA
JIOCTYITHOCTI
1Hdopmarii

16

14

16

14

Tema 15.
IToGymoBa cuctem
3aXHUCTY BiJ 3arpo3
1Hdopmarii

16

14

16

14

Tema 16.
MopemoBanag

3arpos

Paszom 3a po3saiiom
3

60

12

6

42

60

12

42

Ycboro ronu

180

32

16

132

180

32

16

132

4. Temn ceMiHapchbKHUX (IPAKTHYHUX, J1a00PATOPHHUX) 3aHATH

Ne
3/

HazBa temu

Kumskicts
TOIUH

PiBHI aynuTy iH(OpMaNIHHIX CHCTEM

2

ITocraHoBKka mpobiaeMu ayauTy 6e3mekn 1HGOPMAITIIHIX CHCTEM

OcobmBOCTI aBTOMATH30BaHUX IH(QOPMAIIIIHIX CHCTEM SK 00’ €KTIB
IT-aynury

3]

361p 1iH(opMari 1 npoeaeHHs IT-ayaury

2

ITinroToBKa peKOMeHalliil Ta TeXHIYHOI JOKYMEHTAITl 3 MpOBeIeHHS
IT-aynury

.
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6. | Anani3 pesynpratiB [T-ayaury 4
7. | 3acobu anamizy Ta yupasmHHS pasukamMa CRAMM 2
Pazom 16
5. 3aBaaHHS 1718 caMOCTiliHOT po6oTH
Ne ; o KinbkicTh
o Buju, 3MicT caMOCTIiHOT poOOTH i —
1. | PermamenTalrig ayiuTy iH(GpopMaIiitHO-yIIpaBIgOIHX CHCTEM 14
2. | CtaH pHHKY IIOCTYT 3 ITpoBeaeHHs IT-ayauty B YKpaiHi 14
3. | HamioHanpHI Ta MIKHApOIHI CTaHIapTH NpoBefeHHS IT-ayauTy 14
4. | OcobmuBocTi IT-ayauT MAMPHEMCTB, SKI BUKOPHCTOBYIOTh ayTCOPCHHT 14
5. | IIpoTokoan 3aXHCTy MEPCOHATBHUX JIAHUX Ta 3abe3nedeHHs 1H(opMaIiitHo1 14
Oe3IeKn B JiepKaBHOMY CeKTOpl
6. | MeTo/ i OIIHKH BapTOCTI IHPOPMAITIITHIX pecypciB 14
7. | CreniaapHe ImporpaMHe 3a0e3eueHHs aJMIHICTPaTOPIB 1H( opMaIliifHol 14
Oe3nexku
8. | MojemoBaHHA JOCTYIY J0 IHGOPMAIIITHUX CHCTEM 14
9. | IT-MeHeKkMeHT. Y CBIIOMICHHS pe3ynbTaTiB [T-ayaury 20
Paszom 132

6. MeToaH HABYaAHHSA

SIK mpaBWIO JEKIIHI Ta MPaKTHUHI 3aHATTS MPOBOIATHCA ayaHTOpHO. B ymoBax il

KapaHTHHY 3aHATTS, BIAOBLIHO Jio Haka3y pekTopa XapKiBCHKOr0 HAI[IOHAJLHOTO YHIBEPCUTETY
imeHi B.H. Kapasina, mpoBoasSTbCa JICTaHININHO 3a jomoMororo mratgopm Google Meet Ta
Google Classroom.

7. MeToau KOHTPOJIIO

KoHTpoabs poOoTH CTY/ACHTIB IpH BUBUEHHI JIUCIHIUIIHH 1 3aCBOEHHS HUMH HaBYaIbHOTO

MaTepiaqy 3IICHIOEThCA Ha MPAKTHIHOMY 3ailHATTI NUIIXOM IIPOBEICHHSA «JIETIOUOKY,
KOHTPOJBHUX ONHTYBaHb 1 3aXHCTy 3BITIB 3 MPaKTHYHUX JOMAITHIX 3aBAaHb. I[1iJICyMKOBHil
KOHTPOJIb 3]IIIICHIOETHCS Ha €K3aMeHI.

CK3aMCHY HE JIOIIYCKarOTbCA.

CTyzmeHTH, M0 He 3aXHCTHIH BIPOJOBAK CEeMeCTPy 3BITH 3 MPaKTHUYHHX 3aBJIaHb, 10

Ex3aMeHaIiitHHil KBUTOK MICTHTh JIBa TEOPETHUYHHX 1 OJHE IMPaKTHIHE ITHTAHHS.

MakcuMainbHa KUIbKICTh 0aJIiB 3a BIIIOB1JI1 HA KOXKHE TeopeTHIHe MUTaHHS cKiIajae mo 12 Oamis,
Ha IIpaKTUIHEe MUTaHHS — 16 6amis.

8. Cxema HapaxyBaHH# 0aJiB

Po3noain 6amiB 414 MiICyMKOBOI0 ceMecTPOBOI0 KOHTPO.II0
NpH NpPoBe/ieHHI eK3aMeHaliiiHoI podoTH

~LOTORRI KOERPOIT: Ex3amenarniitna pobora | Cyma
Posmin 1 Posgin 2 Posgin 3 Pazom 1 P L
T2 | TS5 T6 T8 TI13 T16
10 10 10 10 10 10 60 40 100
3aranbHi KpuTepii oMiHIOBAHHA
| Ne | @opMH HaBYAIbHOI NIAIBHOCTI | Kinbkicte 6amB | Tepmin | ITpumitku |
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1. | BukoHaHHS MPaKTHIHUX PoOIT 10 MIOCTIIHO
Ex3amenartiitaa po6ota 40 Tpy/JeHb
Beboro 100

Kpurtepii oniHioBaHHSA 3HATH CTYIEHTIB il Yac MOTOYHOr 0 KOHTPOJIO

KoskHa mpakTiaHa poboTa oriHoeThes Bi 0 1o 10 damBs:

8-10 6aniB: cTyJIeHT caMOCTIHHO BUKOHAB IMMPAaKTHIHY POOOTY, pO3yMi€ 3MICT pOOOTH, MOXKe
JlaTH BIJMOBLII Ha 3allMTaHHS NIOJAO0 BHKOHAHOI POOOTH, BUILHO OPIEHTYETHCS B IIPOrpaMHIIl

peauizarlii, MOKe BHOCHTH B IIpOrpaMHYy peaslizaliiio He3HauH1 3MIHH;

6-7 OamiB: CTYyJAeHT BHKOHAaB IIPAaKTHUYHY poOOTY, Mae PO3YMIHHS INOJ0 ii 3MICTY,
OpIEHTYEThCA B IPOTpaMHIil peaiizamii, axe He MOKe JIaTH BUIBHO BIIMOBLIb Ha JOJAaTKOBI
MHTaHHSA a00 BHECTH 3MIHH JIO IIporpaMHiil peami3alli, ToTpeOye JUI IOTO Yacy Ta J0JAaTKOBUX

Mareplais,

4-5 0axiB: CTY/ICHT BHKOHAB MIPaKTHIHY poOOTY, alle Ma€e IoTaHe po3yMIHHS 00 11 3MICTY,

Maii;Ke He OpIEHTYEThCS B IIPOTpaMHIil peasi3arii;

1-3 0aaM: CTYIEHT BUKOHAB IIPAKTHYHY POOOTY, ajie He Ma€ KOIHOTO PO3YMIHHS MO0
3MICTY, He OpIEHTYETHCA B IIPOrpaMHIil peasi3allii;

0 6axiB: CTYJIeHT He BUKOHAB MPaKTHIHY PoOOTY.

IIIkana oniHOBaHHSA

il

] : . Ominka
Cyma 0aiiB 3a BC1 BUIU HaBYAIBHO1
JUSIIBHOCTI MIPOTATOM CEMECTPY JULL 90THPHPIBHEBO1 JULL IBOPIBHEBOL1
KA OIIHFOBaHHSA IIIKaIH OITIHFOBAHHS

90-100 BIIMIHHO

70-89 nobpe 3apaxoBaHO
50-69 3aJ0BUILHO

1-49 HEe3aI0BLUIRHO He 3apax0BaHO

9. PekoMeHI0BaHa JliTepaTypa
OcHoBHa JiTepaTypa

1. Xopomxo B.O. ITpoexkTyBaHHSI KOMILTEKCHHX CHCTEM 3aXHUCTy iH(opMarrii: IliapydsHnk.
— JIpBiB: Bumapuuntseo JIEBIBCEKOI OMITEXHIKA. — 2019, — 317 c.

2. TI'peGennuxoB B.O. KommmexcHi cucreMu 3axucTy iHodpmamii. IIpoextyBanH,
BIIPOBa UKeHHA, cynpoBia: Hasu. mocionuk. — K.: KHY imeni [Ilepuenka, 2019, — 322 c.

3. 3omotap O.0. Iadopmarriiiai 6e3nexa mroanan. — K.: TOB «BunaBamamii gim « ApTEK»,
2018. — 446 c.

4. Xpomoga O.I. 3ab6e3neuenns iHpopmamniitHoi 6e3mexn nepxasu: [ligpyarmnk. — K.: KIII
im. Irops Cikopcekoro, 2018. — 283 c.

5. Tleperareko P. T. AcormiansHo-IpaBoBi OCHOBH iH(popMariiiHoi Oe3neku: ITiapydHnK.
—K.: Hayka, 2017. —307 c.

6. JleonenkiB O.B. 3axuct iHO(dpMaIii B OllepaIiiiHuX CHCTeMaX, 0a3ax JTaHUX 1 MepeKax:

Hagu. nmociornk. — Oxeca: Bumaguuirso OecbKOT0 HaIliOHATBH. YH-TY iMeHI Meunnkosa, 2018.
— 254 c.

7. AmnTtoHok A.O. MojenroBanHs cHCTeM 3axucTy iH(popwMarnii: Monorpadia. — Ipmius:
Hamionansumii yaiBepcuret J{IIC Vkpainn, 2018, — 273 c.

8. Tampmrora JI.B. IlpakTruna metomomorisa IT-aymury. — K.: HaykoBa mymka, 2017. —
304 c.

9. Vc P.JI Mogemni ayauty indopmamiiiHux TexHodoriii. — K.: @enikc, 2017. — 146 c.



10. MDKHApPOIHI CTAHAAPTH KOHTPOITIO SKOCTI ayIuTy: 3-e B, iep. 3 auriL. bianepa K.C.
—K.: HoBwuii ¢opmar, 2018. — 613 c.

11. Ty3nk C.C. Yupasnigas Ta ayaut iHopwMariitaunx texromorii. — K.: Jet Info, 2019 —
263 c.

12. CmaBxora O.I1. Oco6IHMBOCTI IPOBEIEHHS ayAUTY B 1HQOPMAITIITHOMY CEpeIOBHIII. —
XapkiB: Panok, 2017. — 351 c.

13. 3mauenns IT-ayauty Ta Toro mepcrmekTuBH B YKpaini: Monorpadita. — JIbBIB:
Bunaenunreo Jlera, 2017. — 286 c.

JomomixkHa JiTepaTypa

1. 3axon Ykpaiuu «IIpo 3axuct indopMmariii B iHhopMaIliiTHO-KOMYHIKAIIITHUX CHCTEMAaX»
B pexaki Bix 05.10.2017 poky. — K.: Bimomocti Bepxosnoi Pagn Ykpaiau (BBP), 1994, No 31.
— [Enextponnmii goxkymeHT]. — Pexxum moctymy: https://zakon.rada.gov.ua/laws/show/80/94-
%D0%B2%D 1%80#Text.

2. Room S. Data Protection and Compliance: Second edition. — UK: OUP Oxford, 2018.
— 752 p.

3. Lambert P. A User's Guide to Data Protection. — Bloomsbury, 2018. — 683 p.

4. Long I Data Protection: The New Rules. — Jordan Publishing, 2017. — 592 p.

5. Linder A. European Data Protection Law: General Data Protection Regulation. —
CreateSpace Independent Publishing Platform, 2017. — 482 p.

6. Arthur C. Cyber Wars: Hacks that Shocked the Business World. — Kogan Page, 2018. —
248 p.
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