








BCTYII

[Iporpama HaBYaNbHOI TUCHMILIIHM «YTpaBiiHHA iH(opMaliiiHoo Oe3nekoro» (nam- YIb)
CKJIaJieHa BIAMOBIAHO J0 OCBITHBOI MPOTpaMH MiArOTOBKH Iepiioro (06akamaBpChbKOTro) piBHS 3a
cnenianbHicTiO 125 «KibepOesmnekay.

1. Onuc HaBYAJbLHOI AUCIHUILTIHI

1.1. Mera HaB4aIbHOI JUCITUILTIHA

Jluciuriina Mae Ha METi: OTPUMaHHS CTYJACHTaMH HEOOXIAHUX 3HaHb OO0 MPHUHIIUIIIB
CTBOPEHHSI KOMIUIEKCHUX cucteM 3axucty iHpopmamii (KC3I) B indopmaniitHux, KOMyHiKaidHUX
Ta iHpopMaIiitHo — TernexkoMmyHikamiiHux cucremax (mani — ITC), 3nilicHeHHST KOMILIEKCY 3aXO/iB,
CHPSIMOBAHUX HA PO3POOJICHHS 1 BIPOBAKEHHS 1H(POPMAIIHHIX TEXHOJOTIH, AKi 3a0e3MedyoTh
00po0Oky iHpopmaii B ITC 3rigHo 3 BUMOramu, BCTAHOBJICHUMH HOPMATUBHO — IIPABOBUMH aKTaMH
Ta HOPMaTHBHMMHU JTOKyMEHTaMH Yy cdepi 3aXucTy iH(OpMalii, a TaKOX MPUHIHUIIB MPOBEICHHS
excrieptuzu  KC3I, oTpumaHHs cTyaeHTaMu HeoOXinmHMX 0a30BMX 3HaHb 3 oOpradizamii Ta
npoBeleHHS ayauty iHopmaniiiHoi Oe3neku (IB), ympaBmiaas 1 omieku pusukiBe 1B B
iH(hOopMaLiifHO-TeIEKOMYHIKAI[ITHIX CUCTEMAaxX Pi3HOTO MPU3HAYCHHS.

1.2. OcHOBHI 3aBJaHHS AUCIUILTIHU:

OCHOBHUMM 3aBIaHHSMU BUBUYCHHS JAUCLUILIIHY €: (POPMYBAHHS Yy CTYJCHTIB IIEBHUX 3HaHb
Ta BMIHb 3 Teopli Ta MpakTUKKU MOOYJAOBM Ta aHali3y CHCTEM YIpPaBIIHHS 1HQOpPMAIIIHOO
6esnekoro B ITC opranizamiif, ycraHOB, MIJOPUEMCTB Y BIJMOBIIHOCTI 13 BITYM3HSHOIO 1
MDKHApPOAHOIO HOPMATHBHO-TIPABOBOIO 0a3010.

1.3. KinbkicTh KpenuTiB — 4.
1.4. 3aranpHa KinbKicTh rogud — 120.

1.5. XapakTepucTiKa HaBYAIbHOI AUCIUILTIHU
HopmatusHa
Jlenna ¢popma HaBuaHHS ‘ 3aouHa (aucTaHuiliHa) popMa HaBUAHHS
Pix miaroroBku
4-ii \ -
Cemectp
8-it \ -
Jlexiii
24 ro. ‘ -
[IpakTHyHi, ceMiHapChKi 3aHATTS
24 Tron R
JlaGopaTopHi 3aHATTS
CamocriitHa poOoTa
72 TOx. \ -
[HMBiNyaNbHI 3aBAaHHS




‘ InuBiNyaNbHI 3aBIaHHS HE 3aCTOCOBYIOTHCS

1.6. 3amiaHoBaHi pe3yIbTaTH HaBYaHHS:
VY pe3ynbTaTi BUBUECHHS JAHOTO KYPCY CTYIEHT ITOBHHEH:
3HATH!

- HAIlOHAJIBHY Ta MDKHApPOAHY HOPMAaTHBHO IPaBOBY 0a3y, HAyKOBO-METOAMYHI Ta
TEXHIYHI MPUHIUIKN OpraHizailii, BIPOBA)KEHHs Ta 3aCTOCYBAaHHS CHUCTEM YIPABIIHHS 3aXHUCTOM
iHpopmanii B ITC;

- npunnunu crBopenns KC3I B ITC;

- OpraHizamilo Ta TOPSJOK NpPOBEIEHHS pPOOIT 3 MPOEKTYBAaHHS, BIPOBAKCHHS Ta
CyNpoOBOAY KOMIUIEKCHHUX CHCTEeM 3axucTy iHpopmarii B iHQpOpMaIiiHUX, KOMYHIKAallIHHUX Ta
iH(pOpMaLiiiHO — TeIEKOMYHIKallIHHUX CHCTEMAaX;

- opramizalil0 Ta MOPSAOK TIpoBeAeHHS poOiT 3 nepkaBHOi ekcneptusu KC3I Tta
3aco0iB 3axucTy iHpopMarii;

- BHMOTH MDKHapOJHUX CTaHAApTIB Ta BITUM3HSIHUX HOPMATHBHUX JOKYMEHTIB B
chepi 3axucty iHGOpMAIi IIMOAO YHPABIIHHA 3axXHCTOM iHQoOpMarmii B iH(OpMAIIHHUX,
KOMYHIKaliiHuX Ta iHhOpMaIiiHO — TeIEeKOMYHIKAI[ITHIX CUCTeMaX.

- BUMOTH MDKHApOJHHUX CTaHIApTIB B rayry3i yrpasiiHHs iHQOpMAIiiiHOIO 6€31eKO0I0;

- METOJIH, METOIWKH, MPOTrpaMHi 3acoOM OLIHKH PHU3UKIB iHPopMaIiiHOi Oe3neku B
ITC nmignpuemcTB, yCTaHOB, OpraHi3allii.

YMITH:

- 3IIMCHIOBATH 3aXOJM ILOJIO NMPOEKTYBaHHS, BIPOBA/PKEHHS Ta CYHpPOBOJY, CHUCTEM
VIOpaBIiHHA 3axXUCTOM iHpopmamii B iHPOpMamiiHUX, KOMYHIKaiHHUX Ta iHpOpMamiiHO —
TeJIEKOMYHIKallIHHUX CUCTEMaX;

- 3aCTOCOBYBaTH BHUMOTH MDKHAPOJIHHMX CTaHIAPTIB Ta BITUYM3HSIHUX HOPMATHBHHX
JOKYMEHTIB B cdepi 3axucTy iHdopMarllii npu nposeeHHi aepkasHoi ekcrieptuzu KC3I ta 3aco6iB
3axucty iHpopmarlii, ayauTy iHGopMaIiitHuX cucteM Ta iHdopmaliiiHoi 6e3neku, cepTudikari
CHUCTeM yMpaBIiHHSA iHQOpMaIiiiHO Oe3MeKor Ha BIANOBIAHICT BUMOTaM BiATMOBIIHUX
MDKHApOAHUX CTaHIapTiB

- CKJIaJaTH MoJieli 3arpo3 Oe3neku iHpopmallii Ta Moieni MOTEHIIHUX MOPYIIHUKIB;
OyTH O3HAIOMJIEHUMH 3:

- OCHOBHMMHM TOJIOKEHHSMH  oOpraHizamii Ta  (QyHKIIOHYBaHHA  3aXMIIEHHUX
iHpopmaniinux cucreM (IC), tenekomynikaniinux cucreM (TC) ta indopmamiitHo -
TEJIEKOMYHIKAIlIHHUX CUCTEM PI3HOTO MPU3HAYEHHS;

- MDKHapOJAHMMHU CTaHJapTaMd Ta HOPMAaTUBHUMH JOKYMEHTH JlepKCreu3B'si3Ky
VYkpaiHu 10J10 CTBOPEHHS CHUCTEMH YMPaBJIiHHS 1HQOpMAIIIIHOIO OE3MEeKOI0 3 METOI 3aXHUCTy
JepKaBHUX 1HQOpPMALIHHUX pecypciB, iHpopmalii 3 OOMEXKEHHM JOCTYNOM, B TOMY YHCIi
MEPCOHATBHUX JTAaHHX.

2. TeMmaTHYHUH IIJIAH HABYAJILHOI AUCHUILIIHA

Po3aia 1. Konneniis no0ynoBu 3axuiieHoi inGopmMariiino-renexkomyHikamiiaoi cucremu (ITC).
Tema 1. besneka xopnopatuBHux Mmepex. IIpobnemaruka 6esnexku IP mepexx. Monens nmpotuaii
3arpozam Oesmneku. [loOynoBa miacucremu iHpopMmariiiHoi Oesneku. llnsxu pimenHs mnpoOiem
3axucTy iH(opmarii.

Tema 2. Konmenuis 3axuuieHoi iHGopMaliiiHO-TeleKOMyHiKaliiHoT cucremu. [IpuHnunu
CTBOPEHHsI 3axuileHoi iH(opMaliifHo-TeneKoMyHiKaliitHoi cucremMu. KoHuenTyaabHa MOAENb
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iHopmMmariitHoi Oe3meku opranizarii. CTpykTypa KoHIeniii. Mera Ta 3aBmaHHsA 3a0e3TMEUYCHHS
6e3nexu indopmarii B ITC opranizarii.

Tema 3. Ctpareris, OCHOBHI HalIPsIMKH Ta METOAM 3a0e3reueHHs 0e3neku iHopmartii.
OpraHnizaiiifHa CTpyKTypa cucTemu 3a0e3rneueHHs 6e3neKy iHpopMairii.

Po3ain 2. Meronosnorist ynpasniHas iHQopMaIiiiHoo 6e31meKoro.
Tema 4. Konuenmist ympasiiHHsa iH(opmMmaliiHow0 Oe3nexkoro. [IpuHIMIM yrnpaBiiHHS 3aXUCTOM
inpopmanii B ITC. 3amaui ynpaBminaa 3axuctoMm iHpopmanii B ITC. I'mobanpHa 1 JOKaibHI
MOJITHKY ypaBIiHHASA 3axucToM iHpopmarii B ITC.
Tema 5. MixHapoaHi Ta BITYM3HSHI CTaHAAPTH B Taly3l YOpPaBIiHHS, OLIHKH Ta ayAuUTy
iHopmariitHoi Oe3neku. [lnanyBanHsa ayauTy iHGopmariitHoT Oe3reku opraHizamii. YTIpaBIiHHSI
aynutoM iHdopmarliitHoi 6e3neku. [IporecHa Moens yrpaBiIiHHS iHPOpPMAIiTHO Oe3MeKolo.
Tema 6. Texnosorii ayauty iHdopmariiinoi Oe3neku. [IpakTuyni maru ayauty iHbopmariiitHol
Oesmeku. 3amayi, MO BUPIMIYIOTHCSA NMPH NpoBeneHHi ayauty. [lpuHiumm aHamizy 1 ynpaBiiiHHS
iHpopMaifHUMH pU3UKaMu. MeToA0JI0TisI OI[iIHKKM PU3KKiB iH(OopMaliiiHoi Oe3neku. [lepcriekTiBHi
METO/IM OLIHKK PU3HKIB iH(popMamiiHoi Oe3neku. OriHka iH(GOpMAIIHHNX PHU3UKIB 3 BUKOPUCTAHHS
METO/IIB CHCTEMHOT'0 aHaII3y.
Tema 7. TexHosoris BUSBICHHS aTtak Ta aHanizy 3axumeHocti ITC. 3acobu aHamizy 3aXUIIEHOCTI.
ApxiTeKkTypa crcTeM BUsIBIeHHs aTak. Knacudikaiiis cucteM BUSBICHHS aTak.
[HauBiAyanbHE TOCIIAHE 3aBIaHHS.

3. CTpyKTypa HABYAJBHOI AMCUMILIIHA

Ha3Bu po3ainis Kinekicts ronua
neHHa hopma
yCBOTO y TOMY YHCII
b n | 7ab. | iHO | C.p.

1 2 3 4 5 6 7
Po3nin 1._Konmeniiss moOynoBH 3axuieHoi iHGOpMaliifHO-TeNIeKOMYHIKAIIIHHOT CHCTEMU
(ITC).
Tema 1. be3sneka KOpIoOpaTUBHUX MEPEXK. 14 2 2 10
Tema 2. Konuemniist 3axunieHoi 18 4 4 10
1H(hOopMaLIHO-TEIEKOMYHIKAIIHOI
CUCTEMH.
Tema 3. CtpaTterisi, OCHOBHI HalpsIMKH Ta 18 4 4 10
METO/IM 3a0e3neueHHs 0e3nexu iHdopmarii.
Pazowm 3a posaisiom 1 50 10 10 30
Po3ain 2. Meronororist ynpaeniHHs iHQOpMaIiitHOIO 0e31eKoro.
Tema 4. KoHueniis ynpaBaiHHS 16 3 3 10
iHopMaLiiHOI 6Ee3MEeKOI0.
Tema 5. MixkHapoAHI Ta BITYU3HSHI 20 4 4 12
CTaHJapTH B raiy3i ynpaBJiHHS, OLIHKH Ta
ayuTy iHpopMaLiiHoi Oe3MeKH.
Tema 6. Texnouorii aynuty iHpopmarniiiHoi | 16 3 3 10
Oe3mneKH.
Tema 7. TexHoJIOTisI BUSBIICHHS aTaK Ta 18 4 4 10




ananizy 3axumenocri ITC.
Pazowm 3a pozaisniom 2 70 14 14 42
Ycboro rojiun 90 24 24 72
4 Temu cemiHapchKUX (MPaKTUYHUX) 3aHATH
Ne Buau, 3micT camocTiiiHOT po6OTH Kinbkicth
3/ TOIUH

1 | Mogenp 3arpo3. Momens mnpotunii 3arpo3dam Oesmeku. [llmsaxu 4
pimeHHs mpo0JeM 3axucTy iHpopMarrii.

2 Konnenryanena wogenp iHdopmaliiHoi Oe3meku  opraHizariii. 4
[ToGyoBa migcucremu iHGopMalliiiHoi Oe3neKku.

3 | Opranizamiiina  CTpyKTypa cHCTeMH  3a0e3nedeHHsT  Oe3neku 4
iHpopmanii. Coyx6a 3axucry iHpopmanii (C3I). DyHkmii, 3aBnaHHs,
BI/IMOBITAJIbHICTD, ITaTHA CTpyKTypa C3I.

5 | MixHapoHi Ta BITYM3HSIHI CTAaHIAAPTH B TaiTy3i YIIPaBIiHHS, OI[IHKH Ta 4
aynuty iH(opmamiiinoi Oe3neku. IlpormecHa Mopaens ynpaBiaiHHS
iHbOpMaLiHOI OE3MEKOI0.

6 Mertonu oriHKM pr3HKiB iH(hopMariitHoi 0e3neku. OriHka iHpopMaIiifHuX 4
PU3HUKIB 3 BUKOPUCTAHHS METO/IiB CHCTEMHOTO aHAITi3y.

7 | 3acobu anamizy 3axuimieHocTi ITC. BusBieHHs atak Ta ynpaBiliHHS 4
iHbOpMaLIHHUMH PU3UKAMH.

Pazom 24
5. 3aBaanHs st caMOCTIiiHOT po0oTH
Ne Bunu, 3micT camocTiitHOT po6oTu Kinpkictsb
3/m TOJIUH

1 [TinroroBka A0 MPaKTUYHUX 3aHATH Ta BUKOHAHHS JOMAIIIHIX 3aBJaHb 20

2 ITigroToBKa MO JIEKIIMHUX 3aHATHh Ta BUKOHAHHA 3aBIaHb 20

3 [TigroToBKa A0 TECTYBaHHs 3aJHIIKOBUX 3HAHBb 20

4 [TigroToBKa A0 KOHTPOJIBHOT poOOTH 12
Pazowm (ron) 72

imeni B.H. Kapasina (aynutopae abo qucraniiiiHo 3a gonomororo miardopm Google Meet a6o Zoom).

6. InguBinyanbHi 3aB1aHHsA

[nauBiMyanbHi 3aBIaHHS HE 3aCTOCOBYIOTHCS.

7. MeToau HABYAHHSA

8. MeToau KOHTPO.I10

Sk mpaBmIIO JEKLIKHHI Ta MPAKTUYHI 3aHATTS IPOBOTHCS ayUTOpHE. B ymMoBax Aii KapaHTHHY
3aHSATTS POBOJATHCS BIIMOBIIHO 10 Haka3y pexTopa XapKiBCbKOrO HAI[IOHAJIBHOTO YHIBEPCUTETY
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KoHTposib 3aCBOEHHSI CTyJIEHTaMH HaBUYaJIbHOTO Marepiady Ha JICKI[IHHOMY 3alHSTTI
3IIHCHIOETHCS IUIIXOM KOHIIEHTpAIIl yBaru CTyIEHTIB MOCTAHOBKOIO MUTaHb 32 PaHIllle BUBYECHUM
MaTepiajaoM, MOB'SI3aHUM 3 TEMATHKOFO JISKIIIi.

[IpucyTHICTH CTyEeHTa Ha 3alHATTI OIiHIOEThCS B 0,5 Gamy. MakcumanbHa KUTBKICTh OalliB
3a MPUCYTHICTh CTYJCHTA Ha 3alHATTI ckianae 12 Gamis.

Ha mpaktudHOMYy 3alHSTTI KOHTPOJbH 3HAHb CTYJEHTIB POOUTHCS METOJIOM IPOBEICHHS
eKCIIpec-OMUTYBaHb (MUChMOBO). PiBeHb 3HaHb, MPOAEMOHCTPOBAHUU CTYJACHTAMH Ha KOXHOMY
eKCIpec-OMUTYBaHH1 OI[IHIOEThCS 2 OalaMu.

MakcumanbHa KUTbKICTh OalliB 3a pe3ysibTaTaMHU KOHTPOJIIO MOTOYHOI YCIIIIHOCTI CKIIaAae
60 Oais.

[TincyMKOBHIA KOHTPOJIb 3A1HCHIOETHCS IUIIXOM POBEICHHS ICITUTY.

Ex3aMeHamiifHuii KBHTOK BKIIOYAa€ J[BA TEOPCTUYHHMX 1 OJIHE NPAKTUYHE ITUTAHHS.

TeopernyHi muTaHHA OIIHIOIOTHCSA B 10 OaiB, mpakTHYHUH - B 15, KOXKEH.
MakcumanbHa KiTbKiCTh OaliB 3a pe3yJbTaTaMu icnuTy ckiangae 40 Oamis.
MaxkcuManbHa KiUTbKICTh 0amiB 3a pe3yJbTaTaMi BUBYCHHS TUCIUILIIHI ckiaaae 100 Gamis.

9. Cxema HapaxyBaHHs 6aJiB

Basu 3a mOTOYHUI KOHTPOJIb 3HAHD 110 PO3ALTY 1 Kontpomsha | Pasom | Iemur | 3aramena

poboTa, cyma cyma GaiiB
MPOTITOM ceMecTpy (0 TeMax) nepenGasena | Gais y

HaBYAIBHUM | cemecT
TUIAHOM pi

T1 T2 T3 T4 T5 T6 T7

4 6 6 6 8 4 6 20 60 40 100

T1, T2, T3, T4 ... — TeMH 3aHATh.
PiBeHb 3HaHB, TPOAEMOHCTPOBAHHMA CTYJICHTAMH, OIIIHIOETHCSI TAKUM YHHOM:
- 3a TeMoto 1(T1) — 4 Gan: 2 3aHATTS; 2eKCIPeC-OMUTYBaHHS;
- 3a Temoro 2(T2) —6 Ganu: 4 3aHATTS, 3 eKCIpPeC-OMUTYBAHHS;
- 3a Temoro 3(T3) — 6 6anu: 4 3aHATTS, 3 eKCIpec-ONUTYBaHHS;
- 3a TeMoto 4 (T4) — 6 Ganu: 3 3aHATTS, 3 EKCIPEC-OMUTYBAHHS;
- 3a Temoro 5 (T5) — 86anu: 4 3aHATTSA, 4 eKCHpec-ONUTYBaHHS;
- 3a TeMoto 6 (T6) — 4 Gana: 3 3aHATTS, 2 €KCIPEC-ONMUTYBaHHS;
- 3a Temoto 7 (T7) — 6 Oanu: 4 3aHATTS, 3 eKCIpec-ONUTYBaHHS;
- 32 KOHTpOIBHY poboTty (T1 — T7) — 20 Gauis;
KpuTepii oriHIOBaHHS 3HaHb CTYJIEHTIB 32 BUKOHAHHS KOHTPOJIbHINA poOOoTH

Busnauenusa Kinpkicts Oaiis

JlaH1 TIOBHI BIAMOBIAI Ha KOXKHE MPAKTUYHE MUTAHHS MMOKa3aHO TBEPJIE 20
3HAHHS HAaBYAJILHOTO MaTepialy, pO3yMiHHS CYTi MOCTaBJICHHUX MHUTaHb,
3po0JIeH1 MOBHI 1 TPAaBUJIbHI BUCHOBKHU

VY BIAMOBIASIX HA TIOCTABJICHI MPAKTHYHI MUTAHHS TOKA3aHO 3HAHHS 18
HABYAJILHOTO MaTtepianxy, pO3yMiHHS CyTiI MOCTaBIE€HHUX IHUTaHb 3a

HasIBHOCT1 HE3HAYHUX IMOMHUJIOK 3pO0JIEH] IOCTaTHHO MOBHI 1 MPaBUIIbHI

BUCHOBKH

VY BIiANOBIASX HAa MOCTaBJICHI MPAKTUYHI MUTAHHS MOKA3aHO JOCTaTHHO 14
3HAHHS HABYAJIBHOI'O MaTepially MPH HAsSBHOCTI CYTTEBHX ITOMHUIIOK,
3po0JIeH1 BUCHOBKHU

VY BIANOBIAAX MOKa3aHO PO3YMIHHSA CYTI IOCTaBJICHHUX IUTaHb 3a 10



HassBHOCT1 MPUHIIMIIOBUX IMOMUJIOK NP PIIICHH] MPAKTUYHUX 3aBJaHb,
BiJICYTHI BHCHOBKH

VY BIANOBIAAX MOKa3aHO CA0Ki 3HAHHS HABYAJIHHOTO MaTepialny Mpu )
HAsBHOCTI TPUHIMIIOBUX MOMWJIOK MPH PIllIEHHI MPAKTHYHUX 3aBJaHb,
BiJICYTHI BHCHOBKH

KpuTepii oriHIOBaHHS eK3aMEeHAIIIHUX POOIT CTYCHTIB

BusnaueHus KinpkicTe Oaiis
[Ipu BigmoBimi Ha eK3aMEHAIIWHUNA KBUTOK TEOPETHYHI MHUTAHHS
OCBITJICHI TIOBHICTIO, 3aBJaHHS BHUPIIICHE MPABWIBHO, 3pOOJICHI 40
BHCHOBKH
[Ipu BigmoBiAl Ha eK3aMeHAIlIWHUNA KBUTOK TEOPETHYHI IUTAHHS
JIOCTaTHHO OCBITJICHI, 3aBJaHHS BHUPIIICHE MPABUIHHO 3 HE3HAUHUMU 35-39

ITOMUJIKaMH, 3p00JICHI BUCHOBKH

[Ipu BignoBimi Ha eK3aMEHAIWHWN KBUTOK TCOPCTHYHI IMMHUTAHHS
OCBITJICHI 3 TIOMWIKAaMH, 3aBJaHHS BHUpIIICHE TMPAaBWIBHO 3 25-34
HE3HAYHUMH IOMUJIKAMH. 3p00JIeHI HEOBHI BUCHOBKH

[Ipun BigmoBigli Ha ek3aMeHAIliHHUKA KBHTOK TEOPETUYHI MHUTaHHS
OCBITJICHI 3 CYTT€BUMH TIIOMHJIKAaMH, 3aBJaHHS BHUpIOICHE 3 15-24
nomMusikamMu. 3po0JieHi HeTOBHI BUCHOBKHU

[Ipu BignoBimi Ha eK3aMEHAIWHWN KBUTOK TCOPCTHYHI IMMHUTAHHS
OCBITJIEHI 3 CYTT€BHUMH MOMMJIKAMH, 3aBJaHHS BUPIIIEHE YaCTKOBO 1-14
a00 He moBHIiCTIO. BUCHOBKM HEenoBHI a00 BiICYTHI

IIxana oniHOBaHHSA

. . . O1inka
Cywma GaJiB 3a BCl BUJU HaBYAJIbHOT : _. :
AiSTBHOCTI IPOTATOM CEMECTPY JUISL YOTUPUPIBHEBOI IIIKATH OI[iHIOBAHHS
(ictiut)
90 - 100 BIIMIHHO
70-89 no0pe
50-69 3a70BIJILHO
1-49 HEe3aI0BIJIBLHO

10. PexomennoBana Jiiteparypa
Bba3zoBa Jsiteparypa

1. 3amyna O.A., T'opbenko FO.1., Illymo A.l. HopmaTuBHO-TIpaBoBe 3a0e3nedeHHs iHdopMaIiiHol
6e3nexu. KomruiekcHi cucremu 3axucty iHpopmauii»: Hapu. nocionuk. - Xapkis: XHYPE, 2010 - 108
C.

2. 3a penakuieto ['opoenko I.JI. T'opbenko HO.I. «IlobyayBaHHs Ta aHali3 cHCTEM, MPOTOKOJIB Ta
3ac001B kpunrorpagiyHoro 3axucty iHdopmanii». . Monorpadis. Xapkis. @oprt. 2016, 902c.

3. T'op6enko 0.1, T'opbenko .. Tndpactpykrypu Bimkputux kimodiB . Cucremu ELII. Teopis ta
npakTika. Monorpadis. Xapkis. @opt. 2010, 593c.

4. T'op6enko I.J1., 'op6enko FO.1. IIpuknagna kpunronoris. [linpyunuk. Xapkis. @opt. 2013p. 878c.

JonomixHa JiTepaTtypa
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5. JICTY ISO/IEC 27000: 2015 Indopmariiiai texnosorii. Metoau 3axucty. Cucrema ynpaBiliHHS
iHdopmariitHoro 6e3nexoro. Orsin 1 ciopHuk (ISO/IEC 27000:2014, IDT);

6. ACTY ISO/IEC 27001: 2015 Indopmariiini TexHosorii. MeToan 3aXucTy CHCTEMH YIIPaBIiHHS
inpopmariitnoro 6esmnexoro. Bumoru (ISO/IEC 27001:2013; Cor 1:2014, IDT);

7. ICTY ISO/IEC 27002:2015 Iadopmariiiai TexHosorii. Meroau 3axucty. 3Bifl MPakKTHK MIOJ0
3axoxiB iHdopmaririnoi 6e3nexu (ISO/TEC 27002:2013; Cor 1:2014, IDT);

8. ICTVY ISO/IEC 27005: 2015 Tndopmaniiini TexHosorii. MeToau 3axucty. YIpaBIiHHSI pPU3UKAMH
iHdopmariitnoi 6e3nexu (ISO/IEC 27005:2011, IDT);

9. ACTY ISO/IEC 27013:2016 Iudopmarmiiiai TtexHomorii. Meronu 3axucty. HacranoBu 10
komruiekcHoi peatizarii ISO/IEC 27001 ta ISO/IEC 20000-1 (ISO/IEC 27013:2015, IDT);

10. JCTY ISO/IEC 27034 - 1:2016 Indopmamiitai texHonorii. Meroau 3axucty. besmeka
npukiaagaux mporpam.Yact. 1. Ormsag i kounenmis (ISO/IEC 27034 - 1:2011/Cor.1:2014, IDT);

11. JACTY ISO/IEC 27039 - 1: 2016 ITndopmaniiini TexHoznorii. Meroan 3axucty. Bubupanss,
PO3TOpTaHHS Ta EKCIUTyaTallisl CUCTeM BHSIBIEHHs Ta 3amobiranus BroprHeHs (ISO/IEC 27039: 2015,
IDT);

12. JACTY ISO/IEC 27040 - 1: 2016 Iadopmamiiini texnomnorii. Meroau 3axucty. besmeka
30epiranss (ISO/IEC 27040: 2015, IDT);

13. JACTY ISO/IEC 27043 - 1: 2016 Indopmaniitai TexHosorii. Meroau 3axucty. [Ipunnumnu i
nporecu posciimyBanns iHmuaeHTiB (ISO/IEC 27043: 2015, IDT);

14, NIST Special Publication 800-37, Revision 2. Risk Management Framework for Information

Systems and Organizations, 2018.



