








BCTYII

[Iporpama HaBuanmbHOi gucnuIUlind  «KommiekcHi cucremMu  3axucty  iHboOpMmariii:
NPOCKTYBaHHS, BIPOBA/UKCHHS, CYIPOBII»» CKJIaJeHa BIJIMOBIIHO IO OCBITHBOI IPOrpamMu
MIATOTOBKH MepuIoro (6akanaBpchbKOro) piBHsA 3a cremianbHIcToO 125 «KibepOe3nekay.

1. Onuc HaBYAJIBLHOI AUCIHHUILIIHA

1.1. Mera HaBUaIbHOI JUCIUILTIHA
Jucuuiutina Ma€ Ha METi BUBYEHHS CyYacCHUX TEOPETHYHUX 1 MPAKTUYHHX 3acajl opraHizamii i

MoOy/TIOBM KOMIUJIEKCHUX CHCTEM 3axHUCTy iH(OpMaIlii, MOmupeHHs iHpopMallii B €JICKTPUYHHUX,
pamio Ta onTUYHUX iHGOPMAIIHHUX Ta KOMYHIKAIIMHUX Mepekax CHCTEeM, METOMIB Ta 3aco0iB
MPOEKTYBaHHS, BUMPOOYBAaHHS, BIPOBAKEHHS Ta CYNPOBOJIY KOMIUIEKCHHUX CHCTEM 3aXHUCTY
iH(popMmartii.

1.2. OcHOBHI 3aBIaHHs JACIUIIIIHU:

OCHOBHUMH 3aBJIaHHSIMH BUBYCHHS JUCIUILIIHY €:
O3HallOMJIGHHS CTYJIEHTIB 3 CyYaCHHUMH TEOPETUYHHMH Ta MPAKTUYHUMH 3acajaMu OpraHizamii i
noOyI0OBH KOMIUIEKCHHX CHCTEM 3axHUCTy iH(opMallii, KOMIUIEKCHUM 3aXUCTOM iHQopmarii B
JIEp>KaBHUX, TMPUBATHUX Ta TPOMAJCHKUX CTPYKTypax BiJl HEKOHTPOJIHOBAHOI BHYTPIIIHBO -
00’€KTOBOi TepUTOpii Ta ENEKTPUYHHUX, PaAio 1 ONTHYHUX IHPOPMALIMHUX Ta KOMYHIKAIIHHUX
CUCTEM 1 Mepex, METO/IiB Ta 3ac001B MPOEKTyBaHHS, BUIIPOOYBaHHS, BIPOBAX)KEHHS Ta CYIIPOBOIY
KOMIUICKCHUX CHUCTEM 3aXUCTy iH(popmarrii.

1.3. KinbkicTs kpeauTis — 10.

1.4. 3aranpHa kinbKicTs ToauH — 300.

1.5. XapakTepucTHKa HaBUYaIbHO1 JUCITUTUTIHU

HopmartusHa
Jlenna dhopma HaBYaAHHS

Pixk nmigroroBku 4-ii.

Cemectpu:
7-it | 8-it
Jlexii 80 roauna
32 roguH ‘ 48 roguH
[Tpaktuuni 3aHsTTs 48 TOIMH
24 ron. ‘ 24 ron.
JlaboparopHi 3aHATTs 32 TOAMH.
8 roj. ‘ 24 ron.
Cawmocriiiaa pooora 140 roguna
56 rox. 84 rox.
Bua koHTpOSIIO
icnut ‘ icuT

[HmBITyanbHI 3aBIaHHS

VY 1.4. iHAMBIlyabHI 3aBIaHHS (KypcoBa poOoTa)

Po3paxynkoBa pobota 20roj.




1.6. 3amiaHoBaH1 pe3yabTaTH HAaBUYAHHS:
VY pe3ynbTaTi BABYCHHS JAHOTO KypCy CTYACHT MOBUHEH:
- 3HATH MOPSAIOK IPOBEJCHHS MEPEeBIPOK YCTAHOB, OpraHi3aiiil 1 MiANPHUEMCTB 0 BUKOHAHHIO
BUMOT IIPaBOBUX HOPM 1 CTaHAAPTIB, IO CTOCYETHCA JIiLEH3yBaHHS U cepTudikauii B oOmacTi
iH(opMaIiifHOi Oe31eKu, HOPMAaTUBHO-TEXHIYHOI JOKyMEHTAIIIT 110 3aXUCTy 1H(pOpMAIIii;
- YMITH:

1. 3rigHO BUMOT HOPMATUBHHUX JIOKYMEHTIB CHCTEMH TEXHIYHOTO 3aXHUCTy 1H(POpMAIlil BU3HAYATH
piBEHb 3aXHUIIEHOCTI 00’ €KTa iH(POPMAIIIHOI AiSITBHOCTI.

2. 3acTocoByBaTH CHCTEMHHUH IMIiJIXiJ 1O PO3POOKM KOMIUICKCY OpTaHi3alliifHMX 3aXOfiB, 3
ypaxyBaHHSIM IPOTHO3y PO3BUTKY MiAMPHUEMCTBA, OCOOJMBOCTEH #Oro (yHKIIOHYBaHHS Ta
BHUpIITYBAaHUX 3aBJaHb, BKIOYAIOYH OCOOIMBOCTI (DYHKIIIOHYBaHHS MIIIPUEMCTBA, BUPIITYBAHUX
HUM 3aBJIaHb Ta IPUHIIMIIAMHA MEHEPKMEHTY ITePCOHAIY.

3. BukonyBaTu oIiHKYy 3aXUIICHOCTI iHpopMaIii B iHGOpMaIliHHO-KOMYHIKAIIIHHUX CUCTEMaX.

4. KoHTpomoBaTy MOpsSAOK BUIAHHS, 00JIIKY Ta BUKOPHCTAaHHS OJaHKIB, CIIy)KOOBUX ITOCBITYEHb
(mepemnycToK, TOI0) B YMOBaxX 3a0e3MeueHHs peKUMy CEKPETHOCTI.

5. AHami3yBaTu pe3yNbTaTd JOCTIJDKCHHS CIEHiaTbHUX TEXHIYHHX 1 IMPOTrpaMHO-arapaTHUX
3ac001B 3axucTy 1 00poOkH iHPOpMaIlii B iHpopMaIiiHO-KOMYHIKaLIHHUX CUCTEMAX.

6. Po3pobisitu:

- MOJelli 3arpo3 Ta MoJiedl MOPYIIHUKIB, TOKYMEHTallil0, HEOOXiHY JJIs PO3pOOKH Ta CYMpPOBOAY
TEXHIYHUX OIMUCIB, BIAMOBIIHO 0 BUMOT €MHOT CHCTEMHU KOHCTPYKTOPCHKOT TOKYMEHTAIIIT,

- apXiTeKTypy iH(hopMaliiHO-KOMYHIKaliiHHUX cucTeM Ta Mepex (IKCM);

- CTPYKTYPH JIOKAIBHUX KOMITFOTEPHUX MEPEK, 1X OKPEMHUX KOMITOHEHTIB 1 METOIIB iX B3aeMOIi;

- CTPYKTYpPH INI00ATBHUX KOMITIOTEPHUX MEPEK;

- TOKyYMEHTaIito (3BiTH, CTPYKTYpHi, IPUHIHUIIOBI, (QYHKI[IOHAIBHI CXeMH, KOHCTPYKTOPCHKI, TOIIIO),
HEoOXimHy g po3pobku Ta cynpoBoxy TO, BiAMOBIAHO [0 BUMOr €OUHOI CHCTEMHU
KOHCTPYKTOPCHKOT TOKYMEHTAII]i. .

2. TemMaTH4yHMii JIAaH HABYAJILHOI JUCIMILIIHA
Po3aina 1. IlepennpoexTHa cTajaisi po3po0KH CHCTEM 3aXHCTY.

Tema 1. Beryn. 3aranbHi BiioMoOCTi. 3arajbHI IHOJOKEHHS HIOJ0 MPOBENEHHS poOOIT 13
ctBopenHst KC3I B ITC. IIpaBosi 3acanu mono ctBopernst KC3I B ITC.
3mict. HopmaTuBHI JOKYMEHTH CHCTEMH TexHI4HOro 3axucty indopmamii (HJ T3I), mro
pErIaMeHTYIOTh TpPOBEICHHS poOIT 13 MPOEKTYBaHHS, BIPOBAKEHHsS, cympoBonxy. Ckian,
CTpyKTypa, Bumoru a0 KC3I.

Tema 2. Beryn. 3aranmpHi Bigomocti. KowmmmekcHi cuctemMu 3axucty iH(opmaiii:
NpU3HAYCHHS, TIPUHIINAITN, CTPATETIi.
3mict. Tlonsarrs KC3I. Ilpusnauenns KC3I. Ipunumnu mobymou KC3I. Crparerii 3axucty
iH(popmaii. ba3oBuii 3micT BUu3HaueHb Teopii Ta npaktuku KC3I.

Tema 3. 3aranpHa napagurma 3axucTy iHpopmarii.
3wmict. Pexxumm 306epexenus iHbopmarii. KomyHikaOenpHICT 1 peXKMMHA aJIeKBATHICTh HOCIIB
iHpopmanii Ta 1 BB Ha HCJI. Iommpenns ingopmarii Ta mpoTuis ii BUTOKY.

Tema 4. 3a6e3neuenns mpoiecy crBoperus KC3I. (4 roqunm).
3micr.1. IlpaBoBHii, HopMaTUBHUHN Ta (IHKEHEPHO -) TEXHIYHMU 3axucT iHpopmalii. BuBueHHs ta
MOPIBHSIHHSI BUMOT IOKyMEHTAllli 3 HOpMaTUBHO-TIpaBoBOro 3abe3neuenHs KC3I.
3mict 2. 3axuct iHpopmalii Ha (MaTeMaTU4YHO -) MporpaMHoMy piBHi. TIOpiBHSHHS cepenoBHI Ta
KaHaJIB CHUCTeM Iepenadl iHpopmarii Ha pi3UIHOMY PiBHI.



Po3ain 2. Podoru 3i crBopennss KC3I.

Tewma 5. Eranu ctBopenns KC3I. [lepeanpoektri pobotu 31 ctBopennst KC3I.
3mict. BuBuenns eramiB ctBopeHHst KC3I. ®opmysanns 3aranphux Bumor no KC3I B ITC.
[Tpunnunu 3abe3nedeHHs 6e3neku iHGopMalii B iHGOpPMAIITHO — TEIEKOMYHIKAIIHHUX CHCTEMaX.
Mogeni 3arpo3 indopmariitHoi Oe3neku. Po3poOka mosmiTHKM 3a0e3neueHHs 1HQOpMaLiiHOT
Oe3IeKu opraHizarii.

Tema 6. Etanonni Mozeni Ta apXiTeKTypu KOMIT I0TEpHUX Mepex mpu npoekTyBanHi KC31.
3mict. Mogeni Ta apXiTeKTypd KOMIT'IOTEpHMX Mepex. [IpakTudHi acnekTH eKcIuTyaTarfii
KOMIT FOTEPHUX MEPEX 3 PI3HUMH apXiTEKTypPaMH.

Tema 7. €nuHa cucteMa KOHCTPYKTOPCHKOI JOKyMEHTaIlii Y KpaiHu.
3mict. CTpykTypHi, (YyHKIIOHAJIBHI Ta NPUHIMITIAIBHI CXeMU BUBYCHHS 3pa3KiB MPOEKTHO-
KOHCTPYKTOPCHKOT JokyMeHTalii cucremu T31.

Tewma 8. [IpaBusa BUKOHAHHS CXEM.
3micT. CXeMOTeXHIKa BH3HAYEHHS KOMII IOTEPHUX MEpEK B KOHCTPYKTOPCBKHUX IOKYMEHTaX.
Po3pobka QyHKITIOHATBHOI CXEMHU pPaliOBUMIPIOBAILHOTO TpUIaaAy — MYyJIbTiMeTpy. Po3poOka
(bYHKIIIOHANTBHOT CXEMH KOMIT FOTEPHOI KOPIOPATUBHOI MEPEKI.

Tema 9. OpopmiIeHHSI TEKCTOBOT TOKYMEHTAIII].
3mict. Odopmiennss TekcroBoi nokymeHrtamii mpu npoektyBaHHI KC3I. BuBuenHs TexHiku
CTBOPIOBaHHS TEKCTOBUX TOKYMEHTIB.

Tema 10. Bumoru 10 BUMIipIOBallbHOI TEXHIKH, 3aC00iB 3aXUCTy 1 00poOku iHdopmalii B
iH(pOpMaIiifHO-KOMYHIKallIHHUX CHCTEMaX.
3micT. BuBueHHs Ta po3poOka e1eMeHTIB KOHCTPYKTOPChKOI JokyMeHTalii mo1o ctBopeHHs IKC.

Tema 11. Texniune 3aBaanss (T3) va crBoperns KC3I.
3mict. Cknaxg 1 orpumanHs posniniB T3. Bumorm no 3aco0iB 3axucty iHpopmamii Bij
HECAaHKIIIOHOBAHOTO JOCTYIy Ta BHUTOKY iH(opMarmii TeXHIYHMMH KaHamamu. DyHKIIOHAIbHI
npodini 3axuieHocTi. BuMoru 10 npoekTHoi Ta ekcIuTyaTauiiHoi JOKyMeHTallii.

Tewma 12. BrimuB TOmosiorii JIOKaJIbHOT Mepeki Ha 3aXUCT iHGopMarrii.
3micT. BuBueHHs oco6imBOCTEH eKcITyaTalii Mepex 3 pi3HOMaHITHUMH TOIIOJIOT1SIMHU.

Tema 13. MepexHi 3aco0u JTOKaJTbHUX MEPEK.
3micT. BuBdueHHs (yHKIIOHAILHOTO MPU3HAYSHHS], IPUHIUIIB pOOOTH Ta BUJIB MEPEKHHUX 3ac00iB,
K 000B’3KOBOT'0 YCTaTKyBaHHSI IOKAJIbHUX MEPEK.

Tema 14. KomyHikauiiiHi cucTeMu rJ100albHUX MEPEXK.
3micT. BuBUEHHS TEXHIYHHMX 3aco0iB 0O0’€THAaHHS KOMII IOTEPHUX Mepex (MapUIpyTH3aTOpiB,
MOCTIB, KOMYTaTOpiB, IILTI031B).

Tema 15. Pusuku B npoiieci ekcrutyaraliii KOMIT IOTEPHUX MEPEx.
3MicT. 3arpo3u, NOPYIIHUKHY Ta iX BIUIUB HAa PU3MKH B MIPOIIEC] EKCIUTyaTallii KOMIT IOTEPHUX MEpPEeK.

Po3nin 3. Beenennsi KC3I B niro Ta oninka 3axumenocri ingpopmanii B ITC.

Tema 16. Cranii mnpoexryBanHs. Eckizuuii npoekt, Texuiunuih mnpoekt, PobGoua
JIOKYMEHTAITISA.
3mict. 1. HopMaTuBHI JTOKyMEHTH Ta CTaHIApTH, 0 periameHTyioTh npoektyBanHs KC3I B ITC.
Cxiaa TOKYMEHTIB, 10 po3po0IIstoThCst ipu npoekTtyBanai KC3I.
3micT 2. Buau JOKyMEHTIB Ha MporpamHi 3aco0H, 10 BUKOPHUCTOBYIOThCS mpu cTBopeHHi KC3I.
Po6oua Ta excrimyaramiitna fokymenraris KC31.
JIa6. po6. 1 VYmpasninHs npoekramu. Cucrema po3poOJeHHS Ta IOCTaBJICHHS MPOAYKIIl Ha
BupoOHUNTBO (IIpaBuna BHKOHAaHHA HAyKOBO — JIOCIIJHUX Ta JOCTIAHO — KOHCTPYKTOPCBKUX
po0iT). (2 roguHM).



Tewma 17. Moneni 3arpo3 npu npoektyBanni KC3I.
3mict. Mogeni 3arpo3 Ta ix BrumB Ha mporec npoektyBanas KC3I (6 roguH).

Tewma 18. BpaxyBanus moerni 3arpo3 npu npoekryBanni KC3I.
3mict 1. POG0TH 3 miArOTOBKM OpraHizaliiHoOi CTPYKTYpH. (2 TOIUHH)
Ciyx06a 3axucty iHpopMmarrtii.
3mict 2.Po3poOka po3mopsaynx TOKYMEHTIB, IO PETIAMEHTYIOTh ISTIBHICTh 13 3a0e3MeUYCHHS
3axucty iHpopmartii B ITC (2 roguam).
KommnexryBannst KC3I.
JIa6. Po6. 2. ByniBenbHO — MOHTaXKHI Ta ITyCKOHAIArO)KyBaJIbHI pOOOTH.
BurnpoOyBanHs Ta aTecrtallis KOMIUIEKCY TEXHIYHOTO 3axucTy iH(opmarii. [Iporpamu Ta MeToauku
BUNPOOYBaHb (2 TOIUHN).
JIa6. Po0. 3. CTBOpeHHS KOMIUJIEKCIB TEXHIYHOTO 3aXHCTy Ta KOMILIEKCIB 3ac00iB 3aXUCTY
iHdopmarii B ITC. (2 roguam).

Tema 19. OcHOBH Teopii ITaHyBaHHS €KCIICPUMEHTY.
3mict. CyTHICTh Ta MPU3HAYECHHS €KCIIEPUMEHTIB MPH MPOEKTYBaHHI, PO3poO0Ili Ta BBEACHHI B JIi0
KOMIUICKCHUX CHUCTEM 3aXUCTy iH(popmariii.

Tema 20. Cxmaganus nporpam BunpoOyBanb KC3I Ta po3poOka METOIUK MPOBEACHHSA
BUIIPOOYBaHb.
3mict. BumnpoOyBanus. Buau BumpoOyBanb Ta ix BmiuB Ha po3pooky KC3I. Meronuku
BUIIPOOYBaHb.

Tewma 21. BumiproBanHst — KpUTepii BIpHOCTI pe3yIbTaTiB €KCIIEPUMEHTIB.
3mict. BumiproBanus. [Ipu3HaueHHs, METOAUKH Ta IPUIIAIH.
JIa6. Po06. 4. [ToxuOku BUMiproBaHb. (2 TOUHH).

Tema 22. 3acoOu BUMIpIOBaHb.
3wmict. [lpusnauenHs Ta kiacudikaiis BUMIpIOBalIbHUX mpunafiB. [loxubku mnpumanis Ta
3aCTOCOBAaHMX METO/IIB BUMIPIOBAHHSI.

Tema 23. MeTposoriuHi cXeMH B €KCIIEPUMEHTAIbHUX JOCIHIPKEHHSIX.
3mict 1. MeTonu NiJiBUIIEHHS TOYHOCT] BUMIpIOBaHb (4 roIMHN).
3mict 2. MeTposoriuni cxemu (4 roIuHN).
3B'130K METO/I1B BUMIPIOBAHHSI, IPHUJIAIB Ta IPUCTPOIB 3 HOXUOKAMU BUMIPIOBAHb.

Tema 24. O6poOka pe3ynbTaTiB eKCIEPUMEHTAIBHUX JOCHIIKEHb.
3mict. MeToau oOpoOKY pe3yIbTaTiB MaJTOYUCIEHUX Ta 0araTOUYMCICHHUX BUMIPIOBaHb (4 TOJUHM).
ITporpamHi 3aco0u 06poOKH pe3ybTaTiB BUMIPIOBAHb.

Po3nin 4. Excnepruza KC31. BnpoBagkenns ta cynposin KC3I.

Tema 25. Excnieprusa KC3I.
3mict 1. Cy0’exTH Ta 00’ €kTH excnepTusu. [lopsaok opranizaiiii Ta IpoOBEACHHS €KCIEPTU3H.
3micr 2. [Ipuitmanshi Bunpodysanus ITC npu ¢pynkuionyrouii B ii ckmanai KC31.
[Tporpama Ta MeTO/IMKa MPOBEIECHHS €KCIIEPTHU3H.
Tema 26. MeToau OLIHKH 3aXUIEHOCT] 1HPOPMAIIHHO-KOMYHIKAI[IHHIX CUCTEM.
3micT. BUBUEHHS METOMIB OIIHKH 3aXUIIEHOCTI.
Tema 27. Metoau Ta 3acobu TectyBanHs 3axuieHocTi IKC.
3mict. BuBueHHs MeTO/IIB 61JI0T0 Ta YOPHOTO SIIUKY MPU TECTYBAaHHS 3aXUILEHOCTI (4 TOUHN).
Tema 28. BripoBamxenns ta cynposig KC31.
3mict. Pobotu 3 opranizaniifHoro 3a0e3neueHHs: ¢pynkiionyBanHs KC3I ta ynpaBiinHs 3acobamu
3axucty iHpopMmanii (BigmoBigHo a0 [lmaHy 3axucTy Ta eKcIUlyaTamiifHoOl JOKyMeHTaulii Ha
komnoneHTn KC3I). I'apanriifHe 1 micisrapaHTiiiHe TeXHIYHE OOCIYrOBYBaHHIO 3acCO0IB 3aXHUCTY
iH(popMartii.
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Tema 29. Opranizarmiss 3axucty iHpopMmamii Ta po3poOKa TOJOXKEHb IMIOAO  3aXHCTY
iHpopMaii Ha MiAIPUEMCTBAX.
3mict. Knacudikamiss mianpueMcTB Ta ii BIUIMB Ha piBeHb 3axuiieHocTi. OpraHizailis 3aXHCTy
iHpopMarii.
Tewma 30. locaimkenns ¢pynkuionansHux eneMmentiB KC3I, ymoB ekcrutyarairii.
3mict. Jocmimkenus npumimens peanbaunx KC3I B ¢inancoBux ycranoBax. Bmiame ymoB
eKcIuTyaTalii Ha sKicTh podotu macuctem 3axucty B KC3I.
JIa6. Po6. 5 — 12. locnimkeHHs JaTYUKIB Ta yMOB €KCILTyaTallii:
- pagiamiiHux (2 TOIUHN);
- aKyCTUYHUX (2 TOJMHN);
- eJCKTPUYHUX (2 TOAWHM),
- @IIEKTPOMArHITHUX (2 TOIUHM),
- ONTUYHHUX (2 TOAWHM);
- migcwioBadiB (2 TOIUHN);
- KiHueBuX neperBoproBaui oonagHanus KC3I (4 ronunn).

3. CTpyKTypa HABYAJBHOI AMCUMILIiIHA

HazBu po3aimiB i Tem Kinexicte rogua
neHHa hopma
yCBhOTO y TOMY YHCIi
Jlek. | Ip. | JIa6. | Ing. | C.p.
1 2 3 4 5 6 7
Po3znin 1. [lepeanpoexTHa cTajgisi po3po0Ku CHCTEM 3aXHUCTY.
Tema 1. Bcerynm. 3aranbhi BimomocTi. 3araibHi | 7 2 2 3

MOJIOKEHHS  IIOJI0  TMPOBEACHHA  poOlIT 13
ctBopeHHs: KC3I B ITC. IlpaBoBi 3acagu miono
ctBopenHsa KC3I B ITC.

Tewma 2. Beryn. 3aranehi Bigomocti. Kommnekcui | 7 2 2 3
CHCTEMHU 3aXUCTy iHpopMallii: MpU3HAYESHHS,
INPUHLINIIY, CTPATETIi.

Tema 3. 3aranpHa napagurma 3axucTy 7 2 2 3
iHdopmaii.
Tema 4. 3a6e3neuenns npouecy cropenns KC3IL. | 11 4 2 2 3

Po3aia 2. Po6orn 3i crBopenns KC3I.

Tema 5. Etanu crBopennst KC3I. IlepennpoexTri | 8 2 2 4
pobotu 3i ctBopenHst KC3I.

Tema 6. EtanonHi Mozieni Ta apXiTeKTypH 8 2 2 4
KOMIT I0OTepHUX Mepex npu rnpoektyBanHi KC3LL

Tema 7. €nuHa cucTeMa KOHCTPYKTOPCHKOL 8 2 2 4
JIOKyMeHTallli YKpaiHH.

Tema 8. IIpaBuna BUKOHAHHSI CXEM. 8 2 2 4
Tema 9. OpopMieHHsI TEKCTOBOI JOKYMEHTAITII. 8 2 2 4
Tema 10. Bumoru 10 BUMipIOBalIbHOT TEXHIKH, 8 2 2 4

3ac001B 3aXUCTy 1 00poOKH 1HPOpMaIIi]l B
iH(popMalifHO-KOMYHIKallIHHUX CUCTEMaX.




Tema 11. Texniune 3aBnanns (T3) Ha ctBopeHHsT | 8 2 2
KC3L.
Tema 12. BB Tonosorii JokaabHOT Mepexi Ha | 8 2 2
3axuCT iH(popMaIlii.
Tema 13. MepexHi 3ac00U JIOKaTbHUX MEPEXK. 8 2 2
Tema 14. KomyHikariiiiHi CHCTEMH TJIOOATBHUX 8 2 2
MEpEK.
Tewma 15. Pusuku B nporieci excruryaTartii 8 2 2
KOMII'FOTEPHUX MEPEXK.
Pa3om 3a 7-ii cemecTp. 120 32 24 8 56
Po3nin 3. Beenennsi KC3I B nito Ta oninka 3axumenocri ingopmauii B ITC.
Tema 16. Cranii npoextyBanus. EckizHuii 12 2 2 2 4
MPOEKT, TEXHIYHUN TPOEKT, poboyua 2
JIOKYMEHTAITIs.
Tema 17. Mopeni 3arpo3 npu MPOEKTyBaHHI 10 2 4
KC3I. 2
2
Tema 18. BpaxyBanHs Moesi 3arpo3 npu 16 2 2 2 4
npoekTyBanHi KC3I. 2 2 2
Tema 19. OcHoBH Teopii MIaHyBaHHS 8 2 4
EKCIICPUMEHTY.
Tema 20. CxiaganHs nporpam BUIPOOyBaHb 8 2 2 4
KC3I ta po3poOka METOIUK MPOBEICHHS
BUITPOOYBAaHb.
Tema 21. BumiproBaHHs — KpUTepii BIpHOCTI 11 2 2 2 5
pe3yJIbTaTIiB €KCIIEPUMEHTIB.
Tema 22. 3acobu BUMIPIOBaHb. 8 2 2 4
Tema 23. MeTposioriuHi CXeMH B 14 4 2 4
€KCHEPUMEHTATIbHUX JIOCIIKEHHSX. 4
Tema 24. O6pobOka pe3ynbTaTiB 8 4 2 2
€KCHEPUMEHTAIbHUX JIOCII/IKEHb.
Po3nin 4. Excnepruza KC31. BnpoBaaxkenns ta cynpoBig KC31.
Tema 25. Excnieprusza KC3I. 11 2 2 5
2
Tema 26. MeToaM OLIIHKH 3aXHUILEHOCTI 7 2 5
1HQOpMaLIHHO-KOMYHIKALIMHUX CHCTEM.
Tema 27. MeTonu Ta 3acO0M TECTyBaHHS 9 4 5
3axumeHocTi IKC.
Tema 28. BnpoBamxkenns ta cynposig KC3I. 8 2 2 4
Tema 29. Opranizanis 3axucty iHpopmarii Ta 8 2 2 4
po3po0Ka MOJOKEHb MO0 3aXUCTy 1HPOopMaIii
Ha IiJIPUEMCTBAX.
Tewma 30. locmimkeHHs: (yHKITIOHATBHUX 26 2 2 4 6
enemenTiB KC3I, ymoB excrutyarartii. 4
4
4
KypcoBa pobora 20
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Pasom 3a 8-ii cemecTp 180 48 24 24 84
Ycvozo zooun 6 yuoosomy poui 300 80 48 32 140
4. Temu ceMiHAPCHKHX, NPAKTHYHHX, JA0OPATOPHMUX 3aHSITh

No Haspa temu KinpkicTb
TEMH TOAMH
3/m

1 | Ckuap, ctpykrypa, Bumoru g0 KC3L. 2

2 | Crparerii 3axucty indopmartii. bazoBuii 3MicT BU3Hau€Hb TEOPii Ta 2

npaktuku KC3I.

3 | IlommpenHns indopmanii Ta mpoTumis ii BUTOKY. 2
4.1 | BuB4eHHS Ta MOPIBHSIHHSI BUMOT JIOKYMEHTAIlil 3 HOpPMAaTHBHO-TIPABOBOTO 2

3abe3neuennst KC3I.

4.2 | IlopiBHSHHS cepeOBHIN Ta KaHAIIB CUCTEM Tepenadi inopmartii Ha 2

Gbi3uyHOMY piBHI.

5 | Mogemni 3arpo3 iHdopmariitHoi 6e3neku. Po3poOka monmituky 3a0e3neyeHHs 2

iHbopmamiiiHoi 6e3neKu opraHizarii.

6 | [IpakTu4Hi acrieKTH eKCIUTyaTallil KOMI IOTEPHUX MEPEXK 3 PIZHUMU 2

apXiTeKTypaMHu.

7 BuBueHHs 3pa3KiB IPOEKTHO-KOHCTPYKTOPCHKOI TokyMmeHTalii cuctemu T3L 2

8 | Po3poOka (hyHKITIOHAIEHOT CXEMU PaiOBUMIPIOBAIIBHOTO TIPHIIATY — 2

MyJnbTiMeTpy. Po3poOka GyHKIIIOHATBEHOT CXEMH KOMIT FOTePHOL
KOPIIOPAaTHUBHOI MEPEXKI.

9 | BuBYeHHS TEXHIKH CTBOPIOBAHHS TEKCTOBHUX JIOKYMEHTIB. 2

10 | KoHcTpykTopebka gokymeHTaris 1mojo crBopenns IKC. 2

11 | Bumoru 0 IpOeKTHOI Ta eKCILTyaTaIliiHOl IOKYMEHTAIII]. 2

12 | Mepexi 3 pi3HOMaHITHUMHU TOIOJIOTISIMH. 2

13 | YcrarkyBaHHS JOKAJIHHUX MEPEK. 2

14 | BuBueHHs NPUHIUIIB poOOTH MapIIPYTU3aTOPiB, MOCTIB, KOMYTaTOPIB, 2

IJTIO31B.

15 | Pusuku B mpotieci eKcIuTyaTalii KoM IOTEPHUX MEPEK. 2
16.1 | Cxuyiag TOKYMEHTIB, IO po3po0JisitoThest pu mpoekTyBanHi KC3L 2
16.2 | Poboua Ta ekcruryatamiiiaa qokymenraiis KC3I. 2
16.3 | Ynpasninas npoektamu. CucreMa po3poOeHHs Ta OCTaBICHHS MPOAYKIIT 2

Ha BupoOHUNTBO (IIpaBuna BUKOHAHHS HAyKOBO — JOCIIIHUX Ta JOCIIIHO —
KOHCTPYKTOPCBKUX po0iT). (2 rouHM).
18.1 | Cnyx0a 3axucty iH(poOpMarrii. 2
18.2 | KommuiekryBanus KC3I. 2
18.3 | ByaiBenbHO — MOHTaXHI Ta IyCKOHAIATOKYBaIbHI pOOOTH. 2
BurnpoOyBaHHs Ta arecTanlis KOMIUIEKCY TEXHIYHOTO 3aXUCTY 1H(pOopMallii.
[Tporpamu Ta METOIMKH BHUIIPOOYBAHb.
18.4 | CTBOpeHHS KOMIUIEKCIB TEXHITHOTO 3aXHCTy Ta KOMIUIEKCIB 3aC00IB 3aXHCTy 2
iHpopmauii B ITC.

20 | MeTtoauku BHIIPOOYBaHb. 2
21.1 | BumiproBanus. [Ipu3HayeHHs, METOIMKHU Ta MPUIIAJIH. 2
21.2 | TToxuOKu BUMipIOBaHb. 2

22 | Iloxu0OKu mpusaiiB Ta 3aCTOCOBAHUX METO/IiB BUMIPIOBaHHSI. 2

23 | 3B'130K METO/1iB BUMIPIOBAHHS, IPUJIA]IIB Ta IPUCTPOIB 3 MOXUOKAMH 2
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BHUMIPIOBaHb.

24 | IIporpamui 3acoOu 0OpOOKH Pe3yIbTaTiB BUMIPIOBAHb. 2

25 | [Iporpama Ta METOJIMKA MPOBEJICHHSI EKCIIEPTU3H. 2

28 | Il'apanTiitHe 1 micisirapaHTIHHE TEXHIYHE 0OCITYTrOBYBaHHIO 3aC00IB 3aXUCTY 2

iHpopmaii.

29 | Opranizamis 3axucty iHboOpMaIrii. 2
30.1 | BruiuB yMOB ekcruyaTamnii Ha sIKicTh po0oTH mifacucteM 3axucty B KC3L 2
30.2 | JochipkeHHs paiallifHUX JATYMKIB Ta YMOB €KCILTyaTallii. 2
30.3 | JlocnipKkeHHs] akyCTHYHHMX JATYMKIB Ta YMOB €KCILTyaTaIllii. 2
30.4 | JlocniuKeHHS eIeKTPUYHHX JIaTYMKIB Ta YMOB €KCILTyaTallii. 2
30.5 | JlocnipkeHHsI eIeKTPOMAarHiTHUX JTaTYMKIB Ta YMOB €KCIUTyaTallii. 2
30.6 | JlociiKeHHs ONTUYHUX JATYMKIB Ta YMOB eKCILTyaTallii. 2
30.7 | JlocnipkeHHs MiACHIIIOBAYIB JaTYMKIB Ta YMOB €KCILTyaTallii. 2
30.8 | JlocnipkeHHs KiHIIEBUX IepeTBoproBaviB oOsannanas KC3I. 2

80
5. Camocriita poboTa

No Howmep Temu KinpkicTb dopma KOHTPOJTIO
3/m TOJIUH

1 | Temnu 1-30. 90 TectyBaHHs B cUCTEMI

2 | JlaTumku Ta yMOBH €KCILUTyaTaIlii: 20 Moodle na cepsepi Llentpy

- panianiiifi (2 roauHM); EH.
- aKyCTH4Hi (2 TOUHN);
- €JCKTPUYHI (2 TOIUHN);
- €JIEKTPOMArHiTHi (2 rouHMN);
- onTuyHi (2 TOANHM);
- MiACHIIOBaYl (2 TOANHM);
- KIHIIEB1 TIEpEeTBOPIOBayi 0018 JTHAHHS.
3 | KypcoBa pobora 20 3axucT

6. InguBinyanbHi 3aB1aHHsA

KoxeHn cTyneHT B mpoiieci MiAMOTOBKHU /10 OJHOTO 3 IPAKTHUYHUX 3aHATh OTPUMAE 3a JiBa

THXHI 1HAWBIIyallbHe 3aBIaHHs AociikeHHs cydacHoi KC3L.
JlomoBiIb CTYZIEHTA OI[IHIOE TPpyIla Ha MPAKTUYHOMY 3aHSATTI.
Posrnsag nBox ognakoBux KC3I 3a0oponsieTses.

Yac nomoBijii Ta OIiHIOBaHHS 0OMEKEH1 PO3KJIaIOM MPOBEICHHS MPAKTUYHOTO 3aHSTTI.

7. MeToau HABYAHHA

SIK mpaBUIIO JIEKLHHI Ta IPAKTHYHI 3aHATTS IPOBOAATHCA ayIUTOpHE. B yMoOBax Jiii KapaHTUHY

3aHATTS MPOBOJATHCS BiAMOBiIHO 10 Hakasy pekropa XapKiBChKOro HalllOHAIBHOTO YHIBEPCUTETY

imeni B.H. Kapa3zina (aynutopHe abo aucrasiiiitHo 3a gonomororo miardopm Google Meet abo Zoom).

8. MeToau KOHTPO.I10
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[ToTouHMIT KOHTPOJIL POOOTH CTYACHTIB MPU BUBUEHHI JUCIHUIUIIHK 3IIHCHIOETHCS HA JICKITIAX
y BUTJIS/IL JICTIOUOK (TIOTOYHE TECTYBAHHS), MPAKTUYHHUX 3aHATTSX (IMOCTIHHO) IIJISIXOM MPOBEICHHS
KOHTPOJIbHOTO ONMTYBaHHS a TaKOX 3 3aCTOCYBAaHHAM TecT-cucteMu Moodle Ha cepsepi LlenTpy

EH. ITizcymMKoBHI KOHTPOJIb 311HCHIOETHCS TIPY TPOBEACHHI CEMECTPOBOTO 1CIIUTY.

9. Cxema HapaxyBaHHs 0aJiiB

Banu 3a moToYHMI KOHTPOJIb 3HAHB 11O po3finax 1 a2 Kontposnbha | Pospaxyn | Pasom | Iemur | 3ara
_ pobora. KOBa cyma TbHA
HIPOTSTOM ceMecTpy (II0 TeMax), IO HapaXOBYe TECT-CHCTEMA Moodle Ha poGora | Ganin y cyva
cepsepi Lentpy EH cemecT Gani
pi B
T T T T T |T T T T T T T |T T T
1 2 3 4 5 6 7 8 9 10 | 11 | 12 | 13 | 14 | 15 5 10 60 40 100
3 3 |3 3 3 313 3 3 3 3 3 3 3 3
Banu 3a moTOYHMI KOHTPOJIb 3HAHB 110 PO3ALIax 3 Ta 4 MPOTATOM Kontpomsra | Kypcosa
ceMectpy (IO TeMax) poGora. poGora
T T T T T T T T T T T T |T|T|T
16 17 18 | 19 | 20 | 21 | 22 | 23 | 24 | 25 | 26 | 27 | 2| 2| 30 5 10 60 40 100
819
3 3 3 3 3 3 3 3 3 3 3 3 31 3|3

T1, T2, T3, T4 ... T17 — TeMu 3aHATh.

10. Kpurepii ouinioBanHst

3HaHb CTYJICHTIB Ha TeCT-ONUTYyBaHHs B cucteMi Moodle Ha cepsepi Llentpy EH

Busnauenusa

[ToBHa BiAIOBiAE OE€3 TOMUIOK

HenpaBwibHa BiANOBiAb, MarTh Micle TIpyOl HOMMIKH,
HEPO3yMIHHS CyTl TUTAHHS

KpuTepii oniHIOBaHHSI 3HAHb CTY/JEHTIB 32 BUKOHAHHS KOHTPOJIbHiii po0oTH

Busnauenusa

JlaH1 MOBHI BIJMOBIJII HA KOXXHE MPAKTHYHE MUTAHHS MMOKAa3aHO TBEPIE
3HAHHS HAaBUAIBHOT'O MaTepialy, pO3yMiHHS CyTi NOCTaBICHUX MUTaHb,
3po0JIeH1 MOBHI 1 TPABUJIbHI BUCHOBKU

VY BIANOBIAAX Ha IOCTaBJIEHI MPAKTUYHI NMUTAaHHS IOKa3aHO 3HAHHS
HaBYAJIbHOIO Marepially, PO3yMiHHS CyTi IOCTaBIE€HUX IUTaHb 3a
HasIBHOCT1 HE3HAUYHUX MOMMJIOK 3pO0JIeH] JOCTaTHHO MOBHI 1 MPaBUIIbHI
BUCHOBKH

VY BIAMNOBIAAX HA MOCTABJICHI MPAKTHYHI MUTAHHS MOKAa3aHO JOCTATHBO
3HaHHA HaBYAJLHOTO Marepiajly MpH HAasBHOCTI CYTTEBUX IOMUJIOK,
3po0JIeH1 BUCHOBKHU

VY BIANOBIASX MOKa3aHO PO3YMIHHSA CYyTi IIOCTaBJIEHUX IUTaHb 3a
HAsBHOCT1 MPHUHIMIIOBUX MOMMJIOK IMPH PIIIEHHI MPAaKTUYHUX 3aBJaHb,

Kinexkicts 0anis

0 Oauis.

KinpkicTs Oaiis

10

100% OIiHKH,3TigHO 31 CXEMOIO
HapaxyBaHHs OaiiB 1.8
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BIJICYTHI BUCHOBKH

VY BIIMOBIIAX Ha MOKa3aHO CJIA0K1 3HAHHS HAaBUAJIBHOTO MaTepially MpH 2
HAsBHOCTI MPHUHLIUIOBUX MOMWJIOK MPH PILICHHI MPaKTHYHUX 3aBJaHb,
B1JICYTHI BUCHOBKH

Kpurepii oniHioBaHHs eK3aMeHALIHUX POOIT CTYJAEHTIB

Buszauenus Kinekicts OaniB

[Tpu BigmoBiAl HA eK3aMEHAIIHUI KBUTOK TEOPETUYHI MUTAHHS OCBITJICHI 40
MTOBHICTIO, 3aBJIaHHS BUPIIICHE MTPaBUILHO, 3p00JICHI BUCHOBKH

[Tpu BiAMOBiI Ha €K3aMEHAI[IHHUN KBUTOK TCOPETUYHI MUTAHHS JOCTATHHO
OCBITJICHI, 3aBJaHHS BHpINIEHE NPABHWIBHO 3 HE3HAYHHUMH ITOMMIIKAMH, 35-39
3p00JIcHI BUCHOBKH

[Ipu BiAMOBIAl HA eK3aMEHAIIHHUN KBUTOK TCOPETUYHI MUTAHHS OCBITJICHI 3
MOMUJIKAMH, 3aBJaHHS BUPINMICHE MPAaBUIBHO 3 HE3HAYHHUMU ITOMMIIKAMH. 25-34
3po0eHi HeTOBHI BUCHOBKHU

[Tpu BignOBiMI HA €K3aMEHALIMHNN KBUTOK TEOPETHYHI IMUTAHHS OCBITJICHI 3
CYTTEBUMHU TOMWJIKAMH, 3aBJIaHHS BHpILIEHE 3 TOMUIKaMHU. 3poOiieHi 15-24
HEIMOBHI BUCHOBKH

[Ipu BiAMOBIAI HA €K3aMEHAIIHHUN KBUTOK TCOPETUYHI IMUTAHHS OCBITJIEHI 3
CYTTEBHMHU IMOMMJIKAMH, 3aBJaHHS BUpIIIEHE YaCTKOBO a00 HE MOBHICTIO. 1-14
BucHoBKkM HenmoBHI a00 BiJICYTHI

[Ixaina oriHIOBaHHS

) ) . Owinka
CymMa 6aiiB 3a BC1 BUAM HABYAIBHOT : i :
ISUTBHOCTI MPOTATOM CEMECTPY JJIs1 YOTUPHUPIBHEBO1 NIKAJIA OI[IHFOBAHHA
(icmiut)
90 — 100 BIIMIHHO
70-89 J00pe
50-69 3aJ0BLIILHO
1-49 HE3a0BIIBHO

11. PexomennoBana Jiiteparypa
ba3oga gireparypa:

- I'pebennikoB B.B. KommiekcHi cuctemMu 3axucTy iHGOpMAIlii: NPOEKTYBAaHHS, BIPOBAKEHHS,
cynpoBif. 30ipHuK Jekuiit. 2013. 161 c.
- KommiekcHi cuctemMu 3axucty iHpopmaiii : HaBdanpHMHA mociOHuk / K63 [fApemuyk 1O. €,
ITaBnoBcrbkwuii I1. B., Karaes B. C., Cintorin B. B.] — Binawms : BHTY, 2018. — 118 c.
3.3amyna O.A., T'opoenko HO.I., IllymoB A.l. HopmaruBHO-TIpaBoBe 3a0e3medeHHs iH(GOopMaIiiiiHol
6e3nexu. KomruiekcHi cuctemu 3axucty iHpopmartii»: Hasu. nocionuk. - Xapkis: XHYPE, 2010 - 118 c.
4. 3a penaxiiero ['opoenko I.J]. Topoerko HO.I. «IloOymyBanHs Ta aHami3 CHCTEM, POTOKOMIB Ta 3
aco0iB kpunTorpadigHoro 3axucty iHdopmarii». . Monorpagis. Xapkis. Popt. 2016, 902c.
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5. 3a penakmiero ['opoenko I.JI. Topbenko FO.I. «IloOymyBanHs Ta aHam3 CUCTEM, MIPOTOKOJIB Ta
3aco0iB KpunrorpagiuHoro 3axucty iHdopmarii». Emexrponna Bepcis. Monorpadis. XapkiB. Dopr.
2016, 902c.

6. T'opbenko FO.I., 'opbenko L. Indpactpykrypu Binkpurux kmouiB . Cucremu ELIL Teopis Ta
npaktuka. MoHorpadis. Xapkis. @opt. 2010, 593c.

7. T'opbenko I.11., l'opbenko FO.I. IMpuknaana kpurrosnoris. [Tiapyunuk. Xapki. ®opt. 2013p. , 878c.

8. 3amymna O.A. 3axucr aepkanux cekpetiB. Hapuansawmii mocionnk. XHYPE — 2004.— 206 c.
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