








BCTYII
[Iporpama nHaBuanpHOi aucuuiutind “Kpuntorpadiuni meroau B kibepOexmeni ~ ckiajgeHa
BIJIIIOBIIHO bi (o) OCBITHBO-TIpodeciitHoT nporpamMu MMIATOTOBKH

marictpa . CrenianbHocTi - 125 KibepOesneka. OcitHs nporpama - besneka iHpopmaniiHux i
KOMYHIKAI[IHHUX CHCTEM .

1. Onuc HaBYAJILHOI AUCHUILIIHA

1.1. Meta BuKJIaJaHHS HABYAJIbHOI AUCIUTITIHU
Mema Oucyunninu — 3aKJIacTU TEPMIHOJIOTIYHMN  Ta METOMOJOTIYHUK  (QYyHIAMEHTH,
BUSIBJICHHIO Ta aHANi3y Cy4acHHX MpoOiieM KpUnTorpadiuHoro 3axucty iHdopmariii, HaBYaHHIO
CTYACHTIB OCHOBaM IOOYJOBM Ta aHali3y KPHUITOCUCTEM, 3aCTOCYBAHHIO KPHUIITO CUCTEM IS
KiOep3axucTy, CTBOPEHHIO Ta 3aCTOCYBAHHIO MOCTKBAHTOBUX KPUIITOCUCTEM Ta HOPMATUBHOMY
PETYJIIOBAaHHIO 1 CTaHAapTU3aLlll KPUIITOCUCTEM.

MaricTpaHT, IO CHEUiaTi3yrThCs B IIbOMY HAampsIMKy, MalOTh MOXIIUBICTb
BUKOPUCTOBYBAaTH OJEp)KaHI KOMIIETEHIIll, 3HaHHSA Ta YMIHHS IpPU MPOBEAEHI JOCIIKEHb Ta
BUKOHAHHI HAyKOBOI POOOTH, a TaKOXX Ha NPAKTHUIl, IO Tepeaye po3polli MaricTepchbKoi
poboTH.

1.2. OcHOBHI 3aBJaHHS BUBYECHHS JUCIAILIIHI
Y upomy Kypci nepeabadaetbes GOpMyBaHHS y CTYICHTIB KOMIIETEHI[iH, 3HaHb Ta YMIiHb 3
Teopii Ta NpPaKTUKW MMOOYIOBH, aHANi3y Ta CTaHAAPTU3aIil KPUITOCHCTEM, a TaKOX  iX
3aCTOCYBAHHS B ICHYIOUMX JI0JIaTKaX I HaJlaHHs €JeKTPOHHUX JOBIPYUX MOCIYT.

1.3. KinpKicTh KpeauTiB - 6
1.4. 3aranpHa KinbKicTh roauH - 180

1.5. XapakreprucTrka HaBUYIBHOI JUCIHILTIHU
HopmarusHa / 3a Bubopom
Jlenna ¢popma HaBuaHHS ‘ 3aouHa (aucTaHuiliHa) popMa HaBUAHHS
Pix miaroroBku
1-ii \ 1-it
Cemectp
1-ii | 1-ii
Jlexmii
16 ron. ‘ 16 ron.
[IpakTHyHi, ceMiHapChKI1 3aHATTS
8 ron. \ 8 rox.
JlaGopaTopHi 3aHATTS
8 rom. \ 8 rom.
CamocriiiHa pobora
148 rop. ‘ 148 ron.
VY T.4. iHAMBIAyaNIbHI 3aBIaHHS
(xypcoBa pobota 20 ron Ta HaykoBi gocaimpkerHs 20 rox)

1.6. 3anaHoBaHi pe3yabTaTi HaBYaHHS
MATH KOMIIETEHIII:

3araiabHo — npodeciiini



0a30Bi SBJIEHHS NPO OCHOBHI MOJOXXEHHA oOprasizamii Ta (yHKIIOHYBaHHS 3axXHUILEHHX
iHpopmamiitanx  cucrem(IC), Ttemekomynikamiiaux cucreM(TC) Ta iHdopmamiiHO -
TEJIEKOMYHIKALIHHIX CHCTEM DI3HOI'O NPHU3HAYEHHS, B TOMY YHUCII XMapHUX OOYMCIEHb, a
TakoX iHppacTpykTyp Biakputoro kiroda(IBK);

3IaTHICTh OOIPYHTOBYBATH Ta BUKOPUCTOBYBATH CTaHIAPTU30BaHI KpUNTOTpadiuHi CHCTEMH,
KOMIUIEKCH, 1HPPACTPYKTypH BIIKPHUTOrO KIIOYa, KpunrTorpadiuyHi TPUMITHBH Ta MPOTOKOJHU
3axucTy iHpopmamii aepkaBHUX iH(OpMAIITHUX pecypciB Ta NEPCOHAIBHHUX JAHUX, B TOMY
YUCII B IOCT KBAHTOBUM TEPIOT;

BOJIOJIIHHS CTaHJAPTHU30BAHUMH Ha MIXKHAPOJHOMY, HalllOHAILHOMY Ta PETiOHAJIBHUX PIBHIX
METO/IaMH, MEXaHi3MaMH, CHCTEMaMH, MPOTOKOJIAMHU Ta 3ac00aMH KPUITOTrpadiuHOrO 3aXHCTY
iHpopManii mpu HamaHHI ENEeKTPOHHHUX TPAHCKOPAOHHHMX IOBIPYMX IOCIYr IOPUAWYHUM Ta
Gi3uyHIM oco0aM Ta 3axHCTy 1H(GOpPMaIIMHUX PEeCypcCiB 1 NEPCOHATBHUX JIAHUX; B TOMY YHCII
JUISL XMapHHUX CEpPBICiB.

3MaTHICTh OyJIyBaTH, 3AIMCHIOBAaTH aHaNi3 Ta IMOPIBHSIHHS KPUNTOrpagidyHUX CHUCTEM Ta
KpUnTorpadiuHuX MPOTOKOJIB, @ TAaKOXK 3ac00iB KpunrorpadivyHoro 3axucry inpopmarii(K3I) 3
BUKOPUCTAHHSAM OOIPYHTOBaHUX KPHUTEPIiB Ta MOKA3HUKIB, B TOMY YHCIi BIJIHOCHO XMapHHUX
CEpBICiB.

CrneniasizoBano — npodeciiini

0a30Bi sBJIEHHS Mpo 3arpo3u Ta HananHs kopuctyBadam B IC, TC, ITC ta IBK 6a3zoBux, B
TOMY YHUCIi TPAaHCKOPJOHHUX EJIEKTPOHHHMX JOBIpYMX IOCIyT, 3 Oe3meku iHdopmarii ta
iH(hopMaLiifHUX pecypciB, B TOMY YMCI1 11 XMapHUX CEPBICIB Ta B MOCT KBAHTOBHI MEPIOI;

3IaTHICTh BHKOPHCTOBYBATH IMpodeciitHo npodisboBaHi 3HAHHA W MPAaKTUYHI HABUYKHU IIPH
MPOEKTYBaHHI, €KCIepTHu3i, JMOCHIIHIA eKCIulyaTalii Ta 3acTOCyBaHHI CHCTEM 3axHCTy
iapopmanii (C3]) ta iHpopmanilinux pecypciB B ITC ta IBK, B ToMy uncii B HOCT KBaHTOBUI
nepion;

3IaTHICTh BHKOPHCTOBYBAaTH ICHYIOUy MDKHApOJHY, pETiOHaJIbHY Ta HallOHAJIbHY
HOPMAaTHUBHO — MPaBoBY 0a3zy MpH OOTpyHTYBaHHI BUMOT JI0 3aXMCTy iHpopMalii Ta pecypciB B
IC, TC, ITC Ta IBK, B TOMy uuncIi BiIHOCHO XMapHUX CEPBICIB Ta Y IOCT KBAaHTOBUI NEPIOJ;

BOJIOJIIHHS OCHOBHMMH CIELIaJi30BaHUMHU anapaTHUMHM, amnapaTHO NPOTrPaMHUMH Ta
IporpaMHUMHU 3acobamMu 3axucTy iH(popmauii Ta iHQOpMaLiHUX pecypciB, MPOrpaMHUMHU
MakeTaMu Ta CIeliani3oBaHuMH 0i0iioTeKkamMu, iHTepdeiicaMi Ta TEXHIYHUME crienudikaiisMu
1o crocytoTeest K31, B ToMy uncil 17151 XMapHHUX CEpBICIB Ta y MOCTKIBAaHTOBUN MEPIOJ;

yminHA npaktuyHoro 3actocyBanHs IC, TC, ITC ta IBK, B sikux 3a0e3neuyeTbest HEOOX1AHUN
piBeHb Oe3neku iH(popMallli HaJaHHs €JIeKTPOHHUX, B TOMY UYHCI1 TPAHCKOPJOHHHUX, JOBIPYMX
HOCHYT, 3aXUCTy 1H(OpMaIiiHUX pecypciB Ta MEPCOHATBHUX JaHWX, B TOMY YHCIi B IOCT
KBAaHTOBUH TIEPIO/I.

3HATH:

HaIllOHAJIBHY Ta MDXHApPOJHY HOPMAaTHUBHO MpaBOBY 0a3y, HAyKOBO-METOJMYHI Ta TEXHI4HI
NPUHIUIA OpraHi3aiii Ta BUKOHAHHS BHUTOTOBIICHHS, IOCTi/DKEHHS,  BIPOBADKCHHS Ta
3actocyBaHHa Kpunrtorpagiuaux cucreM B IC, TC, ITC Tta IBK, BKkIO4arouum XMmapHi
00YHCIICHHS;

MoOJIelll TMOPYIIHUKIB Ta TUMOBI 3arpo3u Oe3meui iHdopmanii B IC, TC, ITC Tta IBK, mo
MOKYTh BUHUKATH MPHU 3aCTOCYBaHHI KPUMITOCUCTEM, MOPSAIOK IX aHaNi3y Ta OLIHKHU B MpOIleci
PO3pOOKH, JOCIIIKEHHS Ta 3aCTOCYBaHHA , @ TAKOX OCOOJIMBOCTI 3arpo3 KIII0UYaM KOPUCTYBaUiB
B XMapax.

KpUTEpii Ta MOKA3HUKU OIIHKK CTIMKOCTi, CKIQJAHOCTI TOIIO peami3allii KpUITOCUCTEM Ta
0e3nevyHoCTI KpunTorpapiyHUX IPOTOKOJIB, BKIOYAIOUM XMapHi CEPBICH;

METO/IM, METOJMKH Ta 3acO0M MOCHIDKEHHS CTIHKOCTI KpunrtocucteM Ta 3aco0iB K3l,
0COOJIMBOCTI TX pO3pPOOKH Ta eKCIEPTU3H Ha HALlIOHAJIBHOMY Ta MIXXHAPOTHOMY PIBHSIX;
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TUIIOBI BUMOTH JI0 CHCTEM Ta 3ac00iB YNpaBIiHHSA KIIOYOBUMH JaHUMH B KPUITOCHUCTEMAX,
BKIo4aroun Kpunrocucremu IBK, Ta nuisaxu iX BuKOHaHHA B mpoueci NoOyIyBaHHS
KpunrocucteM ta 3aco6iB K31, B ToMy umcii B IOCT KBAaHTOBHIA NIEPIOJ;

CTaHJAPTU30BaHI KpUOTOrpadiyHi MPUMITHBH, MOPSAIOK iX PO3POOKH Ta 3aCTOCYBaHHS MPH
3axucTi iHpopmanii 3 0OMEXKEHHM JOCTYIIOM Ta HaJaHHI EJIEKTPOHHHX TPAHCKOPIOHHUX
noBipunx nociyr B ITC ta IBK, B ToMy 4ncii y MOCT KBaHTOBUH TIEPIOI;

TUIIOBI CTaHJAPTU30BaHI KPUIITOCUCTEMH Ta 3aco0u KpunrorpadiyHoro 3axucty iHpopmarii
B IC, TC, ITC Ta IBK, Bumoru g0 HuxX Ta ocobmuBocti modyayanus B ITC ta IBK, B Tomy
YHCIIi B IOCT KBAaHTOBUH TIEPiOf;

npoOjaeMH, CTaH Ta MEpCHEeKTUBU CTBOPEHHS Ta 3aCTOCYBAHHSA KPUITOCHCTEM Ta KPHUIITO
npotokouiB B ITC ta IBK, B ToMy 4HCIi B IOCT KBAHTOBH MEPi0/1, BKIIOYAIOYH XMapi CEPBICH.

YMITU:

CKJIaJlaTu Mojesi 3arpo3 Oesmerti iH(opMarllii, BU3HAYaTH 3a7avi 3aXHCTy Ta PO3POOJIATH
TAaKTUKO-TEXHIYHI BUMOTHY /IO KPUITOCHCTEM Ta KPUIITO MPOTOKOIIB, BKIIOYAIOYX MOJIEINI 3arpo3
BiTHOCHO KOPUCTYBauiB XMapHHUX CEPBICIB;

PO3pOo0IATH TEXHIUHI Ta YAaCTKOBI TEXHIUHI 3aBJaHHS Ha KpunTocucreMu Ta 3acobu K31 mpu
ix moOy10Bi;

3aCTOCOBYBATHM OTPHMaHi 3HAHHA TPU EKCHEepPTH3i, TEeMaTHYHUX JOCIIDKEHHSIX Ta
ceprudikaiiuux BUMPOOOBYBaHHSIX KpumrocucreM Ta 3aco0iB K3I, B ToMy wuwmcni B moct
KBaHTOBUU TIEPiO;

OOTpyHTYBaTH Ta MPOEKTYBaTU CTaHJApTHI  KpunTorpadgiyHi CUCTEMH, 3acoOH,
KpunrorpadiuHi IpUMITHBH Ta MPOTOKOJIM 3aXHUCTy iH(popMarii Ta iHpopMaiiHIX pecypciB B
ITC, BrIIFO9arOYM XMapHi CEpBICH;

3IHCHIOBATH 3arajbHy OIIIHKY SIKOCTI 3aXHCTy iH(opMmarii Ta mpaBOMIpHICTh 3aCTOCYBaHHS
KpunTocucteM cucteM Ta 3aco0iB K31 B ITC;

BU3HAYaTH OCHOBHI (DyHKITIOHANBHI Ta KpUnTOrpadidHi BUMOTH J0 CUCTeMHU cepTudikarii Ta
TJIC pi3HOrO NpU3HAYEHHS, BKIIOUAOYM XMapHIi CEpBiCH;

BUKOHYBAaTH Ta aHali3yBaTh OOOB’S3KM TOCATOBUX OCIO CIyk0 iH(popMaliifHOi Oe3neKu
saxumenux ITC(IC) ta uentpiB ceprudikamii karouiB(L{CK) 3rinHo airouux periamMeHTiB 4u
JIIOYUX MOJITHK OE3IIEKH.

MoJenoBatu Ta aociaipkyBatu Ha [IEOM Tta OesnocepeHbo 3 BUKOpUCTaHHAM 3aco0iB K31
npouecu  KpuntorpadiyHoro — 3axucry  iHQopmauii Ta  iHQOpMAIIHMX ~ pecypcis,
KpUNTOrpadiuHUX MEpPeTBOPEHb, KPUNTOrpaiqyHOro aHajidy, YHOpPaBIiHHS KIIOYaMH Ta
kpuntorpadiuni nporokonu B ITC ta IBK, B ToMy uncii kopucTyBauaM XMapHUX CEPBICIB.

2. TemaTH4yHMii NJIAaH HABYAJILHOI JUCIMIIIIHA

Tema 1. Benenns B nucuumuiiny. OCHOBU 3acTocyBaHHs KpuntocucreM Ta 3aco0iB K31 mpu
Ha/laHH] €JIEKTPOHHMX AOBIpuux mnochyr. . Kracudikaiiss, OCHOBHI BUMOTH Ta MOOYayBaHHS
KPUIITOCHCTEM Ha OCHOBI OJIOKOBUX Ta MOTOKOBUX CHUMETPUYHUX MIHGPIB. 3aCTOCyBaHHS
cucTeM K31 nns  kibGep3axucry. Bumorn 510 cTaHIapTU30BaHMX CHUMETPUYHUX
KPHUITOTIEPETBOPEHD B TIOCTKBAHTOBUH TEPio/I.

Tema 2. Knacuoikarlis, OCHOBHI BUMOTH, CTaHJIApTU3allisl Ta NMPUHUMOHN 0Oy yBaHHS
aCUMETPUYHHUX KpunTocucteM ImudpyBaHHS Ta IHKancyssmie kmodiB  OcoOIMBOCTI
NPOEKTYBAaHHS Ta 3aCTOCYBaHHS KPHUITOCUCTEM, B TOMY 4YHCIi g KiOebp3axucTy Ta y
MMOCTKBAHTOBHI MEPIOJ.

Tema 3. Meroau noOynyBanHs Ta ocHoBu aHamizy EIl.  ITlopiBHAnbHUE aHami3 Tam
3aCTOCYBaHHs craHmapTu3oBanux  EIl. ®yHkmii renryBaHHs, BHMOTH, CTaHIApTH3aIlis Ta
3acrocyBanHs. [lepcriektuBHi EIl Ta @I 1151 xi6ep3axucTy Ta y HOCTKBAaHTOBOTO MEPIOAY.

Tema 4. [loOynyBaHHA Ta aHai3 3ac001B KpUOTOrpadiuHOro 3axXUCTy iH(opMarlii.



OCHOBHI eTanu NPOEeKTyBaHHs, MOOYI0BH, EKCIIEPTH3H, BIIPOBAKEHHS Ta EKCIUTyaTallii 3aco0iB
K3I. Oco6auBocTi mpoekTyBaHHs Ta 3acTocyBaHHs 3aco0iB K31 mais kibep3axucry.

Tema 5. Metoau, MmexaHi3Mu Ta 3aco0u kpunTorpagiunoro 3axucry indopmarii B ITC.
OCHOBHI JTOJIaTKW KPUNTOCUCTEM Ta KPHIITO MPOTOKOJIB, B TOMY YHCIi BIJIHOCHO XMapHHX
cepgiciB. Metoau kibep3axucty Bix HC/] Ha ocHOBI kpunTorpagiqyHux MepeTBOPEHb.

Tema 6. EnekTpoHHI 1OBIpYi IOCIYTH, CYTHICTh €JICKTPOHHHX JOBIPYMX TOCIYT Ta
ocobmuBocTi peanizanii. OcnoBu noOynosu IBK. Enextponni mpoBipui nmociayru Ha ocHoBi ELIT
ta ACII. OcobmuBocti modyaou IBK mist XmMapHHX cepBicCiB.

Tema 7. I'enepyBanHs, cepTudikaiisi Ta 3acTOCyBaHHS acuMeTpuuHuX KitouiB B [BK.
JKutteBi nmkimm mpuBaTHUX (OCOOMCTHX) KIIOYIB Ta  cepTU(]IKaTiB BIAKPUTHUX KIIFOYIB.
dopmaru Ta TexHiuHI cnenrdikamnii acumeTpuyHuX nap kmouis B IBK.

Tema 8. Meroau aHaii3y Ta MOPIBHAHHS KpUNTOrpadiyHUX CUCTEM Ta MPOTOKOJIIB.
HarionanbeHi cuctemMa HaJaHHS €IEKTPOHHUX JOBipunx mociyr. [IpoGnemu kibep3axucry Ha
OCHOBI CTaHAAPTU30BaHUX KpUNTONMpUMITHBIB. OcHOBHI npobnemu K31 B mepexinHuii Ta moct
KBaHTOBUI TICPiOH.

Hazpa po3iiiB i Tem Kinexicte rogua

Jlenna ¢opma

Ycboro y TOMY YHCIIi

JI I13 JIao. | Imm. | C.P.

1 2 3 4 5 6 7

Tema 1. BBeneHHs B JHCHUILTIHY. 18 2 4 12
OcHOBU mOOyAyBaHHS Ta JOCIIIKEHHS
KPUITOCUCTEM HAa OCHOBI OJIOKOBUX Ta
MMOTOKOBUX CUMETPUYHUX MHUPPIB

Tema 2. Knacudikairis, OCHOBHI BUMOTH, 18 2 2 14
CTaHJapTH3AIis Ta JTOCJIIIKEHHS
ACUMETPUIHHX KPUTITOCHCTEM
mu@pyBaHHs Ta IHKANCYIISIIE KIIOUiB

Tema 3. Metoau noOyTyBaHHS Ta OCHOBU 18 2 2 14
anamzy EIL @yHKLII TelryBaHHS,
BUMOTH, CTaHJapTH3aLlis Ta
3aCTOCYBaHHS.

Tema 4. . TloOynyBaHHs Ta aHami3 18 2 2 14
3ac00iB  KpUOTOrpadiuHOTO  3aXHUCTy
iH(popMalrtii.

Tema 5. Mertoan, MexaHi3MH Ta 18 2 2 14
3aco0uM  KpUNTOrpadiuHOro  3axXHUCTy
iHdopmaii B ITC.

Tema 6 EjnexkTpoHHI A0BipYl MOCIYTH, 16 2 2 12
CYTHICTh 0cOOJMBOCTI HamaHHA. OCHOBH
noOynosu IBK.

Tema 7. I'enepyBanHs, cepTudikamis Ta 18 2 2 14
3aCTOCYBAaHHSI AaCUMETPHYHUX KIIOYIB B
IBK.

Tema 8. Meroau anamzy Ta 16 2 14
HOPIBHSAHHS KPUNITOrpadiyHUX CUCTEM Ta
nportokoiiB. [IpoGremu kibep3axucry Ha
OCHOBI CTaHJAPTU30BaHUX
KPUOTOIIPUMITHBIB.

InauBinyanbHe 3aB1aHHs( KypcoBa 40 40*




po6ota 20 roa Ta HayKOB1 JOCIIKEHHS
20 ron) (3a paxynok C.P.)*

Yevozo 200un 180 16 8 8 |40* | 108
4. TeMu MPaKTHYHHUX Ta Ja0OPATOPHUX 3aHATH
No HazBa Temu ceMiHapchbkux (IIPaKTUYHUX ) 3aHATH Kinpkictb
3/m TOJIUH
1 | IloGynyBaHHs Ta aHaJi3 3ac001B KPUNITOTPa(iuHOTO 3aXUCTY 2
iHpopmaii.
2 HopmatuBHo — npaBoBa 6a3a. Ctan cranmaptusaiii. Bumoru no 2

3aco0iB K3I 3riznHo nitounx crangapTiB. OcoOIMBOCTI MPOSKTYBAHHS
Ta 3acTocyBaHHs 3ac00iB K31

3 | EnexTpoHHi JOBipYi MOCIYTH, CyTHICTh 0COOMMBOCTI HagaHH. OCHOBU 2
nooyosu IBK
4 | Ilpobnemu KiGep3axucTy Ha OCHOBI CTAHIAPTU30BAHUX 2
KPUIITOITPUMITHBIB.
Pazom ‘ 8
No HasBa Temu naGopaTopHUX 3aHSTh Kinbkictb
3/m TOJIUH
1 [ToOyayBaHHs Ta TOCHIIKEHHSI KPUIITOCHCTEM HA OCHOBI OJOKOBHX 4

Ta MOTOKOBUX CUMETPUYHUX MU (PiB. METOIMKH MPOBEICHHS KPHUIITO
aHaJli3y Ta OLIHKH BJIAacTUBOCTEH KpunTocucteM Ha ocHoBi BCIII.

2 | HocmimkeHHs ACUMETPUYHHMX KPUNTOCHCTEM MH(pPYBaHHA Ta 2
iHKancyndanie kioviB JlocmikeHHS Ta MOPIBHSUIBHUNA — CTaHAApTIB
enekTpoHHOro 1udposoro mixmucy( ELIT).

3 Incransuis ta nocnimxenns ALICK, anani3 cucrem ynpaBiiHHS Ta 2
ceptudikarlisi KJI04iB, MOHITOPUHT O€3MEeKH, BUKOHAHHS IIJIAHOBOT Ta
aBapiifHOI 3aMiHU KITFOUiB, OPSAOK BEJIEHHS eKCIUTyaTalliitHOl Ta
KJIFOYOBOi JJOKYMEHTAITI]

3* AnpTepHatuBa 3. [HcTansIis Ta TOCIIKEHHS CUCTEMH 3axucty IP —
sec(TCP) , anami3 nmporieciB ynpasiiHHS KIF0OUaMy Ta MudpaTopaMu B
peKuMax IUIaHOBOT Ta aBapiiHOI 3aMiHU, MOHITOPUHT Oe3MeKH,
0COOJIMBOCTI BEJIEHHS €KCIUTyaTalliiHOi Ta KJI0YOBOi JOKYMEHTAIIil

Pazom | 8

JlonatkoBi 1abopatopHi podoTH (3a BHOOPOM CTYCHTA)

1.  [ocmijpkeHHS  NOCTKBAaHTOBUX  MPOEKTIB  CTaHAApTIB  aCHUMETPHUYHOTO
mUppyBaHHS Ta IHKACYJISALIT KIIOYiB.

2. JlocmimkeHHsS MOCTKBAHTOBHX MPOEKTIB CTAHJAPTIB €IEKTPOHHHOT'O ITiJIITHUCY .

3. Po3pobnienHss mporpaMHMX ~ MOJENEH Ta  JOCHIDKEHHS  TEPCIeKTUBHHUX
KpUNTOrpadiuHUX NepEeTBOPEHD THITY €IEKTPOHHUN IIU(PPOBHIA MiANUC

4.  Po3poOneHHS mporpaMHUX MOJENed Ta JOCHIKEHHS MEepCHeKTUBHUX (PYHKIIIN
relryBaHHs.

5. Meroau Ta anropuTMU KPUNTO aHANI3y MOTOKOBUX CUMETPUYHUX MHNPIB.

6. Meroau Ta aTOPUTMHU KPUIITO aHAJI3y OJIOKOBHX CHMETPUYHHUX HIH(PIB.

7. JlochikeHHS NEepCHeKTUBHUX KpUNTOTrpapiyHMX MEXaHI3MIB Ta IPOTOKOJIIB
BCTAHOBJICHHS KJIIOYIB.

8. Po3pobka Ta amamiz cumcrem 3axucty Bim HCJ[ Ha oCHOBI MeTOMiB

6arato¢akTOpHOi aBTEHTU(IKALI].




5. 3aBpanHs A9 caMocTiliHOI podoTa

No 3/n

Buaum, 3micT camocTiitHOi poboTr

Kinvxicmo
200UH

Knacudikaiisi, oCHOBHI BUMOTH Ta IOOYIyBaHHS KPHUITOCHCTEM Ha
ocHOBi OnokoBux cumerpuuHux mudpis(bCLI). Ynpasminasg kio4amMu B
kpunrocuctemax Ha ocHoBi BCIII.

Knacudikamis, OCHOBHI BUMOTH Ta TOOYAyBaHHS KPUITOCHCTEM Ha
OCHOBI nmoTtokoBux  cuMerpuyHux mmdpis(IICIH). Mexanizmu
aBTeHTH(}IKAIi, PO3MOIUTY, Y3TO/KCHHS Ta BCTAaHOBJICHHS KIIOYIB B
CUMETpUYHUX KpunTtocuctemax Ha ocHoBi [1CILI.

12

OCHOBHI BUMOTH Ta TPUHIIMIN noOy/yBaHHS aCHUMETPUYHHUX
kpuntocucteM. [IopiBHSUIBHUI aHaNi3 aCHMETPUYHHUX KPHUIITO CHCTEM IO
KPHUTEPISM CKIIQJHOCTI Ta KpUOTOTrpadiaHoi CTiiikocTi

CrBopenHs(11o0y 1yBaHH:) Ta 0COOJIMBOCTI 3aCTOCYBaHHSA
ACHMETPUYHHUX KPUIITO TEPETBOPEHb TPHU IMOOYAyBaHHI aCHMETPHYHHUX
KPUINITOCUCTEM Ta Kpurnrorpagiuaux npoTokomiB. [loOynyBaHHs Ta aHami3
CHCTEM YIPABIiHHS KIIFOYaMHA B ACHMETPUYHUX KPHIITOCUCTEMAX

14

Bumorn no 3aco6iB K3I. CranmapTtusamis Ta yHidikaiis BEMOT 10
3aco0iB K31. Metoau noGy10BH NpOrpaMHuX, anapaTHO — MIPOTPaMHUX Ta
anapaTtHux 3aco0iB K3I.

OCHOBHI eTanu NpOeKTyBaHH:, MOOYI0BH, €KCIIEPTU3H, BIPOBAKEHHS
Ta exkcrutyaranii 3aco6iB K31. Bumoru 10 moBu ynpasninas 3acodamu K31
Ta ix peamizanis. CyTHICT Ta BUMOTU J0 016JioTek KpunTorpadpidHux
NIEPETBOPEHD

14

Cucremu 3axucty IP — sec B pobodomy cTaHi, ynpaBiaiHHS KJIIOYaMH Ta
mudparopaMu  pexxuMax, IUIAHOBOI Ta aBapiiHOi 3aMiHHM, BEICHHS
eKCIUTyaTaliiHoi Ta KJII0YOBOi JOKyMeHTallli 3 Bukopuctanusam BCIL.

Cucremu 3aXuCTy 3’€[JHaHb, YNpaBIIHHA KIOYaMU Ta MIMQpaTopamu
peXuMax, IJIaHOBOI Ta aBapiiiHOi 3aMiHM, BEIEHHS EKCIUTyaTalliiiHOi Ta
KJIIH040BOi JokyMeHTalii 3 Bukopuctanusam bCI Ta ITCII

14

[Tomituku ceprudikanii. HopmatuBHO mpaBoBa 0a3a HaJaHHA
€JIEKTPOHHUX JIOBIpUMX MIOCITYT. MixHapoaHa HaIllOHAJIbHA
ctanmapTtuzauis. Mopgem 3arpo3 Ta mnopymnuka IBK. Ilpunnunum
noOyayBaHHs Ta 3actocyBaHHs IBK.

OCHOBHI TPUHIAMNHN TOOYyBaHHS Ta 3aCTOCYBAaHHS CHCTEM Ta 3ac00iB
Ha/IaHHS €JICKTPOHHUX JTOBIPUYMX MOCIYT.

14

HopmaruBHo mpaBoBa 6a3a ympaBiiHHSA KirodamMd. OCHOBHI (YHKIII{
CHCTEM VIpaBIIHHA KIIOYaMH. YTPaBISHHS KIOYaMHd B OCHOBHHUX
nonarkax K3I. Kpuntorpagiuna ®UBYyJiCTh CUCTEM YIPABIIHHS KIIOUaMH.
Kpunrorpadiuai  mexaHi3Mu  Ta MIPOTOKOJIM  BCTAHOBJIEHHS,

12
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TPAHCIIOPTYBaHHS Ta TMepelaBaHHA KIoUiB. [lOpsSAOK OIIHKKA CHCTEM
yIpaBIiHHSA Ta cepTUdiKalii KIHOYiB.

7 Knacudikamiss Ta MOpiBHAJbHUIA  aHaANI3 HAIIOHAJBHUX CTaHIAPTIB
enekTporHoro nudposoro mignucy( ELIT) Ta mHanpaBieHoro mudpyBaHHs
(HLLI). 14

Cunte3 Ta aHami3 KpUNTOrpadiuHUX MPOTOKOJIB aBTEHTHdIKAII,
pO3MOALTY, Y3TO/DKCHHS Ta BCTAaHOBJICHHS KiouiB. OIiHKa Oe3MeKu
KpUNTorpagiuHuX IpOTOKOJIIB.

8 AcumerpuuHi KpunrtorpadiyHi MEpeTBOPEHHS TMEPEXiTHOTO Ta TOCT
KBaHTOBOro mepiofiB. Mogmeni Ta meroau mnoOyayBaHHA. OcoOIMBOCTI
noOyayBaHHS  3arajbHAX  TApaMeTpiB Ta TIEHEpPYBaHHS  KIIIOYIB. 14
[ToGynyBanHst Ta aHanmiz MexaHi3MiB Ta mpotokoniB K3I Ha ocHOBI moct
KBAaHTOBUX KPUITOTONPUMITHBIB.

Mertonu 3axucty Bing HCJ] Ha ocHOBiI kpunTorpadiqHuX MEPETBOPCHbD.
[TopiBHsIBEHUI aHAJI3 Ta oriHka 3axuiieHocTi Big HCJI Ha ocHOB1 MeTOTiB
OaraTtodakTopHOi aBTeHTU(DIKAIIII.

OCHOBHI JOJATKW KPUIITOCHCTEM Ta KPUNTO MPOTOKOmiB. [loOynyBanHs
ta anami3 cucteMm K31 Ha dizuunomy, npukinagaomy, I[P ra TCP — piBHs

[TpoGaemu Teopii Ta MpaKTUKU KpUnTorpadiyHoro 3axucty iHdopmariii

9 [IpoBeneHHS HAYKOBHX JIOCHI[DKEHh Ta IIJrOTOBKA HAYKOBHX 20
JIOTIOBi/IeH Ta HAYKOBUX CTaTeH

10 BukoHaHHs KypcoBoi poOOTH 20

Pazom: 148

5. 3aBaHHs AJi CaMOCTIHHOT poOOTH

Ne Buau Ta 3MmicT 3aBIaHHs KinekicTh
3/m TOJIMH
1 ITigroroBka o0 JEKIiH 8
1.1 | BuBueHHs Ta aHaii3 HalIOHAIBHUX Ta MDKHAPOAHHX CTaHAAPTIB 32
K31
2 | IlinroToBKa O NPaKTUYHUX 3aHATH Ta J1a00OPaTOPHUX POOIT 16
3 Bukonanus goManitix 3aBaaHb 16
4 | [ligroToBKa A0 KOMI FOTEPHOTO TECTYBaHHS 4
5 | BukoHnanHs KypcoBoi po6oTu 20
6 [Tepeksan Ta aHasi3 10JATKOBOI JiTEpaTypu 32
[IpoBeneHHS HAYKOBHX JOCTI/PKEHb Ta MIArOTOBKAa HAYKOBHX 20
JIOTIOBIJICH Ta HAYKOBUX CTaTel
Pazom 148

6. InuBinyanbHi 3aB1aHHs

[nauBinyanbHe 3aBIaHHs — KypcoBa poOoTa mo po3auiam 1-6 3a temamu «IloOymayBanHsS
Ta MOPIBHAJIBHUNA aHaJ3 KIIACUYHHUX Ta MOCTKBAHTOBUX KPUITOCUCTEMY.

CyTb 3aBaHHS, 1110 BUKOHYETHCS B KypCOBIiil poOOTi, mossirae y o0rpyHTyBaHH1 BUMOT 10
CUMETPUYHHUX Ta aCHMETPUYHUX KPHUITOIEPETBOPEHb, BUOOPY KPUTEPIiB Ta MOKA3HUKIB OLIHKU
KPUIITOIIEPETBOPEHb, aHANI3y Ta OILIHII CYTHOCTI KPUITONEPETBOPEHb, MAaTEMaTUYHOMY YU
IPOTPaMHOMY MOJIETTIOBaHH1 Ta OPIBHSAHHI.



JlomyckaeTbCsi BUKOHAHHS 1HIUBIAYaJIbHOTO 3aBJaHHSA, OCHOBOIO SIKOTO € IPOBEICHHS
JOCTIDKEHHST 3 TOAAJBIIOI IMMiArOTOBKOIO HAyKOBOI JIOTMOBiZI YM HAYKOBOI CTari,
YIAOCKOHAJICHHSI JIOCTIAHUIIBKMX JA0OpaTOpHHX  poOiT, a TakKoXX Ioja4ya pe3yJIbTaTiB
JOCTiKEeHb Ha Kadeapy.

7. MeToau HABYAHHSA

Sk mpaBWJIO JIEKLiMHI Ta TNPAaKTHYHI 3aHATTS TPOBOIATHCA ayauTopHe. B ymoBax il
KapaHTHUHY 3aHATTS HPOBOAATHCS BiAMOBiAHO 10 Hakazy pekropa XapKiBCBKOTO HAI[iOHAIBHOTO

yHiBepcutety imeni B.H. Kapaszina (ayautopue abo aucranuiitao 3a gonomororo miargopm Google
Meet aGo Zoom).

8. MeToau KOHTPO.TIO

KoHTponb 3acBOEHHS CTy/J€HTaMH HaBYAJIBHOTO MaTepialy Ha JEKLUiHHOMY 3aiHSTTI
3MIHCHIOETBCSA NIISIXOM KOHIIGHTpalii yBarm CTyIEHTIB IIOCTAHOBKOKIO IHTaHb 3a paHilIe
BHBUEHUM MaTepiajioM, MOB'I3aHUM 3 TEMATHUKOIO JIEKIIii.

[IpucyTHicTh cTyAeHTa Ha 3aiHATTI omiHIOeThest B 0,25- 0.5 OamiB. MakcumanbHa
KUTBKICTh OaJliB 3a MPUCYTHICTh CTYJI€HTA Ha 3alHATTI CKJIaaae 8 OalliB B CEMECTp.

Ha npakTtuyHOMY 3aliHSTTI KOHTPOJIb 3HAHb CTYACHTIB POOHTHCS METOAOM IPOBEICHHS
eKCIIpec-ONUTyBaHb (MMMCHMOBO), B TOMY 4YHCII BUpIIIEHHI 3a1a4 3a Temarukoro I13. PiBenb
3HaHb, MPOJEMOHCTPOBAHUI CTyIEHTaMH HAa KOKHOMY EKCIIPEC-OMHMTYBaHHI OIHIOETHCS, SIK
MPaBUIIO, MAKCUMAaIbHO 4 OanamMu.

Ha nmaGopatopaux poOoTax KOHTpPOJIb 3aCBOEHHS CTyJIEHTAMU HABUAIBHOTO MaTepiairy
3MIACHIOETHCS IIIJIIXOM OLIIHKH SIKOCTI O(QOpPMIIGHHS 3BITY 1 #oro 3axucty. PiBeHb 3HaHBb,
MPOJIEMOHCTPOBAHUHN CTyACHTaMU MpU OPOPMIIEHH] 1 3aXUCTI 3BITIB MO J1a0OopaTOpHUX poOOTax
OLIIHIOETHCSI MAKCUMAJIBHO & OalaMHu.

KoHTponb 3acBO€HHS CTyJIeHTaMHM HABYAJIbHOTO Martepially 31MCHIOEThCS Ha
KOHTPOJIBHUX po0O0Tax (KOMII'IOTEPHUX TeCTax), II0 IependadeHa HaBYAJbHUM IIJIAHOM.
3aBgaHHs Ha KOHTPOJBHY pOOOTY BKIIIOYA€E JBAa MpaKTU4YHI MUTaHHs(3ana4l). PiBeHb 3HaHb,
IPOIEMOHCTPOBAHMM CTYy/IEHTAaMHM Ha KOHTPOJIbHIM pOOOTI OLIHIOETHCS MAaKCUMAaJIbHO 8 OanaMu
(six mpaBuIIO 4 Oaja 3a KOKHE MPAaKTUYHE MUTAHHSA).

IIpu BHKOHaHHI KypcOBOi POOOTH KOHTPOJIIOETbCS PIBEHb NOJIATae y OOIPYHTYBaHHI
BUMOT JI0O CHMETPUYHHMX Ta acCHUMETPHYHUX KPUITONEPETBOPEHb, BUOOPY KpHUTEpPIiB Ta
NOKa3HMUKIB OI[IHKM KpPUITONEPETBOPEHb, aHAJi3y Ta OILIHII CYTHOCTI KpUITONEPETBOPEHb,
MaTeMaTUYHOMY YM ITPOTrPAMHOMY MOJIETIIOBAHHI Ta OPIBHSAHHI aIbTEPHATHB.

banmu 3a kypcoBy po0OOTYy CKIIamaloThCsi 3 pO3paxyHKy: 3 Oanm 3a  aKypaTHICTh
oopMIIEHHS PO3PaxXyHKOBO-MOSICHIOBAJIBHOI 3alMCKHU  (BIAMOBIAHO 1O BUMOI METOIMYHHUX
BKa31BOK MO O(OpMIIEHHIO KypcoBoi poboTu), 12 GaniB 3a pe3ynbTar Ta 5 OaniB 3a 3aXUCT
KypcoBoi poboTH. MakcuManbHa KiJIbKICTh 0alliB 3a KypcoBy poOoTy ckianae 20 Gais.
MaxkcruManbHa KUIBKICTh OaiiB 3a pe3yibTaTaMd KOHTPOJIIO MOTOYHOI YCIIIIHOCTI 3a
cemecTp ckianae 60 6amis.
3rigHo pimeHHs Kadenpu Oe3nexu 1H(OOPMALIHHUX CHUCTEMI TEXHOJIOTIH /10 ICIIUTY He
JIOIMYCKAIOThCS CTYAEHTH, 110 HE 3aXMCTHIIM 3BITH IO JIAOOpaTOpHUX poOoTax, HE Opaiu ydacTb
y BUKOHaHH1 KOHTPOJBHUX POOIT 1 HE 3aXUCTHIIN KypPCOBY pOOOTY.
[TincyMKOBHI KOHTPOJIb 3/11HCHIOETHCS HIIIXOM NPOBEIACHHS TUCHBMOBOTO ICIIHTY.
Ex3aMeHamiifHuii KBUTOK BKJIIOYAa€ JIBa TEOPETHMYHUX 1 OJHE NPAKTUYHE MUTAHHS.
Teopernuni nuTaHHs ouiHIOIOTHCA 10 10 6aniB kKoxkHe, mpakTu4He — 10 20 Gais.
MakcumanbHa KiTbKICTh OaliB 3a pe3yJbTaTaMu icnuTy ckianae 40 Oamis.
MaxkcuManbHa KUIBKICTH OajliB 3a pe3ysbTaTaMd BUBYEHHS AUCUUILTIHI ckiagae 100
Oais.
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9. Cxema HapaxyBaHHs 0aJliB

12

banu 3a noTO4HMIT KOHTPOJIH 3HAHB O TeMaMm - 8 Bru Kypco | Pasom | Iemmur | 3aramsna

KOMITFOTEPHHU Ba cyma cyma

MPOTATOM 5 CEMeCTpy it Tect pobora | GamiBy GaniB

CEMECCT
pi
T1-T2 T3-T4 T5-T6 T7- T84
8 8 10 10 4 20 60 40 100
T1, T2, T3, T4 — TeMu 3aHATH.
5 cemecTp

PiBeHb 3HaHB, TPOAEMOHCTPOBAHHM CTYJICHTAMH, OI[IHIOETHCS TAKMM YHHOM:

- 3a Temoro 1(T1) — 7 6aniB: Bukonanus 1 JIP, 1 excripec-onutyBaHHS;
- 3a remoro 2(T2) — 5 Ganis, BukoHanus 1 JIP;

- 3a Temoro 3(T3) — 4 Ganis: Bukonanus 1 JIP, 1 excripec-onuryBanHS;
- 3a TeMoto 4(T4) — 4 Ganu: Bukonanus 1 I13;

- 3a reMoro 5(T5) — 5 GaniB: Bukonanus 1 I13, 1 ekcripec-onutyBaHHS;
- 3a Temo10 6(T6) — 5 6anis, Bukonaunns 1 [13, 1 ekcripec-onuTyBaHHS;
- 3a remoto 7(T7) — 4 GaniB, BukoHanns 1 I13, 1 ekcripec-onuTtyBaHHs;
- 3a Temo1o 8(T8) — 6 OaniB: 1 KomIT IOTEpHE ONTUTYBAHHS;;

- B TOMY YHCIIi 32 IPUCYTHICTh Ha 3aHATTAX — 4 OalliB;

- B TOMY YHCJIi 32 pe3yJIbTaTh AOCHiKeHb — 4 Oanmu.12

KpuTepii oninioBanHs

Kpurepii oriHroBaHHsI 3HaHb CTY/ICHTIB IIPH ONMUTYBaHHI

Busnauenns
Biamosins 6e3 HOMUWIOK
BukonaHHs BiAIOBIAl 3 HE3HAYHUMH [TOMUIKAMU

BinmoBine € 3 MHEBHOIO KINBKICTIO HOMHJIOK, SAKI HE 3aBa)KaroTh
JOCTATHHO TOBHOMY BUCBITJIICHHIO ITUTAHHS

HenpasuiibHa BiANOBIAb, MalOTh Miclie Tpy0Ol MOMUJIKH, HEPO3YMIHHS
CYTi MUTaHHS

KpuTepii oriHtOBaHHS 3HaHb CTYJIEHTIB 32 BUKOHAHHS JIa00paTOpHOT poOOTH

Busnauenusa

3aBaaHHs 110 JabopaTopHii poOOTI BUKOHAHE CAMOCTIIHO B TIOBHOMY
oOcs3i.  3BIT odopmiIeHHH aKypaTHO BIANOBIAHO JO BHUMOT
METOJIMYHUX BKa3iBOK. [IpH 3axucTi 3BITY MOKa3aHO PO3YMIHHSA CYTI 1
3MICTY MPOBEACHUX JOCIIKEHb

3aBlaHHs 110 J1abopaTopHiil poOOTI BUKOHAHE CAMOCTIITHO B TIOBHOMY
00cs31. 3BiT 0(hopMIIEHHUI JOCTATHHO aKypaTHO BiAMOBIAHO O BUMOT
METOJIMYHUX BKa3iBOK. [Ipu 3axucti 3BiTy Oyjiu BHUSBJIEHI HE3Ha4yH1
MIOMMUJIKH Y 3HaHHI TEOPETUYHOTO MaTepiany

3aBnaHHs 110 1abopaTopHiil poOOTI BUKOHaHE B TOBHOMY 00CsI31. 3BIT
oopMIIEHH TOCTATHRO aKypaTHO, B O(DOPMIICHHI 3BITy € HE3HA4YHI
Henouiku. [Ipu 3axucTi 3BiTy OynM BUSIBIEHI HE3HAUHI MOMMIKU Y

Kinexicte Oanis

2
1
0,5

Kinekicte GaniB

4
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3HaHHI TEOPETHYHOTO MaTepiany

3aBmaHHA 10 JIabopaTOpHii poOOTI BUKOHAHE. 3BIT OGOpMICHHHA 3 1
MOMUJIKaMH 1 Hejosikamu. [Ipu 3axucTi 3BiTy OyJiM BUSIBIICHI CYTTEBI
MMOMUJIKH Yy 3HAHHI TEOPETUYHOTO MaTepiary

Kpurepii orliHroBaHHsI 3HaHb CTYACHTIB 32 KOMIT IOTEPHHUHA TECT

Busnauenus Kinekicts OaniB

Jlani MOBHI BIAMOBiAI HAa KOXXHE NPAKTUYHE IHUTAHHS ITOKa3aHO 4
TBEpJAEC 3HAHHS HAaBYAJBHOIO  Marepialy, pO3YMiHHS  CyTi
MOCTaBJICHUX MUTaHb, 3pO0JICHI TTOBHI 1 TPaBUJIbHI BUCHOBKH

VY BIANOBIAAX HA MOCTABJICHI NMPAKTHYHI MUTAHHS MOKA3aHO 3HAHHS 3
HaBYAJIBHOTO MaTrepiaiy, pPO3yMiHHS CYTi HOCTaBIICHMX NHUTaHb 3a

HasBHOCTI HE3HAYHUX TIOMIJIOK 3poOJieHI JOCTaTHHO IIOBHI 1

MIPaBWIbHI BUCHOBKH

Y BIAMOBiIAX Ha TIOCTaBJICHI MPAKTUYHI THUTAaHHS ITOKa3aHO 2
JOCTaTHHO 3HAHHS HABYAJIILHOTO MaTepialy Mpu HasBHOCTI CYTTEBUX
MTOMUJIOK, 3p00JIEH1 BUCHOBKH

VY BIAMOBIZSMX MOKa3aHO PO3YMIHHA CYTi MOCTAaBICHHX NHTaHb 3a 1
HasBHOCTI NPUHIMIOBUX IMOMWJIOK TIPH PIMICHHI NPaKTHYHHX
3aBJlaHb, BIJICYTHI BUCHOBKH

VY BIANOBIASAX HA MOKA3aHO CIAOKi 3HAHHS HABYAJIHHOTO MaTepiaiy 0,5
NpHU HASIBHOCTI MPHUHIUIIOBUX MOMWJIOK TPU PIllIEHHI MPaKTHYHUX
3aBjlaHb, BIJICYTHI BUCHOBKH

KpuTepii o1iHIOBaHHS 3HaHb CTYJIEHTIB 32 BUKOHAHHS KypCOBOi poOOTH

Busnauenus Kinekicte Oanis

3aBlaHHs Ha KypcoBy pOOOTY BHKOHAHO aKypaTHO B IOBHIH 20
BIJIITOBIHOCTI 3 BUMOT METOIMYHNX BKa31BOK.

CryneHT mokazaB TBepje 3HAHHS HaBYAJIBLHOIO MaTepianxy, BMIHHS

YITKO 1 CTUCJIO BUKJIQJAATH OCHOBHI PE3YJIbTATH JOCIIKEHHS.

3aBaaHHs Ha KypcoBY poOOTYy BUKOHAHO JIOCHUThH aKypaTHO, ajie HE B 12-19
MMOBHIN BIAIIOBIIHOCTI 3 BUMOIaMH METOINYHNX BKa31BOK.

CTy/IeHT MoKa3aB JOCTaTHRO TBEPJIC 3HAHHS HABYAILHOTO MaTepiairy

1 BMIHHS CTHCIIO BUKJIQJIaTH OCHOBHI pe3yIbTaTy JOCIIIKEHHS.

3aBJlaHHs Ha KypCcOBY poOOTY BUKOHAHO HE B MTOBHIH BiJIMOBIIHOCTI 3 4-11
BAMOTaMH METOAMYHUX BKa31BOK.

CryneHT moka3aB HE JOCTaTHBRO TBEPJAE 3HAHHSA HABYAIBHOTO

Marepiandy 1 BMiHHS BUKJIaIaTH OCHOBHI PE3yJIbTATH JTOCIIIPKCHHS.

3aBlaHHS Ha KypcOBY poOOTY BUKOHAHO HE B MOBHIM BIJNOBIIHOCTI 3 1-4
BUMOTaMH METOJAMYHUX BKa31BOK.

CryneHT noka3aB ciia0Ke 3HaHHS HaBYaJIbHOTO MaTepiaity 1 HEBMIHHS

BUKJIa/IaTH OCHOBHI Pe3yJIbTaTH JOCIIKEHHS.

VY po3paxyHKOBO-TIOSICHIOBAJIbHIH 3aIKCIII € TPUCYTHIMH TTOMIJIKH



KpuTepii oniHIOBaHHS eK3aMEeHAIIHUX POOIT CTY/ICHTIB

BusnaueHHs KinekicTs OainiB
[Ipu BigmoBiAl Ha ek3aMeHAIlIWHUNA KBUTOK TEOPETUYHI MHUTaHHS
OCBITJICHI TIOBHICTIO, 3aBIAaHHS BHpIIIEHE MPAaBUIBHO, 3pOOJICHI 40
BHCHOBKH
[Ipu BigmoBimi Ha eK3aMEHAIIWHUNA KBUTOK TEOPETHYHI MUTAHHS
JIOCTaTHHO OCBITJICHI, 3aBJaHHs BUPIIICHE NMPABUJIBLHO 3 HE3HAYHUMU 35-39

MIOMUJIKAMH, 3p00JICHI BUCHOBKH

[Ipu BigmoBimi Ha eK3aMEHAIIWHUNA KBUTOK TEOPETHYHI MUTAHHS
OCBITJICHI 3 TIOMWJIKaMH{, 3aBJaHHS BHUpIIICHE TMPAaBWIBHO 3 25-34
HE3HAYHUMH MOMHIKaMH. 3po0IieHi HEeTIOBHI BUCHOBKH

[Ipu BigmoBiAl Ha eK3aMeHAIlIWHUNA KBUTOK TEOPETUYHI MHUTaHHS
OCBITJICHI 3 CYTT€BUMH IOMMJIKAMH, 3aBJaHHS BHUpILOICHE 3 15-24
nomMusikamMu. 3po0JieHi HeTOBHI BUCHOBKHU

[Ipu BignoBimi Ha eK3aMEHANIWHWNA KBUTOK TCOPCTHYHI IMHTAHHS
OCBITJIEHI 3 CYTTEBHUMH MOMMIIKAMH, 3aBJAHHS BHpIIICHE YaCTKOBO 1-14
a00 He moBHIiCTIO. BUCHOBKM HEenoBHI a00 BiICYTHI

IIxana oniHOBaHHSA

. . . Orinka
Cywma GaJriB 3a BCl BUJIM HABYAIIbHOT : B :
IUSUIBHOCT] IPOTATOM CEMECTPY JUTSI YOTUPUPIBHEBOT IIIKAJIHM OI[IHIOBAHHS
(icruT)
90 - 100 BIZIMIHHO

70-89 J100pe
50-69 3a0BLJIBHO
1-49 HE3aJ0BIJIBHO

10. PexomennoBana Jiireparypa
OcHoBHa JiTepaTypa

1. 3a penmakmiero I'op6enko [J[. I'opbenko FO.I. [ToOynyBanHs Ta aHali3 CHUCTEM,
IPOTOKOJIIB Ta 3aco0iB KpunrorpadiuHoro 3axucty iHdopmariii. Monorpadis. Xapkis. Dopr.
2016, 902 c.

2. 3a penakuieto ['opbenko [JI. T'opbenko HO.I. TloOGymyBaHHS Ta aHami3 CHCTEM,
OPOTOKOJIIB Ta 3aco0iB  KpumnrorpagiuHoro 3axucty iH@opmauii. EmnekrponHa Bepcis.
Momnorpadis. Xapkis. @opt. 2016, 902 c.

3. I'opbenko 0.1, T'opbenko I.[1. Indpactpykrypu Binkputux kimrouiB. Cuctemu EIIIL.
Teopis Ta npaktuka. Monorpadis. Xapkis. ®opr. 2010, 593 c.

4. TudpacTpykTypa BIIKPUTHX KIIOUIB: TEXHOJIOTi, apXiTeKTypa, MoOyaoBa Ta
BrpoBakeHdss / O. B.Iloriit, A.B.Jlenmmn, JI. C.Copoka, B.l.€cim 1 in. /. -
JHinporneTpoBchbk: Akanemis MUTHOT ciyk0u Ykpainu, 2011. —202 c.

5. T'op6enko L., T'opbenko FO.1. [lpuxnagua kpunrosnoris. [ligpyunuk. Xapkis. Doprt.
2013 p., 878 c.

JlonomizkHa JiiTepaTtypa

1. KysnenoB 0.0, Iloriit O.B., [Nonysuenko M.O., I'op6enko HO.I. IToTokoBi mugpu.
Mowuorpadis. Xapkis. @opt. 2019 p., 544 c.

2. 3agipaka B., Onexcux O. Komm’torepna kpunrosoris. — K., 2002. — 502 c.
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3. Horii O.B. Crammaptusamis Ta ceprudikamis B Tamy3i 3axucTy iHdopmarii.
Cranpaptu ynpasininas kmoyamu / O.B. Totiit. — X. : XHYPE, 2002. — 80 c.

4. €cin B. I, KysnenoB O. O., Copoka JI. C. be3neka iHpopMmamiifHux cucrem i
texnosoriit. X.: XHY imeni B. H. Kapasina, 2013. 632 c.

5. Claude E. Shannon The Mathematical Theory of Communication (16th Edition). The
University of Illinois Press. 1971. 144 p.

6. Bruce Schneier Applied Cryptography. Protocols, Algorithms, and Source Code in C.
John Wiley & Sons. 1996. 784 p.

7. William Stallings Cryptography and Network Security: Principles and Practice (6th
Edition). Pearson. 2013. 752 p.

8. IOxin O.K., Kopuenko O.I'., Konaxosuu I'.®. 3axuct iHpopmanii B Mepexax mnepenadi
nmannx. — K. Bug-so TOB «HBII» IHTEPCEPBIC», 2009. — 716 c.

Indopmaniiini pecypeu

1. 3akon Ykpainu «IIpo ocHOBHI 3acamu 3abe3nedeHHs1 KidepOe3neku Ykpainu» Bin 17
ceprng 2022 poky N 2163-VIII.

2. HupektuBa 1999/93/€C €mpomneiickkoro napiamenty ta Pamgm Bim 13 rpymus 1999
POKY IPO CUCTEMY €IEKTPOHHUX MIANHUCIB, 110 3aCTOCOBYETHCS B Mekax CIiBTOBapUCTBaA.

3. ACTY 4145-2002 «Iadopmariitni texnomorii. Kpunrorpadgiunuii 3axuct iHdopMmariii.
[udposuii nignuc, o IpyHTYETbCA Ha EIINTUYHUX KpUBUX. DOPMYBaHHS Ta EPEBIPSIHHS.

4, NCTY ITU-TRec.X.509 | ISO/IEC 9594-8:2006 «IudopmariiiiHi TEXHOJOTII.
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JOJATOK A
KYPCOBA POBOTA
A.1 Tematuka KypcoBHUX poOIT

1. OOrpyHTyBaHHs Ta pO3pOOKa METOAMK IOPIBHSUIBHOTO aHaji3y ICHYHYHMX Ta
HNEPCHEKTUBHUX KPUIITOCUCTEM.

2. OOrpyHTyBaHHS Ta BUOIp KPUTEPIiB Ta MOKA3HHUKIB OIIHKU Ta MOPIBHIHHS KPUIITOCUCTEM
Ta KPUITOIPOTOKOJIB.

3. MeToauku TOPIBHAJIBHOTO aHaNi3y KpHHOTOCHCTeM (OJIOKOBI cHUMeTpuuHi MmuUdpH;
IOTOKOBI CHUMETpHuHI IMU(pPH; ENEKTPOHHI MiANUCH; HamparieHi mumpu; Kpunrorpadiuxi
IIPOTOKOJIN).

4. MeToauKM, CUCTEeMH Ta 3aco0HM 3HIMCHEHHS KpPUOTOAHATI3y Ha OCHOBI KIACHYHHX
KOMIT FOTEpiB Ta MaTreMaTHYHUX MeToAiB (MeTon Lllopa, meton I'poepa, metoau Kcinra Toio).

5. Meroauku, CUCTeMH Ta 3aco0M 31MCHEHHs KpPUIITOAHANi3y Ha OCHOBI KBAaHTOBUX
KOMIT F0TEpPIB Ta KBAHTOBUX AJITOPUTMIB.

6. Mojeni nopyIHUKiB KPpUNTOCHUCTEM.

7. Mopeni 3arpo3 iCHYIOUMM Ta MEPCIIEKTUBHAM KPHUIITOCUCTEMAM.

8. Mopeni 6e3neKu iCHyI0UnX Ta MEePCIIEKTUBHUX KPUIITOCHCTEM.

9. Anani3 kpunrorpadiuyHoi CTIHKOCTI XMapHUX CEPBICIB.

10. JocmikeHHs: 6€3MeYHOCT CUCTEM YIIPaBIIIHHS KITFOUYaMH KIII€HTIB XMapHUX CEPBICIB.

11. Po3pobka Ta JOCHiPKEHHS MPOTPAaMHUX MoJenei Ta Oi0mioTeK ICHYIOYMX Ta
HNEPCHEKTUBHUX KPUIITOCUCTEM.

12. AHani3 cTaHy CTBOPEHHS Ta 3aCTOCYBaHHsS KBAaHTOBUX KOMII'FOTEPIB AJISl BUPILICHHS
3a]1a4 KPUITOJIOTI].

13. Ananmiz Ta THOpPIBHAHHS METOAIB KPUNTOAHANI3y CHUMETPUYHUX Ta ACHUMETPUYHHX
KPHUIITOCHCTEM.

14. OOrpyHTyBaHHS BUMOT Ta ME€XaH13MiB [TOOYA0BU MOCTKBAHTOBUX KPUITOCUCTEM.

15. Anani3 crany Ta HapsAMiIB CTBOPEHHSI IOCTKBAHTOBUX KPUIITOCUCTEM.

16. Jocnimxennst mexaHi3MiB nooyosu EIl Ha ocHOBI rem-pyHKii.

17. HocnigxenHs MexaHi3miB no0yaoBu EIl Ha ocHOBI anreOpaiyHUX peIiToK.

18. OOrpyHTyBaHHs Ta po3poOKka METOAMKH aHali3y KPUIITONPHUMITUBIB 3a 0€3yMOBHUMH,
YMOBHUMM Ta MparMaTUYHUMU KPUTEPIIMHU.

19. OOrpyHTyBaHHS Ta po3poOKa METOJIMKM aHali3y acUMETpUYHUX WHUPpIB 3a
0€3yMOBHHMH, YMOBHUMH Ta IParMaTHIHUMHU KPUTEPIIMHU.

20. OOrpyHTyBaHHS Ta po3poOKa METOJMKH aHaTi3y €JIeKTPOHHUX TIANUCIB 3a
0€3yMOBHHMH, YMOBHUMH Ta IParMaTHIHUMHU KPUTEPIIMHU.

21. OOrpyHTYBaHHS Ta PO3pOOKAa METOAWKH aHAI3y MPOTOKOJY IHKANCYJIAIIi KIIOYIB 3a
0€3yMOBHMMH, YMOBHUMH Ta IParMaTUYHUMU KPUTEPIIMHU.

22. OOrpyHTyBaHHS Ta pO3poOKa MPOMO3HINKM 3 MOOYJOBH TOCTKBAHTOBUX MEXaHi3MiB
aCUMETPUYHOTO MU PyBaHHS.

23. Po3poOka Ta TOpIBHAHHSA MPOrpaMHUX Mojene Ta Oi0lioTeK cydacHHX Ta
NEPCIEKTUBHUX MIOCTKBAHTOBUX KPHUITTOCHCTEM.

24. JlocnimpkeHHS MEXaHI3MIB Ta METO/IIB 3a0€3MeUYeHHs KPUITOXKUBYUOCT] MEPCIIEKTUBHUX
MOCTKBAaHTOBHUX KPUIITOCHCTEM.

20



25. Knacudixkariis ta y3aransHeHa ominka EII moctkBaHTOBOTO mepiony.

26. Knacudixkaris ta y3aransHeHa omiaka ACIL mocTKBaHTOBOTO mepiofy.

27. Anaini3 Ta OIlIHKAa allTOPUTMY E€JIEKTPOHHOTO MiJIMUCY, M0 € MEePEMOXKIEM KOHKYpPCY
NIST PQC, Crystals-Dilithium.

28. AHami3 Ta OI[iHKa ajlropuTMy AacCHUMETPUYHOrO MHU(GPYBAHHSA, IO € MEePEMOKIEM
koHkypcy NIST PQC, Crystals-Kyber.

29. Anani3 Ta OILIHKAa AJITOPUTMY EJIEKTPOHHOTO MHIiAMKCY, IO € MEPEMOXKIIEM KOHKYPCY
NIST PQC, Falcon.

30. Anaimi3 Ta OIlIHKAa alTOPUTMY E€JIEKTPOHHOTO MiJIMUCY, M0 € MEePEMOXKIEM KOHKYpPCY
NIST PQC, SPHINCS+.

31. AHami3 Ta OIiHKa aJrOpPUTMY aCHMETPUYHOrO MH(PYBaHHS, MO0 MEPEXOIAUTH 10
yeTBepToro paynay koukypey NIST PQC, BIKE.

32. Amnani3z Ta OLIHKAa alTOPUTMY acHMETPUYHOro MMHU(PYBaHHS, IO MEPEXOAUTH 0
yerBepToro paynay koukypey NIST PQC, Classic McEliece.

33. Amnanmi3z Ta OLIHKAa alrOPUTMY acHMETPUYHOro MMHU(PYBaHHS, IO MEPEXOIAUTH 0
yeTrBepToro paynay koukypcy NIST PQC, HQC.

34. AHami3 Ta OIiHKa aJrOPUTMY aCHMETPUYHOTO MM(PYBaHHS, MO0 MEPEXOIAUTH 0
yetBepToro payniay koukypcy NIST PQC, SIKE.

35. TlopiBuspHuE anamiz cridikocti JCTY 7624:2014 3 MiKHApOIHO BU3HAHUMHU
CTaHJapTaMH.

36. TlopiBusibHuM anamiz cridikocti JCTY 7564:2014 3 MDKHapoAHO BHU3HAHUMU
CTaHJapTaMH.

37. CunHTe3 Ta aHali3 eJIeMEeHTIB KpuntorpadiuHux 3aco0iB.

Heii mnepeqik Tem He € BHYepNHUM. MONKJIMBHM € Y3rOIKeHHsI 3i CTyIeHTam
iHIMBiTyaIbHUX TeM IJIs1 KypCOBOi po0oTH.
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